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Preface

Nowadays, healthcare organizations are transforming themselves into more
user-centered, coordinated and efficient systems employing various multime-
dia techniques. However, data management within such systems demands huge
human efforts and faces the threat of security breaches. Integration of Internet
of Things (IoT) and healthcare mitigates such threats, reduces overall cost and
improves the standard of patient care. However, these IoT devices are suscep-
tible to a huge range of attacks. As healthcare data contains sensitive and per-
sonal information, it might be of interest to various cybercriminals. Blockchain is
regarded as the most disruptive and revolutionary technology, which will provide
protection and secrecy of control systems in real-time environment. Blockchain
technology is capable of tracking, organizing and bearing out communications by
storing the data received from numerous devices and forming parties without the
need of a federal cloud. Furthermore, blockchain facilitates patient data accessi-
bility and captures patient record and intermediate activity information. However,
research in the field of blockchain is still in a nascent stage. This is evident from
the fact that there exist numerous open challenges that restrict the widespread
adoption of blockchain in healthcare applications. This book focuses on tech-
niques, experiences and lessons learned with respect to state-of-the-art security,
privacy, interoperability solutions for DLT, secure multimedia processing and
blockchain technology. The core of the book is focused on explaining how such
technologies are disruptive, and, further, it explores the concrete consequences of
these disruptions in terms of technological, economic and social consequences.
This book provides theoretical concepts, empirical studies and a detailed over-
view of various aspects related to the development of healthcare applications
from a reliable, trusted and secure data transmission perspective. Further, it also
intends to induce further research about the ethical impact of the new “distributed
trust” paradigm resulting from the surge of such a disruptive technology.
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2 Blockchain Technology in Healthcare Applications

1.1 INTRODUCTION

The introduction of the Internet of Things (IoT) in communication and data process-
ing changes the application of technologies worldwide [1]. More people are now
indulged in the internet, while IoT uses the medium to interact directly or indirectly
with the user. The things can interact with each other, and by things, we mean bil-
lions of unique devices. It is estimated that by 2025 IoT devices will cross 21 bil-
lion [2]. They are more like watching, speaking, and listening to us. These things
work under a small domain, but a ubiquitous implementation can execute numerous
applications. Transforming these traditional purpose devices into smart devices, IoT
provides the ground for vast computation, big data processing, and real-life services.
Applications such as smart homes, smart transportation, smart power system, indus-
trial ecosystems, and many more can come to practice with the power of IoT [3,4].
Generally, IoT devices use different types of networks like cloud, edge, fog comput-
ing, and their IP address [5,6]. Moreover, for the massive heterogeneity of the con-
nected devices, they use different types of data processing mechanisms. So, major
issues regarding security, privacy, data management, data transmission, etc. have
been raised. Furthermore, using these security gaps, intruders can get the advantage
and alter information creating a hazard in the whole system. A lot of work has been
conducted by the researchers to find solutions for such instances. Blockchain is the
latest and one of the most fruitful generalized additions to these solutions [7,8].

The blockchain concept is relatively old, but its recent practical implementation
in cryptocurrency has created an immense opportunity for data management and
communication. The drawbacks of IoT networks are mainly due to the central-
ized processing mechanism and lack of homogenous computation characteristics
among the devices [9]. It increases the cost and reduces trust compromising the
security of data. Blockchain, on the other hand, introduces a decentralized sys-
tem that can ensure security in a trustless environment. Moreover, it can provide
efficient authentication and access control policy against security threats [10]. The
user’s anonymity, the robust consensus protocol for data validation, and the use
of public-key cryptography mechanism in transaction procedure initiate a strong
urge to research on blockchain to resolve the IoT security issues [11].

Considering the facts mentioned above, IoT security issues need to be solved
with utmost importance. Since data security is a great concern and blockchain is
known for providing data integrity, security, and transparency, it can be a potential
leveraging technology. For this reason, there needs to be a study that addresses
the security issues of IoT and explores the potential feasibility of blockchain for
addressing those issues.

This chapter explains the crucial security issues of the IoT ecosystem and their
solution with the blockchain integrated system. The domain can be extended to
the IoT perspective for the vast application of blockchain technology. The outline
of the contributions of this work can be briefed as follows:

* The concept of blockchain and its evolution are concisely discussed.
* Blockchain architecture is explained along with the latest classification.
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* Blockchain characteristics are evaluated that make it efficient for IoT
infrastructure.

» System design for blockchain transactions is discussed in easy steps.

* Five-layered architecture for IoT has been speculated for its relevance in
Industrial Internet of Things (IIoT).

e Major components that build the IoT system are described briefly.

* Crucial shortcomings in security and cyberattacks at each layer are ana-
lyzed in detail.

» State-of-the-art solutions for IoT security issues using blockchain are
discussed.

* A step ahead to point the challenges that blockchain will face to secure
an IoT environment for future research directions is discussed.

The rest of the chapter is structured as follows. Section 1.2 provides an overview
of blockchain principles elaborating structure, characteristics, and transaction
process. Section 1.3 details the IoT fundamentals explaining layered architec-
ture and components. Section 1.4 shows significant security issues and attacks
at each of the layers. Section 1.5 illustrates recent blockchain-based solutions to
mitigate certain security cases. Finally, Section 1.6 highlights the challenges for
blockchain to comply with IoT security inspiring future research, followed by a
conclusion in Section 1.7.

1.2 BLOCKCHAIN PRINCIPLES

Blockchain was first popularized with the application in Bitcoin proposed by
Satoshi Nakamoto in 2008 [12]. Blockchain comes with the idea of a decentral-
ized ledger introducing more secured transactions. Blockchain, used in the trans-
action of digital currencies from 2009 to 2013, was known as blockchain 1.0 [13].
Later, the utilization of Smart Contracts introduced blockchain 2.0 in 2015 pro-
viding better authentication and tamperproof transaction process [14]. Ethereum
platform comes with the idea of DApps and introduces blockchain 3.0 [15]. Today,
we live in the era of blockchain 4.0 that brings forward its application in business
and industries [16].

1.2.1  OVERVIEW

Blockchain can be discussed by dividing into three main sections: block, chain,
and network.

* Block: Block holds the data in an encrypted form for the transaction. It
uses information like nonce, Merkle root hash, timestamp, and previous
and current hash information to encrypt the data. These blocks are immu-
table and divided into two parts — “head” and “body” [17]. The type of
the blockchain determines its functions and characteristics like size and
execution procedure.
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» Chain: Blockchain is like a linked list where blocks are chained together.
* Network: Blockchain is built on the concept of the decentralized net-
work. It ensures that no single actor or entity can control the transaction
or verification of blocks. It establishes a P2P network, but the blocks con-
taining information are processed and stored by peers called miners [18].

Generally, blockchain can be of two types: Public and Private. In Public block-
chain, users can join in a permissionless ledger, i.e., they have the options of both
reading and writing [19]. The participants can make their identity anonymous,
but security is ensured by the valid block mining and public-key cryptosystem.
Although the blocks are tamperproof, the execution and transaction are slower
than private blockchain [20]. On the other hand, private blockchain restricts par-
ticipants and allows only selected miners to read or write. The concept of decen-
tralization is a little compromised here, but the efficiency is very high ensuring
all other characteristics of blockchain [21]. There is another type of blockchain
named Consortium or Hybrid blockchain. It comprises both the conditions of
public and private blockchains following the desired outcome.

1.2.2  CHARACTERISTICS

In addition to its use in cryptocurrency, blockchain has a versatile application for
its characteristics like:

* Decentralization: Blockchain ensures that no single entity or third-party
organization can control the network. Miners need to mine blocks fol-
lowing consensus algorithm ensuring the authenticated transaction [22].

* Immutability: Once the block is added to the network, no one can
change the information inside it or delete it [23].

* Anonymity: Even if all the miners will have a copy of each block, the
data cannot be extracted except the one with the key [24]. Moreover,
the individual information participating in a transaction will also be
unknown to all as they will use a generated address for each time.

* Auditability: Using the hash function, each block will have the previous
block’s information [25]. So, transparency and audibility will be maintained.

* Security and Privacy: The most important characteristic of blockchain
is that it offers a great deal of security and privacy. The use of public-key
cryptosystem, consensus protocol, digital signature, peer-to-peer net-
works, and the latest addition like Ethereum strengthens blockchain
even more from malicious activity and cyberattacks [26].

1.2.3 TrRANSACTION PROCESS

1. Requesting Transaction: A user encrypts the data using a private
key generating a unique hash value along with a digital signature and
requests to add it to the peer-to-peer network [27].
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2. Authenticating Transaction: The transaction is authenticated using
public-key cryptography and the network validates the request.

3. Block Validation: Using the authentic hash value, nonce, timestamp,
etc., the block is validated by the miners and considered for appending
to the network.

4. Addition to Blockchain: Finally, the block is assembled into the block-
chain network, complying with the consensus protocols like PoW or
PoS. The block is non-removable and non-changeable henceforth [28].

1.3 10T FUNDAMENTALS

IoT is spreading its domain of linked sensors and devices continuously, making
the system more complex than ever before. So, to efficiently execute the ben-
efits of IoT, a different architecture of IoT is proposed [29]. Keeping the growing
industrial use and application of blockchain and IoT in mind, we will discuss
the five-layered approach that is gaining popularity day by day. The five-layered
architecture includes

1. Objects Layer

2. Network Layer

3. Service Management Layer
4. Application Layer and

5. Business Layer

1.3.1 OBjecTts LAYER

The Objects or Perception layer works as a data gathering and processing layer.
It uses IoT sensors and devices to collect information like humidity, location,
temperature, vibration, and weight [30]. Later, it is transmitted to the Network
layer to create the communication process. This layer uses secure channels and
transmits big data.

1.3.2 NETWORK LAYER

The Network layer or Object Abstraction layer serves to transfer the gathered
information from the Objects Layer to Service Management Layer. It utilizes
technologies like GSM, RFID, Wi-Fi, WiMAX, 3G, 4G, Satellite, Bluetooth, and
infrared to transfer the data [31]. Moreover, tasks like data management and cloud
computing are maintained by this layer [32].

1.3.3  SERVICE MANAGEMENT LAYER

The Service Management or Middleware layer’s purpose is to connect services
among different types of IoT devices. The devices create a request with their
address and names and the Middleware layer manages the service request and stores
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information from a lower layer. This layer also participates in decision-making and
delivers the computational results to devices [33].

1.3.4 APPLICATION LAYER

The Application layer connects with the user directly. It delivers generated or col-
lected information like temperature or humidity from the previous layers to the
end-customer [34]. Some examples of this layer are smart home, smart transpor-
tation, smart governance, and smart identification.

1.3.5 BuUsINESS LAYER

The Business or Management layer represents the aggregated performance or anal-
ysis of the system. It can generate graphs, flowcharts, or models based on received
and transmitted data. Hence, it provides a complete efficiency of the layers and
devices that are used in the architecture. Furthermore, it can also improve the
performance by comparing the expected and achieved output of each layer [35].
Other proposed architectures of 10T like the three-layered model or middle-
ware model are also effective for some instances. Nevertheless, not all layers
can utilize all types of technologies and data transfer processes. For example,
SOA-based architecture has a Service Composition layer that takes much time
in data execution and transfer [36]. On the other hand, this five-layered model
can generate an analysis of the architecture and also tends to improve the per-
formance. The Business layer can use a big load of data and perform complex
computation on powerful devices. So, to meet the present need for big data and
faster transmission, the five-layered model is one of the preferable architectures.

1.3.6 loT COMPONENTS

Generally, an IoT system is structured with five major components [37]:

1. Sensors: IoT system uses many sensors to identify, collect, and transfer
data. There are different types of sensors according to the diverse kind
of data.

2. Computation: There are nodes containing processors to process infor-
mation collected by sensors. These nodes are used to perform certain
computations to further secure and transfer the received data.

3. Receiver: It works like a transceiver that transmits the messages from
one node to another. It usually connects the local and remote nodes and
collects their computed data.

4. Activator: It generates the signal for the requested service accord-
ing to the received and computed data from the previous components.
Functions of the IoT devices are activated to trigger the aimed device.

5. Device: After triggering the function, devices connected to the IoT sys-
tem execute the desired function.
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1.4 SECURITY ISSUES OF 10T

IoT systems, along with their different types of communicating devices, have sev-
eral security issues. Researchers are trying to find solutions to the security risks
and propose multiple architectures to address them. However, still, there is no
single architecture that can be considered to function in every kind of situation.
Five-layered architecture is proposed as a generalized solution to these security
issues, but some are still unaddressed [38]. Here, we will discuss the security
issues of the five-layered model of IoT in detail.

1.4.1 Security Issues oF OBJECTS LAYER

The objects or perception layer faces issues mostly in its sensors and data collec-
tion process. Crucial security issues in this layer are as follows:

* Node Hijack: Node hijack or capture attack is a dangerous attack on the
perception layer. It happens in the WSN (wireless sensor network) [39].
The intruder can replace a wireless sensor in the system taking place of
another. So, the information that needed to be gathered or transferred
goes to another source. It can even change the information creating an
overall miscalculation. Moreover, taking over a node of the whole sys-
tem, an intruder can leak the data, which makes the system’s security
more vulnerable. The attacker can also try to infer keys from the sender
and receiver that can be used later to extract information and memory of
their communication [40].

* Eavesdropping: In this attack, the intruder listens or sees the information
exchanged between a sender and a receiver without any trace [41]. Attackers
try to find information like pictures, messages, and voice calls. Although
attackers cannot change any information transmitted in a network, they can
gather and record secret data shared only with the selected participants.

* Replay Attack: One of the most common attacks is to play the “fake
sender” role or playback attack. In this attack, the intruder enters the
communication channel secretly. Then collects the sender’s message.
Rather than changing it, the attacker creates a new message just like
the sender with lookalike authentication and identity [42]. It seems valid
to the receiver but as soon as he enters the encrypted message from the
attacker, all the information of the victim goes to the attacker [43].

* Timing Attack: All the sensors in an IoT system collect and process
data with varying computation times. This computation time varies due
to the size of data processed and the use of the cryptographic algorithm.
Furthermore, intruders can observe the execution time of various sensors
for specific requests or queries. An attacker can use this varying time of
exchanged messages or signatures to exploit the cryptosystem [44].

* Malicious and Fake Node: An attacker can also add a sensor as a node
in the system that only he can control. Using this fake node, an attacker
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can inject malicious data or files into the system [45]. It works exactly
like all other nodes but transfers the secret information of the sender and
receiver to the attacker. It also has the power to destroy the whole system
consuming a great deal of energy [46].

1.4.2 Security Issues oF NETWORK LAYER

The layer that ties the perception layer to the application layer is the network layer.
It refers to the communication channel among the devices or sensors or smart
things. So, intruders like to attack especially this layer. Security issues that make
it vulnerable are as follows:

* Man in the Middle Attack: In this attack, the intruder stays in the mid-
dle of the communication channel between two sides [47]. The attacker
uses different types of fraudulent sensors or devices to remain unknown.
He can alter the messages in real time, while the actual sender and
receiver could not configure who are they communicating with [48].

» Exploit Attack: The attacker uses the security gap of software or hard-
ware used in the IoT device to intercept malicious data or commands
and extract essential data from the network. Again, the attacker can use
the IP address of devices to get access and thrust contaminated data into
the system [49].

* Denial of Service (DoS) Attack: This attack makes specific nodes or
devices unavailable to service, creating a massive amount of traffic or
messages that slow down the network and make the network unavailable
or even crash the system [50].

» Sybil Attack: A device is used to replicate several devices with genuine
addresses and infringe the information of the network. The replicated
device (Sybil device) with a false identity can also bring other security
threats like a DoS attack, phishing if the device is put forward with all
the traffic in one route [51].

* Sinkhole and Wormhole Attack: This attack generates false traffic and
routing data to other devices so that the packets generated by the WSN
cannot reach the destination. Instead, they are dropped in fake routes. It
can further increase combining two fraudulent devices connected with a
private link that is only useful to the attacker. Other devices then use this
link (wormhole tunnel) as their routing path and the attacker can extract
information from it [52].

1.4.3 SecuriTy Issues OF MIDDLEWARE LAYER

The middleware or processing layer filters the data to separate critical data needed
for specific devices. It eradicates extra information that is unnecessary for certain
operations. Some of the critical attacks on this layer are as follows:
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e Virus Attack: The attacker uses contents, files, or executable code to
enter the system [53]. This attack comprises viruses, Trojan horses, spy-
ware, malware, adware, etc. to get information about the user.

» Exhaustion: Exhaustive attacks can hamper the devices and networks
physically. It can happen due to other types of attacks. For example, a
DoS attack can generate a lot of traffic and eventually make the device
exhaust wasting memory, database resources, or power system [54].

1.4.4 SecuriTy IsSUES OF APPLICATION LAYER

The application layer is the output tier of the whole structure from where users
receive the final service. According to its service and implementation differences,
different security issues arise. Some of the significant security issues of the appli-
cation layer are as follows:

* Data Hamper: The attacker can send false information to the base sta-
tion resulting in a miscalculation. Moreover, he can take advantage of
gaps in service management among the IoT devices to leak data [55].

» Phishing Attack: The attacker can use phishing links or websites or
email malicious files and require the user to click on them [56]. Private
information of users like password, date of birth, and ID can be hacked
easily and attackers can get access to the victim’s credentials.

* Malicious Scripts and Trojan Horse: IoT applications are very prone
to attacks like a virus or Trojan Horse. The intruder injects malware
that can generate duplicates and gradually move to destroy the victim’s
environment. This malicious code attack is very hard to prevent with
only anti-virus software. The malicious scripts can also change the fun-
damental commands of installed software in a device [57]. An attacker
can extend this attack after a certain portion of the system is affected
with HTML, script injection, and worms. It also creates the scope for
other attacks like phishing, DoS, and buffer overflow.

* Software and Firmware Uncertainty: With the different applications
of IoT devices, there come different types of software and different types
of firmware to run them [58]. But for the lack of standardization and
proper review, it becomes hard to create secure code. Moreover, fail-
ure to regular security updates to the devices increases vulnerability.
The attacker can also hamper the synchronization process of IoT devices
with other devices manipulating clock time. Eventually, it becomes eas-
ier for the intruder to exploit the backend code and change the code for
pre-allocated memory [59].

* XMPPilot Attack: In order to eavesdrop on the communication channel
between the sender and receiver, the attacker uses XMPPilot. He writes
code to hamper XMPP connection and confines the encryption process
at receiver side communication [60].
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* Credibility Issues: Lack of authentication standards or authorized party
to maintain security ease the attack for the intruders [61]. They can use
the update file to inject their own manipulated script. Again, it is neces-
sary to authenticate end-to-end encryption in communication.

1.4.5 Security Issues OF BUSINESS LAYER

The business layer is the latest addition to the IoT structure that enables the sys-
tem to be more productive and easier to use. Not many threats to this layer are
still found but attackers can manipulate the previous layer attacks. Some possible
security issues in this layer are as follows:

» Zero-Day Attack: A Zero-Day attack is an attack pointing to certain
security weaknesses of a software or application that is discovered by
the developer but not yet mitigated. It can occur the same day the devel-
oper found the weakness. Usually, this type of attack exploits security
holes without the vendor having any kind of knowledge of it [62].

* Logic Attack: The business layer uses a lot of logic to compute the data
and generate necessary graphs or decisions. Mistakes in the logic while
programming initiates certain threats while computing these outcomes
[63]. Again, shortcomings in the algorithm of password recovery or
authentication, encryption, input validation, etc. can poise some security
threats on the business layer too.

There are other approaches to discover the security gaps of IoT and classification
for possible threats. But the five-layered architecture holds almost all the crucial
attacks that are common in all the IoT ecosystems.

1.5 BLOCKCHAIN-BASED SOLUTION

Blockchain can offer improved solutions in different domains of IoT. IoT devices
need to deal with a lot of private data. Permissioned blockchain can be an excel-
lent solution to avoid exposing user data [64]. Direct communication eliminat-
ing the use of central authority can handle the increasing traffic of exponentially
growing IoT devices. It can also decrease the load on a cloud server for storing
data. Strengthening the infrastructure, blockchain can further contribute to the
prevention of data manipulation and numerous cyberattacks.

Several approaches have been taken in the previous years to solve the issues of
IoT. The researchers propose different architectures and system designs. Table 1.1
represents some recent works on blockchain solutions aiming to solve issues in
security as well as IoT architecture and data management.

The above table henceforth shows that blockchain has a huge scope in improv-
ing IoT security issues. But more studies are needed to conduct on finding the
efficiency and simplicity of blockchain applications.
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TABLE 1.1
State-of-the-Art loT Security Solutions with Blockchain
Attack Name Effect Blockchain Solutions References
Eavesdropping Transmitted data ¢ Divides blockchain into two parts: [65]
loses privacy off-blockchain and on-blockchain to
process data in three steps each.
Timing attack Subject to ¢ Combines blockchain with a domestic [66,67]
side-channel commercial cryptographic algorithm.
attack exposing ¢ A probabilistic model is applied in
the cryptosystem blockchain framework for data collection.
Node Hijack Hampers data * Proposes a signature scheme of [68,69]
collection or permissioned blockchain.
transfers to ¢ Introduces a blockchain-based framework
attacker in the unmanned aerial vehicles network.
Replay attack Destroys private ¢ Blockchain-based logistics system with [70-72]
data security special monitoring sensors.
¢ Two-way authentication in a blockchain
scheme.
* BSS (blockchain enabled security
system) scheme with the batch system.
Malicious and Consumes energy ¢ RSA (Rivest-Shamir—Adleman) [73-75]
fake node signature-based authentication in a
blockchain network.
¢ Manage identity authentication with
lightweight blockchain.
¢ Hyperledger Fabric private blockchain-
based framework.
Sybil attack Corrupts data e SSDT (Blockchain-Based Sybil-Secure [76,77]
acquisition Data Transmission) framework based on
blockchain.
¢ Blockchain-based detection mechanism
for UWSN
Black hole and Network latency ¢ Coded blockchain-based energy-efficient [78,79]
gray hole attack mechanism
« Efficient lightweight integrated blockchain
(ELIB) model for public blockchain
Exploitation Contaminates ¢ Hybrid blockchain based on DPoA [80]
network/IP (Delegated Proof of Authority)
address
Man in the Network security, e Seed-based blockchain scheme for key [81,82]
middle attack key management generation and management

¢ Blockchain-based architecture for CAV
(connected and autonomous vehicles)

(Continued)
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TABLE 1.1 (Continued)
State-of-the-Art loT Security Solutions with Blockchain

Attack Name Effect Blockchain Solutions References
DoS/DDoS Network ¢ Hybrid blockchain for IIoT. [83-85]
unavailability,  Private blockchain using Ethereum
system crash platform.

¢ Blockchain framework using smart
contract and LSTM (long short-term
memory) for access control

Virus attack Dara/System ¢ Proposed consortium blockchain-based [86,87]
disruption recovery service.
* Detection mechanism using blockchain in
distributed database.
Exhaustion Decay memory/ e Proposed a blockchain-based data edge [88-90]
resources verification system.

¢ Lightweight blockchain for IIoT.
¢ Hybrid model of public and local
blockchain for authentication.

Phishing attack Credentials’ ¢ Blockchain and Zero Trust-based [91]
security framework.
Logic attack Runtime error * Hyperledger Fabric for verification and [92]
access control
Zero-day attack ~ Network security, ¢ Detection mechanism with deep [93,94]
zero knowledge blockchain framework.
¢ Blockchain-based authentication
mechanism
Sniffing attack Unauthorized ¢ Blockchain-based event log security [95,96]
access mechanism.

¢ GADV in blockchain encryption scheme.

Routing attack Deteriorates ¢ Blockchain-based framework using smart [97]
network contract to identify tampered sensor
efficiency, DoS nodes.

1.6 CHALLENGES AND FUTURE WORK

The main drawback of implementing blockchain in the IoT ecosystem is that there
is no general methodology or system architecture to combine these systems as per
demand. Blockchain has its issue with scalability in consensus protocol and big
data handling. These concerns create some challenges that need more attention.

1.6.1 HETEROGENEITY OF DEVICES

IoT ecosystem deals with low-level devices to high-end servers. They compute
data in multiple layers each with its mechanism [98]. So, a general framework for
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security enabling the devices to adapt to the security requirement at each layer
dynamically needs to be introduced.

1.6.2 HARDWARE AND FIRMWARE VULNERABILITIES

With the increased demand, IoT devices tend to be more low cost and low
power-consuming. It makes the system user-friendly at the cost of low-quality
hardware or firmware [99]. Aside from the physical disturbance, software-related
problems like malware and routing problems may also occur. So, a standard sys-
tem is required to monitor these issues.

1.6.3  ScALABILITY

IoT devices are used to work with big data collected by billions of devices. Blockchain
takes a good amount of computation time when processing this data. Again, the IoT
devices themselves have certain limitations to synchronize and transmit decisions
based on this massive chunk of data. So, a scalable generalized mechanism is yet to
be found to work with IoT and blockchain simultaneously [100].

1.6.4 LimiTATIONS IN IOT-FRrIENDLY CONSENSUS MECHANISM

IoT devices mostly perform a real-time interaction. It collects, processes, trans-
fers, and synchronizes at a fast speed to provide essential services. The consensus
protocols recently being followed with most of the proposals like PoW, PoET, and
PoC are used in the public blockchain. Their computation time is considerable
and results in a time delay in producing quick responses. So, a more IoT-centric
consensus mechanism is needed to work for blockchain more efficiently [101].

Along with these issues, blockchain and the IoT ecosystems need more impact-
ful works in data integrity, communication protocol, and ubiquitous integration of
future IoT devices to mitigate the security issues.

1.7 CONCLUSION

In this chapter, we present a comprehensive study on IoT security issues and
their solution based on blockchain. Fundamental properties and terminologies of
blockchain technology and IoT architecture are also mentioned for better insight.
The five-layer architecture can be very fruitful for the implementation of indus-
trial sectors and smart city concepts. By combining blockchain technology, the
whole ecosystem can be more effective and intact. The security issues we have
pointed are very common and IoT devices are much prone to fall for them. The
network and middleware layer is very crucial to maintain communication among
devices. The attackers get an advantage in finding the entry point to these lay-
ers and generate cyberattacks easily. Its own mechanism to restrict unauthorized
access or detect an intruder is still a work in progress. Blockchain becomes the
most promising technology in this regard. We hope these findings will help to get
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a good understanding of the whole system and inspire us to work on the existing
security issues of IoT devices as well as upcoming IoT applications.
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2.1 INTRODUCTION: INDUSTRIAL INTERNET OF THINGS

Industrial Internet of Things (IIoT) is a booming domain in today’s era of automa-
tion. IoT refers to the application of Internet of Things (IoT) to improve opera-
tional efficiency in industries. Information Technology (IT) and Operational
Technology (OT) are converged in IloT, to enable industries to improve their
performance [1,2]. The convergence of IT and OT helps organizations to inte-
grate automation, optimization, data analysis, etc. The IoT ecosystem consisting
of smart sensors and actuators will make the monitoring and control of machines
and other infrastructures easier. An abstract view of IIoT is given in Figure 2.1.
The architecture given in Figure 2.1 incorporates a layered view of the model.
The bottom layer forms the “edge”, which is made up of tangible components like
sensors and gateways. This is connected to the “network” layer, which forms the
bridge between compute infrastructure and gateways. The topmost layer forms
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FIGURE 2.1 IIoT architecture. (Courtesy: The Future of Industrial Automation by Paul
McLaughlin and Rohan McAdam.)

the “cloud” part, which contains the processing unit on the cloud, and various
applications like dashboards and analytics.

IIoT forms an autonomous environment and hence, security features are to
be addressed seriously. With the tremendous increase in the use of IIoT applica-
tions, cyber security threats have also increased. In an autonomous connected
environment like IIoT, multiple vulnerabilities may arise and such attacks will
compromise the reliability of the system. There are several issues while consider-
ing the security challenges in an IIoT ecosystem. One major issue is the lack of
risk mitigation. This means, the operators in the OT section may not have a deep
understanding of principles, which are handled by IT specialists. So, even though
several mitigation techniques are present, only a few are being utilized effec-
tively. Other issues are lack of proper security updates, impact of attacks, lack of
end component visibility, etc.

Another major issue is the vulnerability in system components involved. Since
industrial equipment were designed to be used in closed environments, the secu-
rity issues were not considered then. The security risks associated with the IIoT
devices include device management, patch management, use of the same authen-
tication credentials, and returning wrong data. IIoT depends on a vast array of
sensors, processing elements, and actuators to automate data collection, process-
ing, and response. Reliability in an IoT ecosystem depends on several phases of
implementations such as device reliability, communication reliability, network
reliability, and application reliability [3].



Novel Framework for Robust Data Collection 23

The device layer in an IoT system contains electromagnetic devices, which are
called sensors and actuators. Once these resource-constrained sensor devices are
deployed on a large scale, at various locations, it is difficult to monitor and ensure
accurate data delivery from them. One of the major challenges that is faced in
the stage of data collection is the accuracy given by electromechanical devices.
Performance of sensors may degrade because of several reasons such as device
failure, environmental factors, and lack of firmware updates. This work proposes
a blockchain-based algorithm to improve sensor reliability in the data collection
phase of IIoT applications. The scope for this was originally explored in [4].

The rest of the chapter is organized as follows. Section 2.2 talks about how
IoT can be deployed on an industrial scale to obtain IIoT. Section 2.3 deals with
Blockchain, in general, and gives an introduction to the proof-of-stake (PoS) algo-
rithm. Section 2.4 describes how IIoT and blockchain can be combined, with a
focus on PoS. Section 2.5 introduces an algorithm that has been proposed based
on the concept of stake that ensures the reliability of sensors. Section 2.6 dis-
cusses a simulation of the algorithm and evaluates its performance. The chapter
comes to a close with concluding remarks in Section 2.7.

In the rest of this chapter, the terms device, node, and sensor will be used inter-
changeably. Even though they are different in the real world, the current focus is
on the algorithm, and the underlying hardware can be abstracted out to any of
these terms.

2.2 HOT - USE CASES

IIoT, also known as Industry 4.0, has several applications. Every industrial sec-
tor like retail, healthcare, manufacturing, education, oil and gas, transportation,
and energy have several benefits from using IIoT. Other use cases like smart cit-
ies and agriculture are also benefited from IIoT. The key benefits of using IloT
are improved device connectivity, M2M communication, improved efficiency,
increased profit, industrial safety, etc. In addition to these points, other benefits
like the development of new services, business models, and innovations are in
the goal sets of industries. Table 2.1 gives a summary of some major industrial
organizations that have been working based on IIoT and reaping benefits from it.
As the most important use case, IIoT is used for automation, which is popularly
implemented using wireless sensor networks [5].

The examples mentioned in Table 2.1 give an idea of how diverse IIoT can be
implemented. With the advent of Industry 4.0 and beyond, the scope of IoT is at
an all-time high [6]. Senathipathi et al. [7] described the prospective applications
of IIoT with blockchain.

2.3 BLOCKCHAIN AND PROOF-OF-STAKE ALGORITHM

Blockchain was envisaged as a distributed ledger that can replace the centralized
record keeping models existing today. It was introduced as the platform on which
Bitcoin, the first accepted cryptocurrency, ran. Blockchains generally work on
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TABLE 2.1

Industry Use Cases

Organization Area/Major Benefits

ABB Using predictive maintenance for smart robotics

Boeing To improve manufacturing efficiency

Bosch Used IoT methods to track and trace tools, which helped the workers to save a
lot of time

Caterpillar Heavy equipment maker company that uses IoT and augmented reality (AR)

applications to give an at-a-glance view of everything, to the machine operators
Stanley Black &  Smart factory, Construction IoT
Decker

the concept of distributed consensus, which ensures that a ledger entry is added
only if a majority agree to the authenticity of the same. This is the responsibility
of validators. Transactions are stored on a chain of entries, each holding the hash
of the previous entry in the chain. This makes blockchains inherently immutable,
since any changes done on the blockchain after a transaction will cause the hash
to change, thereby invalidating all entries after that. The basic components and
aspects of a blockchain as described in [8] are as follows:

* Transactions: Transactions are the fundamental units of a blockchain.
In order to perform a transaction, the source address, source digital sig-
nature, transaction information, and destination address are used.

* Miner: Miner is a consensus participant in the blockchain network,
which ensures that all transactions are validated. Each transaction is
validated and added with other transactions into a block. If successful,
it is broadcast to all other nodes for verification and marked as the latest
block.

* Hash Pointer: This is created by hash functions to map the contents of
the block to the hash pointer. It is normally created by taking the hash
of the previous block and adding it as an entry to the current block. This
makes any tampering evident by ensuring that any change in the previ-
ous data will result in a different hash value in the next block, and it can
be traced back to the genesis block, i.e., the first block of the chain.

* A block can also contain additional data depending on the requirements
of different consensus mechanisms. To reduce storage space, the trans-
actions in a block can be stored in the form of a Merkle tree.

These concepts make the blockchain decentralized, transparent, immutable,
secure, and private. They are decentralized because miners work independently,
and only broadcast the success of each process. The transaction is transparent to
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all participants since they carry all necessary identifiers. The hash pointer makes
it impossible to modify any specific part of the chain, since hashes are one-way,
and cryptography-grade hashes like SHA-256 and SHA-512 have nearly zero col-
lision. Cryptographic security and privacy can be easily incorporated on top of
the existing chains.

The base concept has been extended subsequently by enabling lightweight algo-
rithms to run on the chain, using concepts like smart contracts. Different imple-
mentation flavours of the concept exist today, with the most popular ones being
Hyperledger (using the original concept) and Ethereum (using smart contracts).

Like any other multi-agent system in a distributed environment, blockchain also
has to ensure overall system reliability. Hence, all the coordinating processes will
have to reach an agreement which is called consensus. It is a fault-tolerant mecha-
nism used between distributed nodes to reach a common state. This mechanism
ensures the synchronization between nodes and agreement on the transactions
added to the blockchain. Commonly used consensus mechanisms in blockchain
are Proof of Work (PoW) and PoS [8]. PoW requires the validators to have enough
computational power to verify transactions. In PoS, the validators are selected
based on their holdings or stakes. PoS requires the validators to have a minimum
quantity of stakes. So, a malicious node will have to acquire enough computational
power or stakes in PoW and PoS, respectively, in order to become a validating
node. Among these two mechanisms, PoS is more energy efficient. In addition, [8]
specifies that PoS has negligible energy consumption, which is ideal for low-power
devices like in IIoT. In addition, no additional hardware is needed, and the process-
ing is fast.

2.4 INTEGRATING PROOF-OF-STAKE MODEL INTO 1IOT

The concept of including blockchain platforms with the IoT has been explored by
a number of researchers [9-14]. Miller [15] explored the possibility of adapting
the same to II0T. But the common factor among available research is that they try
to adapt the platform of blockchain directly onto IoT implementations, enabling
decentralized processing. But these implementations will carry the overhead of
more powerful edge nodes, which have storage and computing capabilities at their
disposal. In addition, security and scalability are of utmost importance in existing
research.

In this chapter, the focus is no longer on the security and scalability of IoT
using blockchain. The application domain shifts to how the reliability of sensors
can be ensured using concepts from blockchain. Fortino et al. [16] proposed a
reputation-based model using blockchain for ensuring reliability in IIoT. Kang
et al. [17] proposed an incentive-based model for proper consensus propagation,
and Yang et al. [18] proposed adding a downgrade mechanism to PoS for easier
isolation of malicious nodes. These concepts can be adapted easily to implement
an algorithm that eliminates the need of blockchain, but retains the capability of
isolating malicious nodes. The restriction placed in the absence of stored chains
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is that all processing should be done real time, and it can be either centralized or
decentralized.

Two aspects of the PoS model can be directly integrated to manage reliability
in IIoT,

1. Selection of contributors and validators,
2. Transfer of stake and fee.

The fundamental principle behind this integration is on how to effectively penal-
ize erring sensors, while keeping them within the ecosystem. It also aims at
allowing sensors (or nodes) to come back to a prominent state if they restart giv-
ing proper observations. This will provide an effective mechanism for monitoring
byzantine failures, and at the same time, accommodate factors like replacement
of faulty equipment.

Bhushan et al. [19] describe different aspects of blockchain that enable wide-
spread usage in today’s technological domain. Bhushan et al. [20] explore the pos-
sibility of integrating blockchain and IoT further by analysing the advantages and
disadvantages and observe that energy efficiency and latency are points of concern.
Even though privacy and security are equally important, they are not being consid-
ered in our study since a sterile environment is being assumed. The security aspect
is explored in depth by Uddin et al. [21] and Krishna et al. [22].

2.5 PROPOSED ALGORITHM

The basic algorithm for II0T reliability with PoS is as follows. This is done at
every sampling interval for the sensors.

Algorithm: pow_iiot_reliability
Inputs: stakes, observations
Outputs: accepted observation, failure status, revised stakes

1. Accept the latest set of observations from the sensors.

2. Select sensors that have stakes greater than min_stake. They form the
contribution set (c_set). Others form the validator set (v_set).

3. Find the average of observations given by sensors in the c_set.

. Find deviation of each c_set observation from the average.

5. If the smallest deviation is above min_deviation, report that the system
is invalidated, and terminate. Otherwise continue.

6. Accept the observation that has minimum deviation from the average.

7. Set allow_contrib will be formed with sensors in c_set with observation
deviations not greater than min_deviation. Other contributors form the
set deny_contrib.

8. Take k% of stake from each element in the deny_contrib set, where k is
called the “penalty score”. Add all those stakes to stake_pool.

9. Evenly distribute stake_pool to all members of allow_contrib.

N
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10. Within v_set, select observations that have deviations not greater than
min_deviation and add them to fee_set.

11. Take n% of stake from each element in c_set, where n is called the “fee
rate”. Add all those stakes to fee_pool.

12. Evenly distribute fee_pool to all members of fee_set.

The process can be explained in easier terms. The working can be considered
from multiple levels of detail. A high-level design is given in Figure 2.2.

A first-level detail can be added at this point, and the internal modules along
with their interactions are depicted in Figure 2.3. This breaks the process down
into five steps — selection of contributors/validators, averaging, deviation testing,
fee eligibility measurement, and stake reallocation.

Input from stream IZ,\> PoW-based model [———— Accepted input / Fail

FIGURE 2.2 High-level design for the PoW-based reliability model.

Stakes

Stake

walid Fee :.{> reallocation
D eligibility

Input Contributor /
from stream Validator select

contrib Deviation

Averaging tast —> Accepted input / Fail

FIGURE 2.3 Modules present in the PoW-based reliability model.
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FIGURE 2.4 Contributor/validator selection module.

Whenever a new reading comes in from all sensors, the algorithm checks if
all sensors have a minimum amount of stake left in them. Those nodes with a
minimum stake available with them will be named “contributors”, while others
remain “validators”. In principle, this differentiation doesn’t change the behav-
iour of any node. It only creates a difference when the readings are accepted. This
demarcation is inspired by the PoS concept, where a node will be able to execute
an Ethereum transaction only if there is sufficient stake available with it. This is
depicted by the flowchart in Figure 2.4.

Once contributors are selected, their readings are averaged to get an estimate
of what may be the original value. This operation has an additional advantage
that it is easy to identify inconsistencies using this measure. If the distribution of
readings has a high variance, it means that sensors have picked up a fair amount
of noise (it is highly unlikely that the same ecosystem will contain largely varying
readings). Considering that, every reading is cross-checked with the average, to
find the deviation. Those readings violating a threshold set for the deviation will
be out of contention, keeping the assumption that they are erroneous. The reading
closest to the average value is taken as the accepted value.

While taking the mean value, there can be cases where the actual value is some-
where towards the outliers. In order to keep this in check, the number of violations
beyond the threshold is kept track of, and if none of the readings fall within the
threshold, the algorithm will report an error and stop. This will handle issues that
arise because of all readings sitting towards the extremities. In any other case, the
variance will be less enough to account for the error between actual and expected
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FIGURE 2.5 Deviation test module.

values. Depending on the critical nature of the application, the threshold can be
modified appropriately, with those applications requiring stringent quality con-
trol having tighter thresholds. But care should be taken that the number of system
failures will increase with tighter thresholds, which will be better than the conse-
quences of undetected failures. Figure 2.5 summarizes the process.

Once the set of violations has been recorded, each violator will surrender a
fixed percentage of their stake, which is then evenly distributed to those who have
given proper readings. This will give benefit to reliable sensors, while penalizing
others. The validator set remains unaffected by all these changes.

Once the stake transfer is complete, the validator set is checked for readings
that come within the threshold (even though the mean did not consider these val-
ues). If any validator was able to generate a reliable reading, they can charge a
“fee” to the contributors, who then donate a fixed percentage of their available
stake, evenly distributed among all eligible validators. This enables validators to
return to the contributor state eventually, once they start generating good read-
ings. Ineligible nodes will remain with their same stake and wait for proper read-
ings to resume. This is equivalent to charging the “gas fee”, which is surrendered
by nodes upon execution. Figures 2.6 and 2.7 explain the process in depth.

The end result is a system that always maintains a consistent total stake, dis-
tributed appropriately among different nodes based on their reliability. Even if
a node gets flagged as unreliable and moves out of contributory privilege, there
remains a chance for it to resume its role.
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FIGURE 2.7 Stake transfer module.
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2.6 SIMULATION AND RESULTS

The algorithm was simulated using Python. Randomized values were given as
input to test the robustness of the algorithm, and how it behaves under different
conditions. Two cases are being considered — one in which the algorithm allows
the system to run as usual and one in which the algorithm terminates operations
because of huge mismatches.

Case 1: System completes normal operation

The parameters for this experiment are as follows:

Number of sensors=35, Starting stake for each sensor=100

Minimum stake needed for contribution (min_stake)="75

Number of iterations simulated =20

Deviation limit (dev_limit)= 10, Stake penalty =10%, Validation fee=5%

The readings are taken as random numbers in the range 90—110. This is to ensure
that the chance of readings going out of bounds of dev_limit is less. It simulates
an ideal scenario. Tables 2.2-2.8 summarize the working of the proposed model
at each iteration.

Iteration 1

TABLE 2.2
Iteration 1 (Normal Operation)
Sensor Number 1 2 3 4 5
Current stake (s) 100 100 100 100 100
Reading received (r) 92 109 104 102 102
Contributor? (s>min_stake) True True True True True
Average reading (avg) 101.8 101.8 101.8 101.8 101.8
Deviation (d)=lavg—rl 9.8 7.2 2.2 0.2 0.2
Accepted reading Accept Accept
Within the deviation limit? Yes Yes Yes Yes Yes
(d<dev_limit)
Stake for transfer (10%) 0 0 0 0 0
Stake for fee (5%) 5 5 5 5 5
Revised stakes 100 100 100 100 100

Here, even though the stake was set aside for fee, there was no transfer since
everyone functioned as a contributor.
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Iteration 2

TABLE 2.3

Iteration 2 (Normal Operation)

Sensor Number 1 2 3 4 5

Current stake (s) 100 100 100 100 100

Reading received (r) 108 103 109 104 106

Contributor? (s>min_stake) True True True True True

Average reading (avg) 106 106 106 106 106

Deviation (d)=lavg—rl 2 3 3 2 0

Accepted reading Accept

Within the deviation limit? Yes Yes Yes Yes Yes
(d<dev_limit)

Stake for transfer (10%) 0 0 0 0 0

Stake for fee (5%) 5 5 5 5 5

Revised stakes 100 100 100 100 100

Iteration 3

TABLE 2.4

Iteration 3 (Normal Operation)

Sensor Number 1 2 3 4 5

Current stake (s) 100 100 100 100 100

Reading received (r) 105 97 104 108 99

Contributor? (s>min_stake) True True True True True

Average reading (avg) 102.6 102.6 102.6 102.6 102.6

Deviation (d)=lavg—rl 24 5.6 1.4 54 3.6

Accepted reading Accept

Within the deviation limit? Yes Yes Yes Yes Yes
(d<dev_limit)

Stake for transfer (10%) 0 0 0 0 0

Stake for fee (5%) 5 5 5 5 5

Revised stakes 100 100 100 100 100
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Iteration 4

TABLE 2.5

Iteration 4 (Normal Operation)

Sensor Number 1 2 3 4 5

Current stake (s) 100 100 100 100 100

Reading received (r) 102 94 98 95 102

Contributor? (s>min_stake) True True True True True

Average reading (avg) 98.2 98.2 98.2 98.2 98.2

Deviation (d)=lavg—rl 3.8 4.2 0.2 32 3.8

Accepted reading Accept

Within the deviation limit? Yes Yes Yes Yes Yes
(d<dev_limit)

Stake for transfer (10%) 0 0 0 0 0

Stake for fee (5%) 5 5 5 5 5

Revised stakes 100 100 100 100 100

Iteration 5

TABLE 2.6

Iteration 5 (Normal Operation)

Sensor Number 1 2 3 4 5

Current stake (s) 100 100 100 100 100

Reading received (r) 96 97 95 96 92

Contributor? (s>min_stake) True True True True True

Average reading (avg) 95.2 95.2 95.2 95.2 95.2

Deviation (d)=lavg—rl 0.8 1.8 0.2 0.8 3.2

Accepted reading Accept

Within the deviation limit? Yes Yes Yes Yes Yes
(d<dev_limit)

Stake for transfer (10%) 0 0 0 0 0

Stake for fee (5%) 5 5 5 5 5

Revised stakes 100 100 100 100 100

This continues for 15 more iterations. The result is summarized below.

Iter: Iteration number

R1-RS5: Reading from sensors 1-5
A: Accepted reading

In: Within dev_limits

Out: Outside dev_limits

S1-S5: Revised stake for sensors 1-5
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Iterations 620 (Normal Operation)

34
TABLE 2.7
Iter
6 103
7 107
8 94
9 100
10 101
11 104
12 101
13 101
14 101
15 104
16 105
17 98
18 101
19 106
20 101

96
108
94
101
99
103
103
103
97
93
101
101
104
106
99

R1-R5

98
106
98
103
91
104
106
104
101
105
95
104
100
103
90

107
91
104
92
99
99
98
98
97
105
97
108
98
98
98

A

108 103
109 106
101 98
102 100
90 99
96 103
98 101
100 101
105 101
108 104
109 101
100 101
109 101
93 103
95 98

In

All
1,2,3,5
All
All
All
All
All
All
All
All
All
All
All
All
All

Out
Nil

Nil
Nil
Nil
Nil
Nil
Nil
Nil
Nil
Nil
Nil
Nil
Nil
Nil

100

102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5

100

102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5

$1-S5

100

102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5

100
90
90
90
90
90
90
90
90
90
90
90
90
90
90

100

102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5
102.5

The system seems highly stable, and only one case occurred when a sensor
was found to misbehave, and the stake got transferred. That iteration is elaborated

below.

Iteration 7

TABLE 2.8

Iteration 7 (Normal Operation)

Sensor Number

Current stake (s)

Reading received (r)
Contributor? (s>min_stake)

Average reading (avg)

Deviation (d)=lavg—rl

Accepted reading

Within the deviation limit?
(d<dev_limit)

Stake for transfer (10%)
Stake for fee (5%)

Revised stakes

1

100
107
True
104.2
2.8

Yes

102.5

100
108
True
104.2
3.8

100
106
True
104.2
1.8
Accept
Yes

102.5

100
91
True
104.2
13.2

No

10

90

100
109
True
104.2
4.8

Yes

102.5

Here, sensor 4 was found to give an unnaturally low reading, and it was penal-
ized by taking 10% of its stake and giving it to others. But it was found to rectify
itself, and further iterations didn’t seem to further modify the stake of any sensor.
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FIGURE 2.8 Change in stake of different sensors, compared to min_stake (Case 1).

Fee was not transferred in any of the cases since there were no validators (none of
the nodes had a stake less than 75).

On analysing the variation in stake for each sensor, the system is seen to be
extremely stable and reliable. The variation is depicted in Figure 2.8.

Case 2: System failure
The parameters for this experiment are as follows:

Number of sensors=35, Starting stake for each sensor=100
Minimum stake needed for contribution (min_stake)="75

Number of iterations simulated =20, Deviation limit (dev_limit)=10
Stake penalty=10%, Validation fee=5%

Since this is a known case of system failure, all iterations are given in detail. The
readings are taken as random numbers between 70 and 130. This simulates a
non-ideal scenario, where the readings have a good chance of violating dev_limit.
Tables 2.9-2.18 summarize the performance of the model at each iteration.



36 Blockchain Technology in Healthcare Applications

Iteration 1

TABLE 2.9

Iteration 1 (Case: System Failure)

Sensor Number 1 2 3 4 5

Current stake (s) 100 100 100 100 100

Reading received (r) 114 90 116 116 123

Contributor? (s>min_stake) True True True True True

Average reading (avg) 111.8 111.8 111.8 111.8 111.8

Deviation (d)=lavg—rl 2.2 21.8 4.2 4.2 11.2

Accepted reading Accept

Within the deviation limit? Yes No Yes Yes No
(d<dev_limit)

Stake for transfer (10%) 0 10 0 0 10

Stake for fee (5%) 5 5 5 5 5

Revised stakes 106.67 90 106.67 106.67 90

During the first iteration itself, there is a variation in reading from sensor 2.
This results in its stake getting reduced by 10% and distributed to others. Since
there are no validators, even though the stake is set apart for fee, it is unused, and
returned to the contributors. Similar behaviour is found in subsequent iterations
also, with a number of sensors giving invalid output.

Iteration 2

TABLE 2.10

Iteration 2 (Case: System Failure)

Sensor Number 1 2 3 4 5

Current stake (s) 106.67 90 106.67 106.67 90

Reading received (r) 78 102 101 100 127

Contributor? (s>min_stake) True True True True True

Average reading (avg) 101.6 101.6 101.6 101.6 101.6

Deviation (d)=lavg—rl 23.6 0.4 0.6 1.6 25.4

Accepted reading Accept

Within the deviation limit? No Yes Yes Yes No
(d<dev_limit)

Stake for transfer (10%) 10.667 0 0 0 9

Stake for fee (5%) 5.33 4.5 533 533 4.5

Revised stakes 96 96.56 113.22 113.22 81
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Iteration 3

TABLE 2.11

Iteration 3 (Case: System Failure)

Sensor Number 1 2 3 4 5

Current stake (s) 96 96.56 113.22 113.22 81

Reading received (r) 119 123 84 95 96

Contributor? (s>min_stake) True True True True True

Average reading (avg) 103.4 103.4 103.4 103.4 103.4

Deviation (d)=lavg—rl 15.6 19.6 19.4 8.4 74

Accepted reading Accept

Within the deviation limit? No No No Yes Yes
(d<dev_limit)

Stake for transfer (10%) 9.6 9.656 11.322 0 0

Stake for fee (5%) 4.8 4.83 5.66 5.66 4.05

Revised stakes 86.4 86.9 101.9 128.51 96.29

Iteration 4

TABLE 2.12

Iteration 4 (Case: System Failure)

Sensor Number 1 2 3 4 5

Current stake (s) 86.4 86.9 101.9 128.51 96.29

Reading received (r) 119 119 89 105 129

Contributor? (s>min_stake) True True True True True

Average reading (avg) 112.2 112.2 112.2 112.2 112.2

Deviation (d)=lavg—rl 6.8 6.8 23.2 7.2 16.8

Accepted reading Accept Accept

Within the deviation limit? Yes Yes No Yes No
(d<dev_limit)

Stake for transfer (10%) 0 0 10.19 0 9.629

Stake for fee (5%) 4.32 4.35 5.09 6.43 4.81

Revised stakes 93 93.5 91.71 135.12 86.66
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TABLE 2.13

Iteration 5 (Case: System Failure)

Sensor Number 1 2 3 4 5

Current stake (s) 93 93.5 91.71 135.12 86.66

Reading received (r) 122 112 91 117 120

Contributor? (s>min_stake) True True True True True

Average reading (avg) 112.4 112.4 112.4 112.4 112.4

Deviation (d)=lavg—rl 9.6 0.4 214 4.6 7.6

Accepted reading Accept

Within the deviation limit? Yes Yes No Yes Yes
(d<dev_limit)

Stake for transfer (10%) 0 0 9.171 0 0

Stake for fee (5%) 4.65 4.68 4.59 6.76 4.33

Revised stakes 95.3 95.8 82.54 137.41 88.95

Iteration 6

TABLE 2.14

Iteration 6 (Case: System Failure)

Sensor Number 1 2 3 4 5

Current stake (s) 95.3 95.8 82.54 137.41 88.95

Reading received (r) 122 129 94 78 76

Contributor? (s>min_stake) True True True True True

Average reading (avg) 99.8 99.8 99.8 99.8 99.8

Deviation (d)=lavg—rl 222 29.2 5.8 21.8 23.8

Accepted reading Accept

Within the deviation limit? No No Yes No No
(d<dev_limit)

Stake for transfer (10%) 9.53 9.58 0 13.741 8.895

Stake for fee (5%) 4.77 4.79 4.13 6.87 4.45

Revised stakes 85.77 86.22 124.29 123.67 80.06
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Iteration 7

TABLE 2.15

Iteration 7 (Case: System Failure)

Sensor Number 1 2 3 4 5

Current stake (s) 85.77 86.22 124.29 123.67 80.06

Reading received (r) 84 78 115 99 122

Contributor? (s>min_stake) True True True True True

Average reading (avg) 99.6 99.6 99.6 99.6 99.6

Deviation (d)=lavg—rl 15.6 21.6 154 0.6 224

Accepted reading Accept

Within the deviation limit? No No No Yes No
(d<dev_limit)

Stake for transfer (10%) 8.577 8.622 12.429 0 8.006

Stake for fee (5%) 4.29 431 6.22 4.95 4.003

Revised stakes 77.2 77.6 111.86 161.3 72.05

At the end of iteration 7, the stake of sensor 5 has reduced below 75, because of
repeated invalid readings. Hence, from the next iteration, it will assume only the
role of the validator. Even if it generates a value, it will not be taken into account
for acceptance.

Iteration 8

TABLE 2.16

Iteration 8 (Case: System Failure)

Sensor Number 1 2 3 4 5

Current stake (s) 77.2 77.6 111.86 161.3 72.05

Reading received (r) 114 77 126 118 85

Contributor? (s>min_stake) True True True True False

Average reading (avg) 108.75 108.75 108.75 108.75 108.75

Deviation (d)=lavg—rl 5.25 31.75 17.25 9.25 23.75

Accepted reading Accept

Within the deviation limit? Yes No No Yes No
(d<dev_limit)

Stake for transfer (10%) 0 7.76 11.186 0 Validator

Stake for fee (5%) 3.86 3.88 5.59 8.07 Ineligible

Revised stakes 86.67 69.84 100.67 170.77 72.05

Sensor 5 has acted as the validator in this iteration. Stake transfers happen as
usual. The stake is also kept apart for the fee, and there is a validator available
for receiving the stake. But no transfer happens since the validator still gave a
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reading which is quite far from the average and doesn’t seem to be reliable yet.
Hence, stakes are returned. In addition, the stake for sensor 2 has moved below
75. Hence, two validators will be available in the next iteration.

Iteration 9

TABLE 2.17

Iteration 9 (Case: System Failure)

Sensor Number 1 2 3 4 5

Current stake (s) 86.67 69.84 100.67 170.77 72.05

Reading received (r) 111 106 123 92 126

Contributor? (s>min_stake) True False True True False

Average reading (avg) 108.67 108.67 108.67 108.67 108.67

Deviation (d)=lavg—rl 2.33 2.67 14.33 16.67 17.33

Accepted reading Accept

Within the deviation limit? Yes Yes No No No
(d<dev_limit)

Stake for transfer (10%) 0 Validator 10.07 17.077 Validator

Stake for fee (5%) 4.33 Eligible 5.04 8.53 Ineligible

Revised stakes 108.12 87.74 86.07 146.01 72.05

In this iteration, there are two validators. Sensor 2 was able to generate a good
reading in this round of execution, while sensor 5 still gave a poor reading. Hence,
the stake set apart for fee is transferred completely to sensor 2, and it is able to
recover from the validator state back to the contributor state.

Iteration 10

TABLE 2.18

Iteration 10 (Case: System Failure)

Sensor Number 1 2 3 4 5

Current stake (s) 108.12 87.74 86.07 146.01 72.05

Reading received (r) 124 123 89 95 83

Contributor? (s>min_stake) True True True True False

Average reading (avg) 107.75 107.75 107.75 107.75 107.75

Deviation (d)=lavg—rl 16.25 15.25 18.75 12.75 24.75

Accepted reading Halt Halt Halt Halt Halt

Within the deviation limit? No No No No No
(d<dev_limit)

Stake for transfer (10%) Halt Halt Halt Halt Halt

Stake for fee (5%) Halt Halt Halt Halt Halt

Revised stakes Halt Halt Halt Halt Halt
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FIGURE 2.9 Variation in stake for each sensor, compared with min_stake (Case 2).

Since none of the contributors could generate a value within the deviation
limit, the system is assumed to have failed. This case occurs only when sensors
give radically diverging values, and that is always taken as an alert. Hence, the
system shut down before completing the quota of 20 iterations it was originally
designed to complete.

The graph in Figure 2.9 shows a highly erratic behaviour in terms of stakes,
and two sensors breached the minimum threshold. But the algorithm was able to
behave in such a way that it was able to reinstate the contribution privilege of one
of the sensors as it started giving proper readings. The same can be done when
faulty sensors are replaced. As the new sensor starts giving proper readings, its
stake will be recovered.

2.7 CONCLUSION

The success of blockchain technology is not limited to the immutability offered by
the architecture. It is also because of the variety of consensus models offered by it.
This chapter explored the use of one such model — PoS, which ensures that trans-
actions can be executed only by nodes that have enough “stake” associated with
them. The stake gives the equivalence of authority, which is transferred within the
blockchain as transactions proceed. This concept was adapted to ensure distrib-
uted reliability of IIoT implementations through a similar consensus mechanism.
In this implementation, consensus is reached by looking at the stake carried
by each node, which is initially preset to a common value. As the node generates
reliable values, the stake either remains consistent or increases. If values become
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unreliable, nodes end up losing their stake, and any node without enough stake
cannot contribute values to the system. The algorithm also gives enough provi-
sions for a misbehaving node to return to the contributory role.

The proposed model assumes a sterile environment in the IIoT ecosystem and
ignores all security and privacy considerations. They have been abstracted out
when the term “node” is used. An edge-based solution for the problem is proposed
by Pavithran et al. [23], and further options are explored by Saxena et al. [24].
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3.1 INTRODUCTION

Data security has been a major concern of modern science and continues to con-
tribute to innovation, maintaining a steady curve of making new technologies to
protect all sorts of information from theft and corruption. Side by side, we are
transiting to a world that operates a countless number of connected smart devices,
also called “Internet of Things” or IoT in short, that work in interoperability and
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conjunction with remote servers for various purposes in different domains (Fox
et al. 2019), namely, agriculture (Puranik et al. 2019) supply chain (Pal and Kant
2018), healthcare (Al-Mahmud et al. 2020), traffic management (Akhtar et al.
2020) and the list goes on. These smart devices compose of smart phones, sen-
sors, actuators and computer programs that constitute an ecosystem crucial to
modern society’s functioning. In fact, in just two decades, human societies turned
from wired connected cell phones, zero to limited internet-connected machines
and human-managed services, to wireless society and an uncountable number of
connected devices producing a large amount of information. Yet, as formidable
as it sounds, such grandiose and ubiquity is dangerous as any collateral damage
to smart objects data and communication infrastructure could result in the demise
of many vital services. Correspondingly, blockchain is a revolutionary technol-
ogy adopted in cryptocurrencies, as the core payment network and constitutes of
a decentralized ledger that holds multiple connected nodes of transactions, each
works as a source of truth and forms a consensus to decide whether a transaction
is eligible or not (Nakamoto 2009). While Blockchain is often employed with
cryptocurrencies, it’s also used in other fields and application sectors, such as
digital identity (Takemiya and Vanieiev 2018), election (Cooley et al. 2018) and
contract validation (Upadhyay et al. 2020). Consequently, there could possibly be
a way to employ it in IoT applications and solve some of its challenges.

This chapter confers Blockchain utility as a security component of IoT appli-
cations, and how it mitigates the increasing risks of having a cyberworld made
of connected objects sharing personal and non-personal data across the globe.
We divided this work into four separate sections, and it is structured in the fol-
lowing order. In Section 3.2, we explore Blockchain as a new technology and the
secrets of its reliability, additionally, we discuss its origins, its characteristics,
its key components and the different protocols it uses that boosted its fame. In
Section 3.3, we introduce smart cities, IoT applications concepts and how they
have already become part of modern society, in a true omnipresence in our daily
lives. Furthermore, we introduce the concept of complex events, and explain how
they can enlarge the pool of choices to enrich the data harvest. Finally, in Section
3.4, we discuss and provide a methodical solution, in how Blockchain can be inte-
grated into IoT applications to reinforce its security.

3.2 BLOCKCHAIN OVERVIEW

Blockchain and Bitcoin are two terms that are ubiquitous in the literature. Yet,
they are both completely different, but connected, as we shall confer in the fol-
lowing subsection.

3.2.1 INTRODUCING BLOCKCHAIN

At the beginning of 2009, Satoshi Nakamoto created the first genesis block of
Bitcoin, detonating the birth of the first original cryptocurrency Bitcoin and its
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backbone network technology Blockchain was brought to light (Nakamoto 2009).
Blockchain refers to a series of immutable blocks data structure composed of
indefinite number of blocks holding encrypted information about a specific trans-
action. In other words, it represents a linked list where each block has a refer-
ence to the previous one, additionally, its immutability consists of how each block
cryptography information depends on the previous one; therefore, the bigger the
ledger, the more difficult it becomes to corrupt its data without the right technol-
ogy. The major seller point of Blockchain is how naturally it provides data secu-
rity without a third party; moreover, it had attracted a lot of attention and care,
which helped in its improvement. Consequently, Blockchain has been developed
and transformed over the last few years since 2009 and is portrayed in three dif-
ferent versions.

The first version of Blockchain refers to Blockchain 1.0, a Kickstarter that
was used in developing Bitcoin, which enables any computer to start a node and
become part of a network that replicates the ledger — also known as full nodes,
digital wallets, mining rigs and mining software. Figure 3.1 illustrates how a
Bitcoin transaction is processed and the role of Blockchain in its execution. The
validation is called the Proof-of-Work (PoW) consensus process and it validates
the transactions that happen within the nodes network. Upon creating the transac-
tion by a light node, it is distributed and encrypted using cryptographic hashing.
Then, the nodes participate in solving a problem whose difficulty escalates with
the size of the ledger. This operation is called mining and requires important
physical resources and energy capacity to function. Once a miner solves the prob-
lem, the transaction is committed and broadcast to all the present nodes in the
P2P network, and in return, it receives a reward as a fee for having being part of
the decentralized validation of the transaction, and consequently adding the block
of information to the immutable chain (Schinckus 2020). This process is called
the consensus protocol and it is important to allow the P2P network to cooperate
and work together trustfully.

The blockchain protocol verifies and secures the blocks introduction into the
ledger.

o8 .o

Seller receives the transaction
after nodes synching

Bu)'ﬂ creates a transaction using
his wallet (light node)

Transaction is distributed and validated

using cryptographic hashing One Miner finds the solution

Other miners validate the solution
Miners are rewarded

Transaction is committed in

the blockchain and distributed
over the nodes

FIGURE 3.1 Bitcoin transaction illustration.
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FIGURE 3.2 Blockchain block structure.

3.2.2 BLOCK STRUCTURE

The blockchain ledger functions autonomously using a P2P network and a public
time-stamping server. It is made of many blocks; each block has a unique hash
value representing its identifier.

The first block in the chain is the genesis block, a.k.a., the head of the ledger
has no parent block, and is illustrated in Figure 3.2, its structure is split into two
sections (Torky and Hassanein 2020):

* Markle Tree Root Hash — it is a hash used to verify all the block trans-
actions and is made recursively as a binary tree of hash codes.

* Timestamp — Unix timestamp and is used to immutably track the cre-
ation and update time of the block to validate its integrity.

* N-Bits identifies the target threshold of hash code that specifies the valid
block.

* Nounce is a random 4-byte number that is used in the cryptographic
operations.

* Parent Block Hash is a 256-bit hash code that refers to the previous
block.

» Difficulty is a 256-bit hash code that refers to the previous block.

* Content holds the transactions to be saved into the ledger.

3.2.3 Consensus ProTocoLs

Blockchain is a decentralized ledger made of many nodes connected in a P2P net-
work managed by a timestamping server. In order to attach newly created blocks
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to the ledger, the consensus protocol aims to solve this problem: the consensus
problem. The problem is equivalent to the Byzantine Generals Problem (BGP).
The problem states of the generals can come to a common conclusion in the pres-
ence of traitors and miscommunications. Blockchain consensus protocols are
BFT, and follow the convention Proof-of-*, in which their mechanism purpose
is to decide which nodes will participate in validating the block (Panarello et al.
2018). In cryptocurrency, consensus protocols aim to increase the difficulty of
the mining process in order to achieve the impenetrable layer of immutability,
since each block is inter-dependent and altering the whole chain is theoretically
possible, but without newer technological infrastructure (Quantum computers)
(Fernandez-Carames and Fraga-Lamas 2020), this ordeal cost-wise is futile.

The PoW protocols are the first mechanisms adopted in Blockchain technol-
ogy, where one party has to solve a computationally intensive mathematical
problem to one party in order to prove that it has undergone an important effort.
In the cryptocurrency context, the mathematical problem is a cryptographic
puzzle and its difficulty scales with the size of the ledger. The efforts that PoW
employs in creating the hash and verifying it are asymmetric. In fact, starting
with the verification process, any small change to the block’s hash will result in
a negative match, since the output hash will be different. However, for the hash
generation, the Blockchain network uses a cryptographic puzzle that can only
be solved through a trial-and-error method, and the parameters given to these
problems will always change and turns what could be possibly a generic task
into an actual “work™ with a cost in time. However, PoW protocols are obso-
lete because of their limitations in the number of transactions it can handle at
one time (Nakamoto 2009), and also their energy cost that can have a negative
impact on the environment if the Blockchain is public, namely, cryptocurrencies
(O’Dwyer and Malone 2014).

PoW is proven to have many disadvantages, but it is still being used in Bitcoin
and Ethereum as of 2021. However, the latter cryptocurrency will be switching
to another consensus mechanism, which is Proof-of-Stake (PoS). It is designed
mainly to face security threats that face PoW, such as the 51% attack — where
malicious users take over 51% of the network majority, to corrupt voting when
deciding whether a block is corrupted or not. In fact, when deciding to append
a transaction to the blockchain, PoS protocols require that validator nodes must
have a certain amount of blockchain tokens — coins in cryptocurrency terminol-
ogy, in order to participate in the validation. Therefore, with this mechanism, the
Blockchain forces the attackers to put themselves at risk in order to carry on the
attack (Tasca and Tessone 2019).

A greener alternative to PoW, which is Proof-of-Space (PoS), that revolves
around allocating disk space rather than computation. It’s also a class of consen-
sus mechanisms that is based on pre-requirements. In fact, instead of continuously
searching and using effort to find solutions to cryptographic puzzles, before start-
ing the nodes, store a list of possible solutions (plotting) and then use these solu-
tions to start mining. Thus, an alternative proves to be more energy-efficient since
it requires less electricity, and the prices of hard drives are cheaper than powerful
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processors (Dziembowski et al. 2013). The existence of PoW has led researchers
to start finding alternatives that are cost-efficient, thus environment-friendly and
secure to maintain the stability and the essential pillars of Blockchain.

3.2.4 SMART CONTRACTS

Blockchain is a technology that has enabled having a completely trustless system
without needing the third parties to participate in a transaction between two of its
users. Smart contracts are one other feature of Blockchain proposed by the lawyer
and cryptographer Nick Szabo. They are simply digital forms of contract, i.e., a
group of terms that needs to be met in order to execute certain tasks, such as trans-
ferring assets or doing a deposit (Alharby and van Moorsel 2017). Additionally,
the essential documents are present on a public ledger and thus they also adhere
to security from loss and can be backed up given there are enough nodes. Finally,
smart contracts are scripted and are automatic; therefore, they don’t require any
intermediaries, and so they are convenient.

3.3 SMART CITY AND IOT APPLICATIONS

For along decade, the prophecy of a world ruled by small smart devices was roam-
ing speculator minds, then inspired many scientists and entrepreneurs to invest
their resources to turn the whole world upside down with innovative technologies,
which are part of our everyday lives. In the following section, we explain what
sort of technology it is, and explore its magnitude in modern society.

3.3.1  GENERAL OVERVIEW

IoT plays an important role in building a space where smart things (group of physi-
cal or virtual objects connected to the internet) are connected and exchanging
data either autonomously or as groups of units (Lo et al. 2019). Cloud computing,
Machine learning and Data Analysis are employed in IoT construction (Panarello
et al. 2018). For more than a decade, it has been a hot topic in the research field,
and their textual existence has jumped over reality and has been crucial life of our
lives for a long time now, and continues to cut through everything from natural,
industrial to urban phenomenon. IoT has helped many cities around the world to
increase their smartness spectrum, and so many of them now have been consid-
ered smart cities in newspapers headlines. Basically, a smart city is a term given
to cities that make use of IoT to help decision-makers to automate urban and citi-
zen services, bring forward facilities logistical and legislative to grow an ecosys-
tem where small, big and large companies can thrive and contribute as well in
IoT-isation of their respectful cities (Kummitha and Crutzen 2019). Moreover, the
Smart city badge is a result of a bijective relationship between the city and its
citizens, be they individuals or organizations as illustrated in Figure 3.3. In fact,
the latter is involved in being part of decision-makers plans to generate feedback,
enrich the process and optimize it up to its limits while in parallel, compacting the
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FIGURE 3.3 Smart city components.

city as a sum of its inhabitants and promoting the city’s economy and the country
that it takes part of (Basmi et al. 2020).

Most of human society activities’ domains continued to evolve side by side
since the old times. Agriculture being one of the major human technologies that
helped our species thrive and multiply, went from traditional methods involving
human labor, to mechanical machines controlled by humans, and it ended up now,
with the combination of various devices operating autonomously to measure the
environment playing factors that control the quality and characteristics of crops
to meet the increasing food demand (Hsu et al. 2020). Likewise, the supply chain
is one of the crucial sectors, and one of the many vital organs of an economy.
Individuals and organizations alike now have become accustomed to track their
goods from the provider to its destination. For this reason, many warehouse com-
panies and factories are promoting techniques and policies ranging from inge-
nious to inhuman work conditions for their employees. For instance, in Huiyang,
China, Alibaba’s warehouse is almost completely managed by robots able to carry
500kg of goods, they use lasers to avoid collision and are managed by a central
application monitored by one single human being at once. In contrast, Amazon
warehouse workers are one of the least paid in the U.S. ranging around 15 dollars
per hour. Such jobs put a toll on the human body, and maybe solutions such as
exoskeletons can help reduce musculoskeletal disorders (Bances et al. 2020), it
is important to better come up with ergonomic solutions that don’t involve indi-
viduals in repetitive tasks and can be replicated with smart devices. In a Utopian
society, human resources are the most valuable asset for a society; thus, the latter
infrastructure must be designed to produce individuals that are able to adapt to
the fast technological leap that we are undergoing since the first industrial revolu-
tion. In fact, according to the Mckinsey Global Institute, 45 million Americans
would lose their jobs by 2030 (Lund et al. 2021). Thus, IoT technologies must be
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aligned and should effectively revolve around being cost-effective, regardless of
its complexity and creativity.

3.3.2 CompLex EVENTS

Telecommunication technologies and smart devices take a big part in the life
quality surge that bestowed the modern world. But the cumulative data coming
from IoT applications is analyzed and then either transformed into perceivable
output consumed by other devices or grouped into ostensibly synthetic events
called complex events. It’s a higher-level concept and a software technology based
on extracting relevant information from massive data streams issued from various
sources. It is aimed to conclude hidden relationships between the data, although
the techniques do certainly differ (Bruns et al. 2019). In Basmi et al. (2019), we
use complex events in the smart city context, and define them as the abstract rep-
resentation of the group of events that can occur within a smart city, for example:
urban, natural or industrial events. We provided a data model that represents these
events to be part of an interactive system that plays the role of a portal between
sensors and actuators alike. Likewise, we have broadened the definitions of sen-
sors and actuators, to be complex events related, and such, they correspond to any
object virtual or physical that can communicate events either by observing or by
receiving to transform it into an actual observable virtual or physical phenom-
enon. Thus, we create an environment where data circulates, but can also mature
and turn into another form as shown in Figure 3.4.

To help in understanding the concepts we brought with the Complex events
framework Portunus, we enriched the domain data model we presented in Basmi
et al. (2020); it represents the system domain data model. In Figure 3.5, starting
with the feature of interest, it represents the object that exists in the real world

(o)
Sensor 1
CE sensor 1
()
Sensor 2
(@) }— Portunus CE interactive Bidirectional communication flow
(( ) distribution system
CE actuator 2
(@)
actuator 1 [ -
(«‘)))/CE actuator 1
actuator 2
(@)
CE actuator
2

FIGURE 3.4 Complex events data distribution.
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and is linked to a data stream. A data stream is an object with an identifier that
regroups a set of events collected by sensors that collect events related to a certain
phenomenon, whose value’s meta information can be found in the observation
metadata data model and is later consumed by subscribed actuators. A sensor
has other meta information that helps the system to recognize when any of its
thresholds is attained such as the “WarningValue”, “IddleSensorWarning” and
“DangerValue”. The data stream is the key to connect sensors and actuators inter-
ested in a certain feature of interest’s phenomenon, regardless of its nature. This
access opens possibilities for creating a much richer data pool and helps to expose
underlying links between separate different events.

3.4 10T AND BLOCKCHAIN INTEGRATION

After hovering over Blockchain and IoT, many flags can be raised such as the
possibilities of combining these two technologies, and their benefits to promote
a secure ecosystem for information circulating in the smart city sphere. Thus, we
try to address these topics in the following sections.

3.4.1 loT SecuriTY DEFLATION

The ubiquitous presence of IoT could be considered a blessing as it replaces manual
or systematic services managed by humans with replaceable high preferment small
machines. The latter communicate with a distant server or directly within its unit
to achieve its task using the data they collected from the outside world: surrounding
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environment, inanimate objects, natural or industrial phenomenon and humans.
IoT connected devices keep growing and every year predictions exceed billions
of devices. Although the numbers are not precise, just 10 billion of devices if not
less are exposed to the outer world and their data physically exists and represents
a snapshot of part of it at a specific point of time. And much like every database or
generally a system, malicious entities could prey on the data for the aim of stealing
it or corrupting it and consequently inflicting real world damage.

As an example, in 2016, many major high-profile websites were shutdown using
amalware called Mirai. The virus continuously scans the internet for the IP address
of IoT devices. Mirai includes a table of IP address ranges that it will not infect,
including private networks and addresses allocated to the United States Postal
Service and Department of Defense. A large part of the addresses Mira was able to
scrap were IoT devices, which are still mapped to their factory settings and creden-
tials, which were part of its algorithm. It then proceeds to take control of the device,
conceal itself by consuming a larger part of bandwidth, delete any sort of mal-
ware and block all administrative ports to protect itself, and finally, upon rebooting,
Mirai will reinfect the device again within instants. Consequently, the virus took
over what could be a large portion of the billion devices that fortifies IoT’s reputa-
tion and build an army of infected devices that set GitHub, Twitter, Reddit, Netflix,
Airbnb and many other services as their DDOS (Distributed Denial-of-Service)
attack target and out of service for an entire day (Zhang et al. 2020).

Many similar incidents happened in the following years and will still hap-
pen. However, with the increasing years’ number, the modern world is converging
toward a tighter coupling and stronger dependency on IoT, and the consequences
could be more serious than 5 minutes without access to your favorite search
engine, taking for example, self-driving cars and urban IoT devices.

In the literature, Blockchain could be described as the Messiah of data secu-
rity with its solid natural secure architecture based on anonymity, immutability
and trustlessness. However, mixing these two technologies is still a problem in
its infancy and is subject to many proposals and solutions in research (Tran et al.
2021). Additionally, some techniques may not be suitable for different applica-
tions and can only be applied within the context of the same or a similar scenario.

3.4.2 loT APPLICATIONS ARCHITECTURE

Figure 3.6 illustrates the four stages comprising IoT applications in general. The
first stage regroups the part that interacts with the outside world, covering both
physical and virtual things (sensors and actuators alike). Generally, IoT devices
have limited processing capabilities and restrict their tasks exclusively to creating
measurements or generating an output. Any data manipulation would only be in
the context of serving these purposes. The second stage represents the Internet
gateway, the transmission support, the tools and programs used to transform
analog measurements into their digital form, and send them over the internet or
directly to other devices through Bluetooth or a similar medium. The third stage
represents the technology responsible for preprocessing and transforming data
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before being sent to the data center. The technological infrastructure present in
this stage relieves the data centers from the heavy resources’ usage. It is also
referred to in the literature as the fog layer, which comprises technologies and
techniques that ease the burden on the end devices (Bhushan et al. 2020). For
example, it can play the role of data filtering using machine learning to detect
anomalies, filtering abnormal transmissions, or optimization using some volatile
memory to control a swarm of devices. Finally, the fourth stage represents the
destination of the prepared data, where the latter is harvested and deeply ana-
lyzed, managed and stored (Fuller 2019). There are other logical architectures
that resemble the four stages of IoT architecture, but apart from notations and
slight differences, they remain the same. The next step is to determine the right
role for Blockchain within an IoT system. We start with the least relevant possi-
bilities and discuss the validity of their applications.

3.4.3 BLockcHAIN AS A COMPONENT IN THE lOT ARCHITECTURE

After presenting IoT applications as complex systems with a flexible architecture,
we discuss how Blockchain can be used as an efficient extension in the latter.

3.4.3.1 Blockchain as a Secure Data Store

In Tran et al. (2021), the logical position of Blockchain in an IoT system as
the functional replaceable module of the system comes with the Blockchain.
Although the major mainstream technologies using Blockchain such as crypto-
currencies, for example, are public, it can also be incorporated as a private solu-
tion (Bhushan et al. 2021). Although, the module varies between Access control
management, Business process orchestration, data storage, authentication man-
agement, trust management system or communication channel as examples of the
appliance. IoT applications are systems that generate a large amount of data in a
very short amount of time, wrapping the data inside transactions to store them
securely would be deterrent and will slow down the system performance with the
growing blockchain transactions number being stored, given how much time and
delay it takes for the blockchain nodes take to validate incoming transactions, that
scales with the increasing difficulty and the network load (Cao et al. 2020). More
importantly, in many use case scenarios, the output data is not important as single
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measurements or observations regardless of their nature, but the data is important
when treated as a group of large chunks segmented by intervals of timestamps
or specific properties. However, it is not far from saying that the integrity and the
data gathered by the devices are not important, in fact, the same statement that
says how units of data are not as valuable as their sum, if most of the units are
corrupt, then the operations and analysis will have to be applied on corrupted
data, and as a result, the results will be nothing but misleading noise. Therefore,
an IoT architecture relying on Blockchain to store its data must not compromise
speed and responsiveness. Figure 3.7 features an architecture, where the data cen-
ter and cloud stage provide a Blockchain database. As mentioned earlier, it would
be non-optimal to store and try to read the data within systems that require high
interactivity. Therefore, to compensate it, the cloud layer would provide a regis-
try that can run batch operations to synchronize with fragments distributed over
many components in the fog layer that serve as fast replicate databases.

3.4.3.2 Blockchain as an Authentication Manager

In Basmi et al. (2020), we presented an architecture for complex space time
events framework, highlighting four layers \emph{(i) Data distribution layer}: it
hosts components that collect complex events from sensors and distribute it to
actuators. \emph{(ii) Logging Layer}: logs all system activities including errors,
warnings and system information. \emph{(iii) Object data Information Layer}:
provides components that take care of storing all events circulating in the system,
the things that communicate with it and all the features of interest with their
respective information. \emph{(iii) Authentication Layer}: holds components that
control authentication and access for connected complex event objects. Designing
the system as a swarm of microservices within its components provides endless
possibilities to evolve the architecture physical components (database systems,
decentralized system orchestration frameworks and core applications), as they are
autonomous and either communicate choreographically, using request-response
or both (Newman 2015). We chose to not present the inner components in detail
of the distribution, logging and object data information layers to keep an empha-
sis on how we integrate Blockchain as an authentication manager.
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In the previous architecture, the authentication layer provides the possibility
to verify the digital identity of sensors, by generating expirable Public-key cryp-
tography and subscription token — the subscription token is used to connect to a
specific data stream. The sensor holds the public key by which it encrypts its data
and sends it with the token to save its events. Internally, the authenticator saves
its data within a centralized database. By replacing the centralized database with
a blockchain-based database, the whole framework would benefit from enhanced
security. In Figure 3.8, we show how a sensor needs to undertake a process in
which the system creates a token and couple of public and private keys for it, so it
can use it to encrypt its events and send it to the system gatherer service. Portunus
takes the blockchain as a database, except that it’s a database that is very hard to
break given how each block holds the history of the entire hashes of the previous
transactions saved. If then, the retrieved token has not expired, then it proceeds to
decrypt the hash using the private key as a secondary barrier, if it fails the event
is rejected, but if it works then it is processed and saved in the system and distrib-
uted to the other actuators that are part of the same data stream.

3.5 CONCLUSION

With the arrival of cryptocurrencies, Blockchain has been one of the game play-
ers in technological revolution in the last decade. Thanks to its natural security,
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anonymity, auditability and decentralization, many cryptocurrencies value has
jumped from a few hundred dollars to dozens of thousands of dollars over the
course of only 6years. Such success helped this technology to be adopted in vari-
ous other domains, including IoT. IoT applications are systems that manipulate
a network of sensors and actuators to exchange and operate on their data, either
locally or globally. On the other hand, some cities are called Smart, when their
decision-makers use IoT to improve their vital services. A Smart city involves the
sum of individuals and organizations from public and private sectors to densify the
amount of data circulating within its diameter and aerate its channels. Sometimes,
data or specifically singular events propagating within a city can be assembled and
can form what are called complex events. Furthermore, complex events do also
cover up phenomenon that are other than natural, such as industrial, urban events,
or basically any observable object that can emit meaningful data. In the same con-
text, Portunus is a complex events distribution framework that provides essential
components to manipulate complex events. In effect, in addition to the billions of
smart devices connected to the internet, we get more additional candidates to send
over an additional form of data, raising the question of whether there can be a pos-
sible way to improve IoT applications security. Hence, we found that Blockchain
can be adapted intelligently to serve this purpose, as long as we don’t compromise
the rapid and lightning-fast interactivity of these systems. For this reason, we pro-
posed a schema on how the integration can be accomplished, through the exten-
sion of the authenticator with Blockchain to secure cryptographic keys database.
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4.1 INTRODUCTION

A few days ago, one headline is creating a lot of buzz in the market “The ICICI
Bank became the first Indian bank to utilise blockchain for settlements. They are
currently in the testing phase”. Now a question arises that what is blockchain?
Blockchain is simply a distributed database and P2P ledger [1]. Ledger is basi-
cally a registry of transactions. The database is shared, replicated and synchro-
nised among members of the decentralised network. Each participant governs and
consensus on the updates to the record in the ledger [2]. Every record consists of
a timestamp and unique cryptographic signature, which makes the ledger immu-
table and auditable. Hacking is unfeasible in this layout. It can transfer any item
of value across participants. It is an underlying technology behind bitcoin [3]. It is
said to be distributive because everyone is an authority which makes it unsuscep-
tible to collapses. As no intermediary is required, the overall cost is reduced. The
concept of blockchain came into existence after the 2008 financial crisis [4]. It was
known as the largest recession since 1929. Reasons for the 2008 financial crisis
were as follows: inefficient and corrupted financial systems, the economic market
was crashed in a domino effect and several investment banks went bankrupt result-
ing in several bailouts.

After effects of the economic crisis include the lost faith of people in exist-
ing financial systems, which results in the mass withdrawal from the banks. This
results in the evolution of bitcoin [5]. It was invented by a person named Satoshi
Nakamoto in 2008 to serve as the community deal or business registry of bitcoin.
Bitcoin generally known as BTC [6] is completely digital in nature and operates
like any independent currency. It is an open-source P2P money with data stored on
multiple vertices simultaneously [7]. It offers a high level of privacy as the transac-
tions are anonymous. It is immutable, cheaper, secured and deflationary. It is also
fiat in nature as it is not backed by a tangible substance [8]. Here some concepts
of machine learning and deep learning algorithms [9] are presented to work upon
the bitcoin dataset and hence the time prediction of bitcoin prices and trend is pro-
posed. For forecasting time series, two types of algorithms can be used: (1) white
box algorithms such as Auto Regressive Integrated Moving Average (ARIMA)
[10], ARMA and AR, (2) black box algorithms such as long short-term memory
(LSTM) [11], Recurrent Neural Network (RNN), CNN and NNETAR and some
supervised learning concepts such as support vector machine [12]. Time series can
be forecasted with different models. Some of them are as follows: Naive, Seasonal
decomposition (+ any model), ARIMA, GARCH, Prophet, NNETAR and LSTM.

The prediction of the number of anomalies in a dataset using K-means clus-
tering [13] is done to detect the anomaly in the bitcoin transaction process. As
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blockchain is a digitalised process, it is very much susceptible to fake transac-
tions and anomalies [14]. To overcome this situation, first the chances and areas
of anomalies in a transaction should be predicted. Blockchain anomaly detection
[15] helps to construct the model of standard behaviour and then make predictions
on a new dataset (test data) for divergence from such base model. The key concept
of blockchain technology underlies within two principal components: Hash Tree
and Timestamp. Merkle Tree (Hash Tree): It was proposed in 1979 by R. Merkle.
The apex of leaf is marked by a hash of data and the apex of non-leaf is marked
with a deciphered hash of tag and its child vertex. If we change the data or hash,
it will result in mismatch with the root hash. Hence, it is very difficult to tamper
with [16].

This paper introduces a comprehensive approach for predicting the time series
nature of the processes in a bitcoin and automatic recognition of anomalies in
the blockchain system using various machine learning algorithms. In the present
dataset, chances of anomaly occurrence are high at weighted price and volume
of bitcoin; hence after date-time conversion of timestamp, we plotted the graph
of weighted price and volume of bitcoin with that of timestamp, respectively.
Further, the paper discusses various challenging outcomes of the implementa-
tions with the possible solutions. The major contribution of this work is sum-
marised as below.

e A systematic detailed study of machine learning algorithms such as
ARIMA, LSTM and XGBoost is presented.

* In this work, the forecasting of bitcoin trend using ARIMA, LSTM and
XGBoost is presented. Further, the output graphs show that the ARIMA
model yields the best prediction trend as compared to other models.

* Anomaly detection is also studied via implemented procedure using
K-means clustering. Here, the timestamping concept is used to avoid
tampering and single fault failure in any situation.

* The graph of weighted price and volume of bitcoin with respect to the
timestamp is shown.

The remainder of the paper is organised as follows. Section 4.2 presents the back-
ground of time series forecasting and anomaly detection models. Section 4.3 pres-
ents the related work. Section 4.4 highlights the design and implementation of
ARIMA model, XGBoost model and anomaly detection model. The performance
evaluation of these models is presented in Section 4.5. Finally, the paper con-
cludes itself and outlines several future research trends in Section 4.6.

4.2 BACKGROUND

The bitcoin is a cryptocurrency and it is used to exchange digital assets online.
Blockchain is the mainstay of digital cryptocurrency bitcoin. It is a distributed
software network, which serves two cardinal functions [17]. The first one being,
to serve as a digital ledger and another being a mechanism that allows to transfer
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assets without any intercessor, securely. Many people get confused with the con-
cepts of blockchain and bitcoin. Blockchain is a technology, whereas Ethereum
[18], bitcoin and Neo are its protocols. Ethereum is an internet that built the
money and payments called cryptocurrency. Neither the other applications steal
your data nor they can spy. It provides an accessible economic system to every-
one. It came into the concept in 2015 and is still the world’s leading computerised
blockchain. Ether is the native currency of Ethereum and is the same as bitcoin
in many aspects. Many decentralised applications are made on Ethereum, which
signifies that no single entity can control it. Figure 4.1 shows the difference in
blockchain with that of bitcoin and Ethereum.

In its simplest sense, Blockchain is a P2P (Peer to Peer) ledged data structure.
The contents of this data structure are blocks, for example, bitcoin transactions.
This data structure also has a header, which contains data about the block, a ref-
erence of the previous block and a fingerprint, known as hash for referring to the
next block. Block’s fingerprint is used to reference the desired block [19]. These
block fingerprints are generated using an algorithm and are used to validate the
data. Every transaction is validated with 51% majority. Every participant has a
complete version of the database. Some of the top investors in blockchain are as
follows: Mitsubishi UFJ Capital, Andreessen Horowitz, Greylock partners, Xapo,
Ripple labs, Coinbase, etc. Table 4.1 shows the comparison between Cascading
Style Sheets (CSS) System and P2P System.

Time series forecasting and anomaly detection can be studied with different
machine learning concepts as follows:

4.2.1 ARIMA

ARIMA represents a class of prototypes that apprehends a suite of dissimilar con-
ventional temporal configurations in time sequence statistics [21]. Quintessence
or intrinsic nature of the model is captured itself. AR stands for Autoregression,
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TABLE 4.1

Difference between CSS System and P2P System [20]

Criteria Client Server System P2P System

Definition Several clients connected to a Every node can anytime become a
server client or server

Provision of service Client makes a request for Every node can request or provide
service to a server a service

Focussed on Information sharing Interconnections

Data storage Centralised On each peer node

Request handling at server Bottleneck and single point of ~ Not applicable
failure for more requests

Cost High end servers, costly and Made from Chain of Things and
scalable hence cheaper

a model that uses the reliant association between actual and few lagging observa-
tions. I stand for Integrated, the utilisation of anticipation of factual raw obser-
vations (such as subtracting a latter observation from former observation) to
make the time sequence consistent. MA stands for Moving Average, a model that
utilises the association of observation with remaining inaccuracies of a mobil-
ised mean model which is further applied with delayed observations. In Python,
ARIMA-based forecasting prototype can be designed either utilising Auto
ARIMA (Pyramid ARIMA) or Stats Model [22]. Models are further fitted into
time sequence dataset to forecast the succeeding points in sequence.

4.2.2 RNN

RNN is a classification of Artificial Neural Network (ANN) where the depen-
dency between vertices forms a pointed trace with a profane series and thus
enables it to exhibit temporal dynamic performance [23]. The phrase “recurrent
neural network” is employed randomly to say two extensive groups of networks
with an identical common construction, out of which one is limited instinct
and the other is boundless instinct. Both groups of networks represent profane
dynamic conduct. A finite impulse or instinct recurrent network could also be a
pointed acyclic trace, which can be unfold and restored by factually feed forward
network of artificial neurons, while a boundless impulse recurrent network may
be a pointed cyclic trace which will not be unfold [24]. Here, in this chapter,
LSTM is implemented which is a classification of RNN.

4.2.3 PROPHET

Forecasting is used as an adviser to strategy maker or business companies and
hence exhibits a significant role in moulding the business decisions [25]. Prophet
is a public domain software for business forecasting, which is released by the data
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FIGURE 4.2 Prophet model.

science team of Facebook. It is based on an additive representation where irregu-
lar trends are trained to be fitted with seasonality. Figure 4.2 shows the prophet
model. The general equation of prophet is given as

2(H)=j(O+r(O)+h(t) + €n @)

j(®) defines the model trend of a long-term increase or decrease in the data. Prophet
combines two trend representations depending on the type of forecasting prob-
lem: saturating growth model and piecewise linear model. r(t) describes how the
dataset is strained by seasonal aspects such as the duration of the year basically
it models the seasonality with Fourier series. h(t) models the consequences of
holidays or large events that can have an adverse or favourable impact on business
time series, €n represents an irreducible error term. Table 4.2 shows comparisons
between various types of time series forecasting.

4.2.4 CLUSTERING

Clustering is one of the most accepted probing data evaluation approaches, which
is used to obtain an instinct about the configuration of the data [28]. It can be
described as recognising the subgroups in the dataset so that data points in the
same cluster or subgroup are very similar while data points in dissimilar clusters
or subgroups are very dissimilar. Clusters can be similar or dissimilar based upon
the Euclidean distance or correlation distance. K-means clustering focuses on the
division of t observations into K number of clusters. Here every observation pos-
sesses only one cluster with the nearest average value. Hence, the partition of the
data space into Voronoi cells takes place.

4.2.5 XGBoost

XGBoost fills in the missing values with zeroes or previous values. Some of the
characteristics of eXtreme Gradient Boosting package are as follows: speed and
performance, as it is comparatively much faster than other ensemble classifiers.



Cryptocurrency Revolution

67

TABLE 4.2

Difference between Various Types of Time Series Forecasting [26,27]

Criteria ARIMA Prophet RNN

Definition Works on the basis of It is a public domain It stands for recurrent neural
regression analysis. software for business network, which is a

forecasting based on an classification of artificial
additive model. neural network.

Base Based on analysis of ~ Based on Bayesian curve  Previous observations are used
linear time sequence. fitting. as input in the current step and

depict the relation between
past and present observations.

Users Used by trained Used by unprofessional As it is a deep learning concept
professionals generally it is used by well-trained

non-statisticians. experts.

Advantages It does not require Recognises complex As compared to ARIMA, take
tuning of seasonal design in an more lags in time sequence,
hyperparameters. efficient way. also very flexible in nature.

Consequences Data needs to be Time sequence model Vanishing and gradient

continuously fed for  having powerful random  exploding issue. Also, it takes

further forecast and constituent cannot be a longer time to be trained.
stationary data

should be used.

forecasted appropriately
using Prophet.

The Core algorithm is parallelizable as it can harness the power of multi-core.
It consistently shows better performance than other algorithm methods. A wide
variety of tuning parameters are regularisation, cross validation, tree parameters,
missing values and scikit-learn. XGBoost belongs to a family of uplifting algo-
rithms and uses the gradient boosting (GBM) framework at its core. Figure 4.3
shows the XGBoost model and Table 4.3 shows the comparison between XGBoost
Model and clustering.

4.3 LITERATURE REVIEW

Many research studies have already conducted price prediction using RNN and
ARIMA models. Researchers are coming up with the solutions to detect anoma-
lies and thus working in the area to prevent them. Researches are going on to
maximise the throughput, bandwidth and size. To provide a low level of latency
in bitcoin transaction block and to enhance the security in blockchain, more time
has to be spent on a particular transaction block. So, a technique is to build to
make a block and confirming its transaction within seconds by not interfering
with its security model. Researchers are trying to add more levels of security to
the hash function. The bitcoin application programming interfaces (APIs) are dif-
ficult to use; hence, a developer-friendly API is needed to predict better results. In
countries like South Korea, blockchain is used for issuing bonds. Blockchain has
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FIGURE 4.3 XGBoost model.

L Forecasting Error

TABLE 4.3

Difference between XGBoost and Clusters [29,30]

XGBoost

It is an ensembling technique and is also
known as gradient boosting.

It indicates a group of models that have a
diverse insight into specific issues and
combines multiple models.

In real-world issues, ensembling is performed
more frequently as compared to the
individual clustering.

It is used for forecasting.

Clustering

It is an unsupervised algorithm that groups data in
distinct clusters so that observations within each
group are similar and among other clusters it is
mutually exclusive.

This algorithm makes sense when there is a diverse
data.

Clustering ensembling gives better outcomes as
compared to individual clusterings.

This approach is used for the anomaly detection.

been used to block the fake news. India is soon going to develop a blockchain vot-
ing system instead of Ethereum Virtual Machine. UAE government switched to
blockchain for making their healthcare data tamper proof. Time series forecast-
ing is already being used to simplify, observe and predict some of the causality
conduct of the trends. It basically allows us to find how did the past outcomes of

a dataset influence the future.
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Several applications of time series forecasting are business, finance, science,
engineering and health domain. In the business domain, it is been widely used
in supply chain, booking, monitoring the web traffic, etc. It can effectively pre-
dict the forthcoming developments in the business regarding revenue policies,
sales, taxes and demand for various resources and deliverables. Based on the his-
toric dataset, the corporate world can predict the future outcomes and thus plans
budgets and funds accordingly and can allocate their resources properly. It also
affects in decision making of the strategies so as to adopt the best method for con-
tinuous growth. It is utilised for predicting the trends and prices of stock market,
money exchange and econometrics and in astronomy prediction, weather fore-
casting, earthquake and natural disaster prediction. It is widely used in sensors
and processing of control signals. It is used in the medical diagnosis of diseases
and biomedical monitoring. Time series prediction can be successfully implied to
predict the mortality rate, progress of a disease and accordingly predict the vari-
ous risks that can occur in the future time.

Anomaly detection is widely used in protecting web-based retail businesses,
finance sector, detection of intrusion and fraud activities, fault detection, moni-
toring of healthcare facilities, event detection in sensor networks and control sig-
nals and detecting environment disturbances. Anomaly detection using machine
learning algorithms is one of the most important activities, which is carried out
in almost every sector nowadays. There are many proposed research studies in
the field of blockchain, which are giving new directions to the crypto world.
Sreeraglyer et al. [31] proposed that tokens also called assets in Hyperledger
Composer (a set of tools that provide various developers and businessmen to
fabricate blockchain utilisation directed towards solving business issues), which
can be issued to commerce’s and industries on the basis of their contribution in
wastewater management. The foremost effective industry is that who features a
zero percent water releasing policy in water bodies and complete re-utilisation
of wastewater generated by the company for its own procedures and operations.
The worst corporate is the one which throws whole wastewater in the surround-
ing habitat or territory without considering its after effect and did not consider it
to be a reusable component. Thus, tokens are distributed by keeping both quality
and quantity of wastewater reused in mind. If the corporate surpasses the defined
threshold value, then it can sell tokens to other corporates that have not reached
their thresholds. The number of tokens generated is directly proportional to the
higher purity of reused water. Rules and regulations for issuing and trading of
those tokens or assets are called smart contract [32]. Many corporates can make
this an illicit means to gain bitcoin by tampering the information based on which
these assets are awarded. Thus, anomaly detection algorithms are utilised in this
proposed system to predict the potential scams or anomalies which can happen
with an Internet of things (IoT) meter.

Various clustering algorithms such as K-means clustering and density-based
spatial clustering were studied. Spatial clustering is also referred to as DBSCAN.
Other algorithms from deep learning domain for anomaly detection studied were
auto-encoder and LSTM. Storing data and information on a blockchain makes
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it an unchangeable scrutinise trail, and also give an automatic analysing sys-
tem in accordance with smart contracts [33]. To make the prototype firmer and
more robust, supervised and unsupervised algorithms are executed to config-
ure out any change in IoT meters that supplies statistics on wastewater recycle
from a corporate. K-means clustering specified the number of clusters to be
formed beforehand by studying the elbow graph and determining the inflection
points, DBSCAN algorithm forms clusters depending on its input variables. Here
Hyperledger Fabric uses Kafka-based consensus mechanism unlike Ethereum
or bitcoin which uses expensive Proof-of-Work. This proposed system features
a control figure that supplies assets and check anomalies or fraud, hence doesn’t
need Proof-of-Work [34], as identification of the suppliers and borrowers need
to be known.

MarwaKeshk et al. [35] proposed a solitude-safeguarding architecture that
depends on blockchain and various deep learning algorithms, so as to confide the
datasets of smart power grids and hence can perceive probable strikes on data in
future. The architecture consists of two levels of security mechanisms. The first
level defines an ePoW method for confirming information probity, while the sec-
ond level comprises a variational auto encoder technique to conceal the data and
rework it to a replacement configuration. The utilisation of two steps of security
attains superior achievement as compared with contemporary methodologies, and
it is also very efficacious in avoiding the dataset adulterine and inference strikes
from exploiting native data lodge of smart power grids. One of the anomalies’
observing methods is LSTM, which is applied on the data before and after per-
forming the two-step security techniques [36]. The outcomes obtained showed
that the proposed technique outshines the other proposed techniques in terms
of precision rate and warning rate. Upcoming extensions of this research consist
of implementing the architecture on various real-time data from smart power
grids, so as to gauge its extensibility, feasibility, and profitability. The moderni-
sation of power grids is of utmost curiosity especially to the leading advanced
nations in technology such as U.S. and Australia as smart power systems have
the ability to maximise the consumption of energy and supply the best solutions.
Cyber-physical systems as depicted in Figure 4.4 show that how individual units
of cost-per-clicks can be merged to determine smart power grids that combine

Cyber-physical
components

" Physical element

Cyber components

|

Cyber-physical systems

FIGURE 4.4 Block diagram of the cyberphysical system.
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physical and information transmission automations and respective components to
extend the ability and productivity of power grids [37].

Atzei et al. [38] proposed a classification of program pitfalls of general smart
contract and noticed the various criticisations in counter with the smart contract
and provide a taxonomy of common smart contract programming pitfalls. Anh
et al. [39] emphasised on the concept of private blockchain with reference to the
data processing view. Instead of emphasising blockchain technology, Tschorsch
et al. [40] proposed a practical survey on distributed digital money. Holub et al.
[41] went through more than 1,200 papers on bitcoin and differentiated them into
six categories. Mingli Wu et al. [42] differentiated the blockchain technology into
four layers and forwarded extensive research on the various applications of block-
chain especially in the field of 10T, the network and the consensus mechanism for
transaction. From version 1.0 to recent version 3.0, blockchain is continuously
evolving. Version 1.0 represents the bitcoin generation, version 2.0 defines the
smart contracts and version 3.0 is currently in an observation state with decentral-
ised applications, also known as DApps. In context to the future of the financial
systems, Vigna et al. [43] analysed the consequences of blockchain applications
on the global commercial zone. Peters et al. [44] explore the safety attack surface
of blockchain including selfish-mining, block forks and shared denial of service
attacks. Swan et al. [45] proposed that the upcoming Blockchain 3.0 era is going
to create many new prospects in privacy management, voting structure and IoT.
Kosba et al. [46] analysed different prospects of smart contract system involving
culprit smart contracts. McNally et al. [47] used the Bitcoin price index to predict
the bitcoin price using machine learning and deep learning concepts, achieving
an accuracy of 52% using LSTM networks. Jang et al. [48] used Bayesian neural
networks with other linear and non-linear prototypes to explain the volatility of
bitcoin, hence improving the predictive performance.

4.4 DESIGN AND IMPLEMENTATION

In the time sequence analysis approach, initially the data is pre-processed and
transformed into a suitable form. Based on various approaches, the best model is
found out and thus applied to the testing dataset. This architecture can be finely
used with the real-time dataset by importing it from Google APIs. The architec-
ture of time sequence analysis is presented in Figure 4.5.

Simple K-means clustering is implemented on the dataset in which the mean
or ensemble of every individual cluster is calculated and thus differentiated the
dataset points based upon the similarities or dissimilarities with the specific clus-
ter values. Figure 4.6 shows the K-means clustering model.

The dataset consists of eight columns consisting of timestamps, open price,
closing price, maximum and minimum price of each day named as High and
Low, Volume_(BTC), Volume_(Currency) and Weighted price [49]. For time
series forecasting, a total of 1,048,576 data entries were observed and to detect
the anomalies over the same dataset we take 19,999 data entries into account to
showcase the prototype.
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Time sequence analysis:

FIGURE 4.5 Architecture showing the flow of time analysis.
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FIGURE 4.6 K-means clustering.

4.4.1 ARIMA MobEeL

During the analysis of time series forecasting, the following results are obtained
after implementing the steps of ARIMA models as shown in Table 4.4. Figures 4.7—
4.9 represent the results obtained using ARIMA Model Predictions.

Figure 4.7 shows the analysis of decomposition of bitcoin price according to
originality, trend, seasonal and residual. In general, trend is a structured linear
element that varies with time and as depicted by Figure 4.7 never replicates. There
is only one difference between seasonality and trend that seasonality changes
with time and do repeat itself after the specified interval. Residual depicts whether
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TABLE 4.4
Steps of ARIMA Model

. START

. Adjust the timestamp in date and time format

. Plot the data and notice the unusual observations

. Replace the NaN values with O or previously defined values.

. Transform the sequence into motionless or still sequence.

. Decompose the model to find trend, seasonal change and residuals.
. Model the data on statsmodel.graphics.tsaplots.

. Plot ACF models and find the best solution.

. Build auto ARIMA model.

. Make predictions and compare the expected and actual outcomes.
. END
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FIGURE 4.7 Analysis of decomposition of bitcoin price.

an applied model apprehended the information in the dataset perfectly or not.
Non-zero residual shows that forecasting is biased.

Figure 4.8 shows the autocorrelation and partial correlation. Autocorrelation
shows the degree of resemblance between an original time sequence and a lagged
version of the same over consecutive intervals. It depicts the connection between
current and past values of a variable whereas partial correlation depicts the con-
nection between two random instances.

Figure 4.9 represents the LSTM, which is a classification of RNN. It mainly
consists of four gates: input, output, forget gate and state of the neural cell. The
cell recalls the values over random time intervals and the other gates manage the
movement of information inside and outside of the cell.
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FIGURE 4.8 Analysis of autocorrelation and partial correlation.
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FIGURE 4.9 LSTM (long short-term memory).

Figures 4.10-4.12 represent the outputs of LSTM prediction. Figure 4.10 shows
the bitcoin price variation in the time period of 4 years (2015-2018) using and at each
point mentions the opening price, closing price and weighted average of bitcoin.

Figure 4.11 shows the scatter plot of bitcoin which shows the dependency of
the volume of bitcoin on weighted price. A scatter plot indicates up to which
extent one variable is going to be affected by the other variable.
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FIGURE 4.10 Bitcoin price variation from 2015 to 2018.
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FIGURE 4.11  Scatter plot of bitcoin.

Figure 4.12 shows the comparison of predicted and actual forecasts of the data.
It is clearly visible that the entire model is overfitted. The overfitted model refers to
the prediction that corresponds exactly the same to a pre-defined trend or specified
set of data and in future may fail to predict the additional observations genuinely.

4.4.2 XGBoost MoDEL

Another model used for forecasting is XGBoost, which uses the gradient boosting
framework and fills the missing values with those of previous values or zero. It
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FIGURE 4.12 Comparison of predicted and actual forecast.

TABLE 4.5
Steps of XGBoost Model

1. START
. Make a set of actual predictions as Y[a].
. Make a set of presumption values as Z[a].
. Fallacy=P(Y[a], Z[a])
. Mean square error can be calculated as
JO =Z(Y[a]-Z[a]) "2
. Identify the negative gradients in the observation
7. Repeat:

wn oA W

=)

8. Continuously try to shift Z[a] to decrease the fallacy in presumptions.
Z[al=Z[a]+yH][a]
9. H[a] is nearly approximated to WP(Y[a], Z[a])
10. END

works on the technique of ensembling. Table 4.5 shows the steps of the XGBoost
Model.

Figure 4.13 shows the prediction of the weighted price of bitcoin hourly
depicted by XGBoost modelling. For dividing the training and testing dataset,
we use “25 June 2018” as the split date because there was a significant downfall
in bitcoin prices during the period of June 10, 2018 to July 20, 2018. The above
figure shows that the market hits the highest price of 20K in December 2017, but
after that also came to the low marked price range of $5,970-$5,980 in the mid of
year 2018 and could not recover till the end of the year.
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FIGURE 4.13 Prediction of weighted price of bitcoin hourly.

TABLE 4.6
Steps of K-Means Clustering Model

1. START
2. Input
Z <— Number of clusters to be formed
R < Set of lift proportions
3. Randomly select Z objects from R as the starting cluster centres
4. Repeat:
{
4.1 Elevate each article to the cluster to which it is highly similar in configuration.
4.2 Determine the mean or average value of the articles for individual cluster
4.3 Till any change arrives

1
5. END

4.4.3 ANoOMALY DETECTION

For Anomaly Detection, many Machine Learning algorithms can be used such
as Isolation Forest, K-nearest neighbour and K-means clustering. Here, in this
chapter, K-means clustering is implemented to find the anomalies in the bitcoin
dataset. Table 4.6 shows the steps of K-means clustering for Anomaly Detection.

Figure 4.14 represents the analysis of timestamp of bitcoin. Timestamp refers
to the present time of an event maintained by a computer through different pro-
cesses such as Network Time Protocol. The time maintained by a computer is
calibrated to minute fractions of a second to provide accuracy.
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FIGURE 4.14 Analysis of timestamp of bitcoin for anomaly detection.

«cs3c 0 THON_ML Q& @ :

Z Jupyter anamoly detection Last checkpoint: 22 minutes ago. (autosaveq) A Logu
Flle Eatt View Insert Cell Kernel Widgets Help Trusted ‘ Python3 O
B+ /@B 4+ v HRn B C W o | [=
Out[18]: Text(.5, 1.0, 'Elbow Curve') =
Elbow Curve
0-

—-1000-

—2000-

-3000-

Score

~4000- j
~5000-
~6000-
~7000-
12345678 910111213141516171819
Number of Clusters

In [19]: 1 correlations = pd.DataFrame(data=data_).corr()

@ o uw & B K

FIGURE 4.15 Elbow curve derived for the bitcoin dataset.

Figure 4.15 shows that the best possible results will be shown by the k-means
cluster where the value k lies between 3<k<5. The point of inflection either
upward or downward called “elbow” represents the best value of “k”. Where there
is a strong point of inflection, the underlying model fits the best at that particular
point.

Out of 3-means, 4-means, and 5-means, the best results were drawn with a plot
with four clusters so we will proceed further with 4-means clustering. Figure 4.16
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FIGURE 4.16 Clustering based on 4-means clusters.

represents the clustering of anomalies from testing dataset using 4-means cluster
which provides a better and clear way for representing the various groups.

4.5 PERFORMANCE EVALUATION

After the processing of datasets, machine learning approaches are implemented
one by one for time series forecasting and various outputs are already shown in
the previous figures. In the anomaly detection process, as indicated from elbow
curve, 4-means clustering shows the best result and hence the anomalies will be
predicted based on the same. At last, the detection of anomaly is to be predicted
in the weighted price and volume of bitcoin because these two attributes have the
highest chances of anomaly occurrence.

Figure 4.17 shows the comparison between predicted and actual bitcoin prices
using the ARIMA model, which is representing quite close approximation with
the actual values.

From the analysis done so far, the ARIMA model shows the closest approxi-
mation to the actual value in time series forecasting as depicted by the output
graphs. According to the results obtained, it’s concluded that ARIMA is a better
model for studying forecasting than LSTM and XGBoost Model.

Figure 4.18 represents that there are 999 anomalies predicted by K-means
algorithm in the last 2-year records consisting of 19,999 entries. Anomalies are
represented by red dots. Now, similarly plot the outlier anomaly with respect to
volume and weighted price.

Figure 4.19 represents the anomalies in the volume of bitcoin. Here the red dot
shows the abnormal behaviour of bitcoin volume in the transaction process. The
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graph is plotted between volume_ BTC in the y-axis and timestamp in date-time
format in the x-axis.

Figure 4.20 represents the anomalies in the weighted price. Here the red dot
shows the abnormal behaviour in the transaction process. The anomaly detection
tool can be constructively used to make the blockchain domain safer and stronger
by automatically analysing, acknowledging and separating out the abnormalities.
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4.6 CONCLUSION AND FUTURE SCOPE

Time series forecasting has indeed revolutionised the business domain as it pre-
dicts the future outcomes in advance so that the strategies can be made accord-
ingly. For processing the blockchain database, machine learning algorithms are
the most logical and superior approach. Recent researches show that the trends
in the bitcoin are susceptible to inaccurate measures because the Bitcoin prices
are very volatile and very random, and are often influenced by external factors
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(or news) such as cryptocurrency regulations, investments or simple rumours on
social media. Additional data from the news or social media sites will be needed
to make these models perform better and accurately. Albeit forecasting is often
contemplated as a subdivision of supervised regression class, still some particu-
lar tools are mandatory due to the time-related nature of the datasets; hence, we
use ARIMA, XGBoost and LSTM for forecasting digital cryptocurrency bitcoin.
Time series forecasting of bitcoin shows that the ARIMA model shows the closest
approximation to that of the actual. Blockchain anomaly detection is successfully
implemented with an anomaly occurrence rate of 4.9% per 20,000 transactions.
Various latest research works in this domain have been reviewed, which gives the
vast application of machine learning in blockchain technology.

An astounding scope of Blockchain technology has been perceived in the
economic field. The monetary organisations were not able to sufficiently lift up
the massive workload after the 2016 demonetisation and thus brought out the
problems of having a centralised authority for handling the financial transactions.
Integrating blockchain with financial settlements gives out amazing benefits, such
as a notable amount of time and capital could be saved, including a drastic deple-
tion in time needed for processing and authenticating transactions. Blockchain
will also aid in compressing the flow of dark-money and dealing with the substan-
tial money cleaning in the economy because each address used for transactions
is stored constantly and regularly on the databases, making all the transactions
provable and accountable. Some of the socio-economic factors affecting the bit-
coins are demand and supply fluctuations, banking blockades, market manipu-
lation, price irregularities, drivers of interest (silk route), etc. Bitcoin’s leading
advantage of transaction’s distributive nature and anonymousness made it a rec-
ommended money for the hub of illicit venture including concealment of black
money, drug smuggling, sneaking and hawking, and munitions acquisition. This
aroused the consciousness of crime investigation administrations. Investing this
issue can also serve as a future research direction.
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5.1 INTRODUCTION: BACKGROUND

Current technological advancements are rapidly converting businesses into digi-
tal enterprises that will experience the world in ways we have yet to imagine.
Artificial intelligence (Al), natural language processing (NLP), blockchain (BC),
cloud computing, the Internet of Things (IoT), and virtual and augmented real-
ity are just a few of the technologies driving this transformation. Nowadays, a
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good percentage of the world’s population is rapidly aging and comorbidities.
Economically connected lifestyles will continue to result in mass growth — devel-
opments like smoking, obesity, harmful alcohol consumption, malaise diet, and
sedentary lifestyle. Healthcare is the prevention, diagnosis, treatment, recovery,
or treatment of illness, injury, and other physical and mental disabilities to main-
tain or improve people’s health. Healthcare professionals and related industries
provide healthcare. It encompasses work in primary, secondary, and tertiary care,
as well as public health.

In the healthcare industry, the advantages of a linked, constantly monitored,
automated, and machine learning world are obvious and enormous in the health-
care industry. The data capture or “listening” component of healthcare is pretty
well established in the Internet of Healthy Things (IoHT) arena. The ability to
grasp an individual’s status by “capturing” and interpreting information is vital
to healthcare, whether it’s a parent listening to a child’s sneeze or a doctor using
a metronome to a patient’s heartbeat. Works in primary care, secondary care, ter-
tiary care, and public health are all included. IoT startups are increasingly finding
new uses in healthcare and benefiting from enhanced sensors. In the healthcare
industry, the IoT is becoming more common. Materials management, digitaliza-
tion of medical information, and digitization of medical procedures are three of
the most common IoT applications in intelligent medicine. Until the IoT, the only
way for doctors and patients to communicate was through visits, texts, and tele-
communications. There were no methods that allowed doctors to screen or moni-
tor their patients and make appropriate recommendations continuously. However,
the rise of IoT in the healthcare sector has drastically altered the scene. Clinicians
have been able to provide better care by deploying IoT-enabled gadgets to moni-
tor patients remotely. Furthermore, as patient connection with doctors has grown
more comfortable and efficient, IoT has raised patient satisfaction ratings. The
IoT has inadvertently changed the health sector and is extremely good for health.

Connected devices can gather valuable clinical and health-related information
with constant observation through a smart clinical device associated with a cell
phone application. The associated IoT gadget picks and transfers data about well-
being, such as internal temperature, pulse, oxygen, glucose levels, weight, and
electrocardiogram (ECG). The information is put away in the cloud and imparted
to the approved individual as indicated by the sharing authority. The individual
might be a doctor, a health firm, or a specialist, and this will permit them to see
the information gathered regardless of their area and time.

Figure 5.1 demonstrates that before the invention of IoT in healthcare, it was
always difficult for a patient to check body temperature by themself through a
normal thermometer. At that time, the patients did not interact directly with the
doctors, and they had to go to the hospital and then take medicine for any disease
and areas of interest.

Figure 5.2 demonstrates that it is easier to examine the body temperature after
the invention of IoT in healthcare. To measure the accurate temperature of the
individual’s body, we use a temperature cover. The smartphones receive the data at
regular time intervals from the antennas, and from here, the data is collected. The
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expert advises the medicine after analyzing the data in real time. Diseases are eas-
ily identified by the graph of temperature versus time graph. Now the patient con-
nects directly with the doctors, and there is no need to go to the hospital and take
medicine after the doctor’s advice. IoT has made human life easier. The application
incorporates health reports for distant diagnosis, provides warnings for tempera-
ture range, plans alarms for medicine, and plans specialist visits. IoT is liable for
each actual device with the opportunity to see and hear the others and to “talk”
so they can share their data [1-9]. Metal Oxide Semiconductor chip has planned
IoT-based equipment and programming for medical care frameworks that help
healthcare departments screen their patients’ medical-related problems through
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the Internet distantly. Consistently high or low internal heat levels throughout a
specific timeframe influence our body’s workings, which are controlled by the
day-by-day schedule, and make medical problems, thus promoting changes in pre-
scription with the assistance of a specialist. For instance, the bacterial disease can
cause variation in internal heat levels. Indeed, it is one of the most well-known
reasons for changes in internal heat levels. Since infections and microbes struggle
to survive at temperatures over the body’s ordinary temperature, it automatically
increases its climate and the body’s capacity to battle disease if it recognizes bac-
terial contamination. It isn’t unusual to raise the internal heat level by 3°F-5°F to
battle an infection. Since infections and microbes struggle to survive at tempera-
tures over the body’s ordinary temperature, it automatically increases its climate
and the body’s capacity to battle disease if it recognizes bacterial contamination.

Itisn’t unusual to raise the internal heat level by 3°F-5°F to battle an infection.
Since the increased internal heat level likewise harms the body, it would prefer
not to permit high temperatures to go untreated for long. Bluetooth capacity can
associate with accessible cell phones. It is a low-power innovation that interacts
with remote media with a temperature sensor.

For medical care-related specialist employees, [oT underpins the personaliza-
tion of medical care related items utilizing timely essential information using
wearable gadgets, For healthcare-related service providers, IoT supports the per-
sonalization (improvement of added value) of healthcare-related products using
timely vital data to be obtained with a wearable device, and for companies who
promote health management, it provides health management support for female
employees as part of the benefits package, and supports the application to data
health. It is healthcare equipment for supporting self-health management. The IoT
connects our world as much as possible. Nowadays, we have internet infrastruc-
ture almost anywhere, and we can use it whenever we want. The main applica-
tions of IoT in intelligent medicine include

e Materials management.
» The digitization of medical information.
» The digitization of medical procedures.

This wearable gadget is certifiably not a clinical thermometer (clinical instru-
ment). IoT refers to a preparation of interconnected, web-associated things that
can gather and transfer information over a small group without human interven-
tion. IoT attempts to set up upgraded availability (with Internet access) between
gadgets (clinical sensors, wellness trackers, and so forth) or constructs com-
puterization in all regions, gradually in the order of frameworks or administra-
tions. Associated innovation is one of the essential utilizations of IoT in medical
care. Such gadgets are utilized to screen the patient, take readings, see designs,
and devices are used to monitor the patient, take tasks, see patterns, and notify
patients in case of pattern imperfections.

Likewise, this procedure is utilized to continuously check patients, settle on edu-
cated choices, and forestall trauma center visits. The decrease in visits to trauma
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centers has additionally strengthened the commonality in clinical administration.
Organizations are creating imaginative programming projects to address differ-
ent issues in medical services. For example, to address the emergency department
waiting time issue, GE Healthcare developed a software program, auto, that helps
reduce patients’ waiting times, requiring a patient bed. These advancements can
help medical care associations tap into the capability of an undeniably intercon-
nected and responsive world. If the business can produce more noteworthy inter-
connectivity in a solitary environment, there will be huge advantages to patients,
doctors, payers, and medication engineers.

IoT gadgets, for example, smart pills, wearable screens, and sensors, permit
medical care specialists to gather information ceaselessly. Al frameworks can
help break down this information to distinguish changes in a patient’s condi-
tion, propose therapy alternatives, recognize patterns, support patient adherence,
improve patient results, and quicken the revelation of and admittance to new ther-
apies [10-12].

The Internet will allow robots to interface this present reality to the virtual
world. On the off chance that arising robots are considered, with the working
framework system, communication with the Internet through Bluetooth requires
one bunch of uses the programming interface (Application Program Interface) call
appeared in Figure 5.3 which portrays the development of medical care (with IoT).
Robots of things to come will turn out to be essential for IoT and will have the
option to have consistent correspondence with the cloud. These robots will have
the capacity of keen portability and contextual registering with the Internet logi-
cally with the physical encompassing their climate. A robot can likewise interface,
utilizing cloud arrangement and informing with any assistance, business cycle, or
gadget associated with the cloud. Discussion can be either unusual or simultane-
ous with the cloud (a robot holds up feedback before continuing with the following
activity), mounted on the cloud-dependent on uncovered web administrations.
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FIGURE 5.3 Development of medical care with IoT.
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The IoT has immense potential in the field of clinical data on the board. The inter-
est for clinical data on the board in emergency clinics is predominantly in the accom-
panying angles: distinguishing proof, example acknowledgment, and clinical record
ID. Determining evidence incorporates tolerant ID, doctor ID, test ID (counting
drug ID), clinical gadget ID, lab ID, and clinical record ID (counting indications and
infection ID). The multiplication of medical care explicit IoT items opens up huge
chances. Also, the sheer volume of information created by these associated gadgets
can change medical care. It is a vast improvement in industry and humankind as
reinforcing network safety has been a key concern. Creating Al aptitudes joined with
related systems is promising to convey brilliant administrations and foundations. On
the other hand, the wellbeing-related bundle was diminishing in the IoT nature since
wearable ascertaining and procedures, which were among the most thoughtful ones
by the finish of 2015, have declined in fame [13-16].

IoT has a four-stage design that is essentially arranged in a cycle. Figure 5.4
portrays the IoT with robots in medical services. Each of the four stages is associ-
ated such that the information is prepared or handled in one step and acquires the
incentive in the following stage. Coordinated qualities carry instinct to the cycle
and convey dynamic business possibilities.

Stage 1: The principal stage includes the organization of interconnected

gadgets, which incorporate sensors, actuators, screens, finders, camera
frameworks, and so on. These gadgets gather information.
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FIGURE 5.4 IoT with robots.



Applications of Al, loT, and Robotics 93

Stage 2: Typically, information got from sensors, and different gadgets are
in a simple structure, gathered, and changed into a mechanical design for
information handling.

Stage 3: Once the information is digitized and gathered, it is pre-handled,
normalized, and moved to the server farm or cloud.

Stage 4: Management and examination of factual information are done at the
necessary level. The progressed investigation, applied to this information,
carries significant business experiences to settle on powerful choices.

Medical care is being rethought thanks to the IoT, which ensures better consid-
eration, better therapy results, lower costs for patients, enhanced cycles and work
processes, enhanced execution, and a better patient experience for medical care
providers. These sensors form a network of intelligent sensors capable of gather-
ing, preparing, moving, and dissecting crucial data in various situations, such as
connecting home monitoring devices to clinic-based frameworks. From start to
finish, check your health. IoT phases are also available for receiving wires and
more established patients to address health-related illnesses and repeat medica-
tions. IoT-based frameworks demonstrate discipline, as well as the ability to adapt
to a patient’s conditions. The flare-up of COVID-19 has pushed interest in wear-
able gadgets, which track wellbeing and wellness, area-related data, and can be
incorporated with devices, for example, workstations and cell phones. The main
advantage of IoT Healthcare are as follows:

e Reduced clinical treatment costs

e Better treatment results

e Better sickness the executives

¢ Reduced mistakes

* Enhancing persistent experience

* Advanced Management of Medicines

Medical service frameworks characterized by the IoT stage depend on different
components checking persistent illnesses, thinking about old patients, and wellbe-
ing of the board frameworks. For example, persistent medical issues, stoutness,
malignant growth, and joint pain influence many individuals. For individuals with
ongoing illnesses, medical services are an everyday concern. Patients require dis-
ease the executive’s devices daily, not just when they visit the specialist. Specialists
receive regular health updates that enable them to use IoT devices to detect infec-
tion across the board. IoT has the potential to increase patients’ overall strength
and perhaps reduce the need for medical practice. IoT assumes a significant func-
tion in medical care. The fundamental of IoT permits us to facilitate a modest
measure of information about a patient’s sickness and wellbeing, which would take
a long time to file physically. It is likewise in two sections for better understanding:

a. application-based and
b. administration-based.
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Further, application-based is separated into single status-based and bunch status-
based. A solitary position alludes to explicit sicknesses, while group status appears
with numerous illnesses in Figure 5.5. It depends on the present IoT medical services
framework, which has a powerful nature to add single or bunch status-based infec-
tions in the future.

Different regions need more doctors, clinics, and other medical service assets
to give quality consideration to the entire populace. IoT takes into account sim-
pler correspondence among specialists and patients when they can’t meet face to
face. Specialists can utilize IoT-associated gadgets to screen tolerant information.
Joined with video conferencing, specialists can help patients practically with a few
wellbeing concerns. This framework doesn’t generally supplant face-to-face visits;
however, it can significantly improve openness for country networks. Telehealth is
the conveyance of medical care administration and clinical data to far-off areas. It
offers types of assistance like Telemedicine, Telemonitoring, Telesurgery, Remote
clinical instruction, and Telehealth information administration.
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Advantages of Telehealth Administrations:

e Prompt clinical consideration, particularly during seasons of health-
related crisis and catastrophic events. No requirement for holding up in
long lines to see a doctor

* Reduced documentation and administrative work

e Less costly

* Equal and complete medical care arrangements to everybody by taking
out geological obstructions

* Better correspondence with specialist

» Expanded reach to different wellbeing specialist cooperatives.

5.1.1 OUTLINE

The remaining paper is organized as follows. Section 5.2 briefs about the related
work. Section 5.3 provides a detailed analysis of some theories and concepts of
Robot in Healthcare. Section 5.4 explains Al in healthcare interaction on which
our future implementation will based on. Section 5.5 explains the combined con-
cept of AL, IoT, and Robot in Healthcare protection overview with further divided
into types of robots with IoT framework. Section 5.6 explains in detail about the
Internet of Healthcare with its security, application, and advantages. Section 5.7
is followed by a conclusion and some suggestions for further research and areas
of interest.

5.2 LITERATURE SURVEY

As per Patel et al. [17]. The author drawn-out favorable circumstances of humans
in clinical administrations fragment, wellbeing-related emergencies, e-prosperity,
etc., using progressed mechanics and IoT. Furthermore, the time of assignment,
affiliation, challenges for the future is to be analyzed. Medical services will become
more sophisticated and less expensive in the coming years, and the clinical area
will be more accessible. Numerous associations and scientists include satisfying
IoT challenges, appropriation issues, foundation improvement, and normalization,
advancing and getting some great outcomes worldwide in the not-so-distant future.

As Guntur et al. [18] indicated, Robotics innovation is one of the most remark-
able and rising advances in the field of prescription. Electronic sensors combined
with a blend of control into mechanical systems fundamentally improve the
presentation and versatility of structures. The mechanical advancement used to
strengthen arms was not exact and unable to send the particular unmistakable
analysis, clear turn of events, and arranging. With the advances in gear, program-
ming, and control programming structures, extensive computerization is being uti-
lized to work with more degrees of chance than individuals under many conditions.
Robotics advancements are launched in various areas, which unmistakably influ-
ence patient perception and mind. Progressed mechanics advancement in the drug
is the prime point of convergence of the clinical administration’s organizations in
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ICUs, available rooms, and operation room, which lessens chances for patients,
subject matter experts and it is also utilized in labs to accumulate the models fol-
lowed by transportation of tests at whatever point required, researching, and spar-
ing them for long stretch amassing.

As indicated by Islam et al. [19], the IoT makes awesome articles definitive
structure blocks to improve digital actual shrewd inescapable systems. The IoT
has an assortment of utilization spaces, including medical services. The IoT
unrest is updating present-day medical care with promising innovative, financial,
and social possibilities. This chapter studies IoI-based medical care advances
and surveys the advanced network structures/stages, applications, and modern
patterns in IoT-based medical care arrangements. Moreover, this chapter exam-
ines specific IoT security and protection highlights, including security necessi-
ties, danger models, and assault scientific classifications from the medical care
perspective.

As indicated by Grieco et al. [20], the author examines the advancing in sur-
gency of the IoT, alongside creating scattering of robots in various activities of
reliable life, making IoT-upheld progressed mechanical technology applications a
generous reality of our impending future. As such, new advanced organizations,
considering the trade among robots and “things,” are being envisioned in aiding
individuals. Coincidentally, the route to a creative improvement of IoT-helped
progressed mechanics applications requires a couple of vital issues to be clarified,
plan procedures to be blended, and strong plan choices to be inspected. Their
chapter analyzes advanced mechanics suggestions, open issues, and target appli-
cations in the IoT-helped mechanical technology innovation zone. In particular,
the current responsibility is four-fallen.

As per Sivaparthipan et al. [21], the author clarified huge information had
collected a tremendous proportion of set aside data for applications, including
mechanical innovation, a web of things (IoT), and clinical consideration system.
Notwithstanding how the IoT-based clinical consideration structure accepts a vital
capacity in the colossal data industry, the identification may be difficult to envision
the specific result for some circumstances. The proposed design with man-created
awareness and IoT for Parkinson’s contamination can improve the walk execution
greatly. This assessment portrays the capacity of robots in Parkinson’s affliction
and how they partner with enormous information examination.

As indicated by Chae et al. [22], examine the investigation of computer-
ized advancement perspective on IoT in both academic networks and industry.
Surviving examinations have reviewed the subject of IoT using different tech-
niques. This assessment takes a modernized improvement viewpoint on IoT as
an astounding climate of developments, industry applications, thoughts, methods,
and social establishments, which is momentarily extraordinary and progresses
after some time.

As per Yoon et al. [23], the creator clarifies that advancement-based help
experience has gotten essential thought with improved development, especially
computerized reasoning robots, in the clinical consideration industry. In the
advancement-based help insight, the development as an expert community expects
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a fundamental part in succeeding the organization experience. The purpose behind
this examination is to develop a structure for the accomplishment factors of an
advancement-based assistance involvement with the clinical consideration industry.
Elements of subjects (human and advancements) and accomplishment factors in the
experience are reviewed and proposed.

As indicated by Tian [24], with the advancement of data innovation, the idea
of keen medical services has slowly gone to the front. Shrewd medical services
utilize another age of data advances, for example, the web of things (1oT), enor-
mous information, distributed computing, and artificial brainpower, to change the
conventional clinical framework in an overall manner, making medical services
more productive, more helpful, and more customized with the point of present-
ing the idea of competent medical care, in this audit, the first rundown the key
advances that help keen medical care and explain the current status of savvy
medical services in a few significant fields.

Dimitrov [25] indicated that the creator characterizes different advances that
can reduce overall costs for the expectation or the leading body of incessant dis-
eases. These fuse contraptions ceaselessly screen prosperity markers, devices
that auto-control medicines, or devices that track consistent prosperity data when
a patient self-administers a treatment. Since they have extended induction to
quick Internet and Personal Digital Assistants, various patients have started to
use flexible (applications) to manage diverse prosperity needs. These devices and
convenient applications are logically used and facilitated with telemedicine and
telehealth through the clinical IoT. The maker reviews IoT and enormous data in
clinical consideration fields. Today, wearables and compact applications maintain
health, prosperity preparing, following, and agreeable contamination of the board
and care coordination.

As per Shah [26], ongoing upgrades in development and accessibility have
incited the ascent of IoT and Al applications in various endeavors. Their chapter
thinks about the impacts of progressions, for instance, IoT and Al in clinical con-
sideration through a detailed review of 75 partners explored adroit journal articles.

The assessment reveals outstanding advancement in the number of articles
appropriated in the latest decade, a wide variety of dispersion sources, a huge
number of essayists, and various applied and plans science chapters, all exhibit-
ing a rising field with phenomenal conveyance potential future years. The cre-
ator moreover includes key encounters for the top application classes, which join
wearables and accessibility, illness disclosure and treatment, steady thought, and
sensor associations, and perceives openings and future investigation headings
related to development plan and affirmation, rules for data security and assur-
ance, and structures feasibility and prosperity.

As indicated by Pramanik et al. [27], the advances in intelligent clinical con-
traptions and unavoidable systems are changing-related clinical considerations
into a thriving stage for certain clinical considerations. The IoT, splendid sen-
sors, and wearables have augmented the clinical consideration structure, enabling
removed checking and supporting the sickness of the patient every single through
focus. This segment plans to fill in as a brief presentation on the progression of
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insightful and certain clinical consideration systems. The part starts with a chart
of IoT, splendid sensors, and unpreventable structures and besides their interre-
lationships. The role includes the challenges the current clinical administration
systems looked at and separates how to overcome these with the help of unpre-
ventable clinical administrations.

As indicated by Wan et al. [28], of late, they have seen electrifying progres-
sions of versatile clinical administration robots, which like various ideal condi-
tions over their human accomplices. Past correspondence networks for clinical
consideration robots reliably experience the evil impacts of high response inert-
ness just as repetitive handling demands. Amazing and fast correspondences and
speedy dealing with are essential, at times major explicitly under clinical con-
sideration robots, to the clinical consideration recipients. As a good course of
action, offloading delay-tricky and passing on simple tasks to the robot depends
on improving the organizations and leeway customers. In their chapter, they
review a couple of top tier progressions, for instance, the human—robot interface,
condition and customer status seeing, course, great correspondence, and mecha-
nized thinking, of a versatile clinical consideration robot and discussion about in
nuances the altered demands over offloading the count and correspondence tasks.

As shown by the trademark solicitations of functions over the association use,
they request limits of a standard clinical administration robot into elective classes:
the edge functionalities and the middle functionalities. For instance, various dor-
mancy delicate tasks, such as customer association, or monotonous endeavors,
including prosperity gatherer status affirmation and self-administering moving,
can be set up by the robot without progressive correspondences with worker
farms.

As indicated by Han [29], the creator examines the main estimates when they
plan a clinical consideration robot. Heaps of robots for clinical administration
circumstances are being developed; in any case, very few of them have won in
the certifiable field. In like manner, they endeavored to acquaint another perspec-
tive with the push toward this issue. Their chapter proposes a framework that
affirms comfort by interpreting the robot plan from the services cape perspective.
Nursing robots’ customer testing results were assessed using four services cape
elements: equipment, design, decor, space, and ambiance. Stuff was necessary to
the robot’s comfort, so it was primarily considered, and the GUI plan’s limit was
Design and Deco. Space was an issue highlighted all over the earth as the robot
moved, for example, the width of the passage and the state of the floor.

Fan et al. [30] indicated that the IoT makes all articles interconnected and
intelligent, seen as the accompanying innovative upset. As its typical case,
IoT-based canny reclamation systems improve to deal with calm issues related
to developing peoples and the absence of prosperity specialists. Despite how it
has come into this present reality, fundamental problems exist in modernizing
the plan and reconfiguring such a structure, enabling it to respond to the patient’s
requirements rapidly. Their chapter gives a thought to the power-based mechaniz-
ing plan approach (Adaptive Delta Modulation) for intelligent rebuilding systems
in IoT. Cosmology helps PCs understand the signs and clinical resources, which
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helps make a recuperation strategy and reconfigure clinical resources according
to patients’ specific essentials quickly and normally.

As per Bodur et al. [31], the finish of their investigation demonstrates that
should lock into IoT advancement with nursing and clinical preparation. Further
examinations should be directed to organize mechanical examples into clinical
consideration and nursing practices. Of the individuals, 70.8% were female, 81.6%
were learning at a state-subsidized school, 61.3% were senior nursing understud-
ies, and 38.7% were senior clinical understudies.

A bigger piece of the understudies communicated that the IoT development
would impact future clinical and nursing practices. The nursing understudies
got the most raised mean score on the thing fundamental actual assessments,
for instance, glucose, heartbeat, and ECGs will be easier using IoT advancement
(7.36£2.27), and the most unmean score (5.361+2.82) on the thing “Robot spe-
cialists and chaperons made through IoT development will give open-minded
clinical administrations later on”.

5.3 ROBOTICS IN HEALTHCARE

There has been an extraordinary development in the last few decades, and
increased uses of robots in medical science know and simplify many aspects of
our wellbeing and health improvement. Robots are a rapidly growing part of the
modern healthcare landscape. Robots are defined as machines that can do several
tasks with a DoF and higher autonomy than humans, and it is difficult different
from other machines. On the other hand, the service and system of healthcare
have become a huge campus. With the advent of technology, robots are integrated
to reduce such complex nature of healthcare and innovation, and research in the
field is still growing.

Medical services present a decent occasion to unravel the utilization of robots
in different issues and back patients’ soundness. Coordinated obligations are
performed utilizing robots for the medical services and clinical business zones
of mechanical and hardware, for example, power or development estimations or
space, sensor framework innovation, and so forth are the worry expenses brought
about by the robot care of patients, recovery, prostheses, clinical mediation if
vital, E-wellbeing, checking. By that definition, clinically advanced mechanics is
viewed as of extraordinary worth. Medical care regarding wellbeing, social and
monetary advantages, and mechanical technology can give answers to a critical
extent, particularly for tolerant gatherings needs, such as amputees, stroke vic-
tims, or intellectual or mental handicap patients.

With the quick improvement in advanced mechanics, Al, and IoT, they have
all the bits of innovation to do this, and it won’t be long when these bits of the
invention coordinate to change the way they carry on with our lives. Advanced
mechanics is worried about customized machines intended to perform work con-
centrated work. Al is the study of making PCs and machines work without being
modified to do as such. Blends of advanced mechanics and machine robots result
from discovering that they can chip away at their own.



100 Blockchain Technology in Healthcare Applications

Progressed condition of Al knowledge is with IoT. Numerous robots can inter-
connect. IoT stage gives extraordinary office to the interrelationship between
items or individuals, moving information cooperation between people without
PCs or humans. IoT can be applicable for observing and catching information
related to everything without exception media, ecological checking, and frame-
work the executives, for an organization fabricating, energy the board, building
and home robotization or transportation, clinical and wellbeing frameworks.
Contingent on applications and market examination, there are six regions of clini-
cal mechanical technology:

* Smart clinical containers

* Surgical advanced mechanics

* Prosthetics utilizing careful robots

* Motor co-appointment investigation and treatment by robots
* The robot helped mental and social treatment

* Robotized quiet observing frameworks

Many robots with devoted jobs are composed of an organizer that approaches and
an assortment of encompassing sensors. The essential thought isn’t just to offer
types of assistance inside the condo of a solitary client, yet additionally to traverse
the usefulness across structures and a local location to outside zones and maybe
even an entire town. Information is traded and incorporated utilizing a typical
middleware. Logical data is disengaged from the fixed and robot sensors and the
client orders and put away in the setting mindfulness module.

In Figure 5.6, generally speaking, the idea and design of the Robot-Era stage
for surrounding helped living and older consideration. The end clients and paren-
tal figures collaborate with the framework utilizing a discourse interface or a pur-
posefully basic tablet-based graphical User Interface. The Physically Embedded
Intelligent Systems middleware layer incorporates surrounding sensors, client
watching sensors, robots, and intelligent devices.

The framework and robots are made easier by the setup organizer.

Robots assume a significant function in medical services for executives. Robot
frameworks don’t have feelings, can’t drain them, and never have any consider-
ation. On the off chance that this seems like the correct specialist, it was addi-
tionally the reason behind numerous robots that are now utilized in top clinics
around the globe. There is a ton of work in a clinic, and not just specialists can
use some assistance. Attendants and medical clinic laborers can profit with the
aid of robots. The robot deals with resting, bringing items, and cleaning so that
attendants can invest increasingly more energy with patients and give a human
touch while pounding the machine. Administration robots can perform human
assignments, for example, causing debilitated or old patients to feel forlorn.
Conversational and partner robots can help these patients remain positive, remind
them to take their prescription, and perform basic routine checks, for example,
temperature, pulse, and sugar levels. Operational effectiveness can be increased
and can achieve cost reduction in some cases. A job can be played by robots in
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FIGURE 5.6 Healthcare with robotics.

medical care the board in three regions: medical procedure partner jobs (helped
during a medical procedure measure), understanding help jobs (supporting patient
post-surgical techniques), and administration uphold positions (general activities
help). It is essential to improving these jobs, persistent wellbeing, and medical
services execution, enhancing patients and speculators. In medical procedures,
advanced clinical mechanics demonstrated that it lessens both time and danger.
Because of its predominance, prostate and cardiovascular strategies are today
played by robots in numerous nations. Robots additionally demonstrated their
capacity in recovery and insight. Prosthesis nowadays, social mechanical tech-
nology is a thorny branch created to screen and rouse patients. Expanding inter-
est for data innovation in medical services and clinical area prompts advanced
mechanics.

Moreover, mechanical technology has progressed applications. Healthcare
space advances market development in the coming years. The idea of automated
technology frameworks is the connection between true information and the physi-
cal world. Advanced mechanics is continually interdisciplinary designing, yet it
incorporates biomechanics, computational science, nervous system science, psy-
chological science, sports science, biomedical, etc. The principal challenge is to
challenge interface sensors, engines, and human selection with clinical advanced
mechanics abilities in various conditions.

The information flow in Figure 5.7 helps people for data information with the
actual world to complete the given task. When discussing clinically advanced
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FIGURE 5.7 The information flow for computer-integrated surgery system.

mechanics, a few components movement is initiated remembering direction,
self-rule, insight, and so forth, a framework pivoting in more than one hub and
inside its current circumstance. Independence reveals the degree of human inter-
est in supervising tasks robot or automated gadgets both in ordinary activity and
particularly when issues or deformities in the framework.

5.4 Al IN HEALTHCARE

The use of computations and Al programming to copy human expertise in the
search, understanding, and perception of detailed medical information and clin-
ics are referred to as Al in medical services. Al is the computer’s ability to
calculate for ostensibly information-dependent purposes. Gathering informa-
tion, measuring it, and offering outstanding performance to the end customer
is what AT innovation recognizes from typical improvements in healthcare. Al
computations and deep learning are used by simulated intelligence to accom-
plish this. These computations can detect ongoing undertakings and justify
their existence.

It should build an AI model with broad data measures to pick up valuable bits
of knowledge and expectations. Al algorithms vary from humans in two ways:

» Literal Algorithms in AI: when an objective is set, the calculation gains
only from the information and can just comprehend what it has been
customized to do.
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* Block Boxes Deep Learning Algorithms: Calculations can foresee
with outrageous accuracy yet offer next to zero fathomable clarification
to the rationale behind its choices besides the information and sort of
calculation utilized.

Breaking the links between treatment or counter-attack processes and patient out-
comes is at the heart of Al wellness applications. Al programs apply to practices,
for example, determination measures, treatment convention improvement, drug
progression, personalized medication, and patient observation and care.

The condition was diagnosed and prevented by computer-based intelligence
computations to examine a significant amount of data from electronic health
records. In radiology, simulated intelligence emphases the field of radiology to
recognize and examine infections within patients through computerized tomog-
raphy (CT) and magnetic resonance imaging (MRI). AI applications in psycho-
analysis are presently at the proof-of-concept stage. Chat-bots and conversation
specialists that imitate human behavior and are assessed for uneasiness and low
level are examples of zones where testing quickly spreads.

In primary care, Al has been utilized for supporting dynamic, prescient
displaying, and business examination. Regardless of the quick advances in Al
advances, general experts’ view on the job of Al in essential consideration is
extremely restricted, principally centered around managerial and routine docu-
mentation assignments.

Through mass Electronic Health Records control, Al can significantly assist
professionals in disease diagnosis and patient conclusion. Diseases have become
increasingly complex, and with a long history of falsifying computerized health-
care data, the risk of case duplication is significant. Even though a person with a
rare illness is less likely to be the only person who has ever had an infection, clini-
cians face a substantial obstacle when they cannot locate cases from appropriately
indicated birthplaces. Using Al to locate similar issues and medicines and factor
in boss indications and assist clinicians in posing the most appropriate questions
helps patients achieve the most accurate diagnosis and therapy.

The rise of possible Al applications has been demonstrated by the proliferation
of telemedicine and patients’ care from afar. By observing their data through sen-
sors, simulated intelligence can aid in distant thinking about patients.

5.5 HEALTHCARE WITH IOT BASED ON FUSION OF Al AND ML

As the most recent innovation patterns keep on driving the worldwide medical ser-
vices industry, we are seeing clinical gadget suppliers offering a scope of creative
answers to improve the nature of patient consideration. In driving those gadgets,
from actual devices to smart gadgets, new innovative progressions permit special-
ists and patients to participate recently, communicate important information con-
tinuously, and recognize dangerous episodes quicker than at any other time.

It is assisting with relieving. According to the World Health Organization
(WHO) [2] report, the clinical administration’s IoT market segment is prepared
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to hit USD 117 billion by 2020. Dynamically, new organizations find new appli-
cations inside clinical administrations and use connected sensors to investigate
better, screen, and supervise patients and treatment. Many are based on the
clinical-grade wearable to even more powerfully track tolerant information,
while others see open entryway for sensor networks inside centers and practices
to improve clinical consideration movement and screen persistent adherence [32].

Robots filling different capacities and needs in the clinical/wellbeing and social
consideration areas past the customary extent of care and recovery robots are set
to get one of the main mechanical developments of the 21st century. Robots have
been executed from multiple points of view to help the coordination of wellbeing
and social consideration. Applications incorporate medical clinic and care home
conditions and reach from explicit arrangements tending to generally very much
characterized issues. In the current cell phone period, an ever-increasing number
of shoppers are getting settled with the possibility of video counsel with their
doctor, distant checking through wellbeing applications, and utilizing individual
symptomatic gadgets in cell phones as a prepared reckoner. Robots are wherever
from sci-fi to your nearby medical clinic, where they are evolving medical ser-
vices. Robots start to influence medication (utilizing science and innovation to
treat and forestall injury and illness treatment) and medical care (accessibility of
therapy and an earlier notice of sickness). Robots additionally demonstrated their
capacity in recovery and knowledge prosthesis. Another approach to upgrade
quiet mind and wellbeing informatics with more prominent availability is through
live-in robots that encourage telemedicine to give ceaseless basic consideration to
patients. When the robot is joined, a specialist can teach the patient to hit the hay.
Utilizing the robot’s two-way general media video chatting highlight, specialists
and patients can without much stretch and normally offer clinical data. Robots
in medication help assuage the clinical workforce from routine errands, redirect
their time from all the more squeezing obligations, and make operations more
secure and affordable for patients. They can likewise do exact medical proce-
dures in small areas and transport unsafe substances. Mechanical clinical associ-
ates screen persistent indispensable insights and ready medical caretakers when a
human presence is required in the room, permitting attendants to screen different
patients all the while. These mechanical partners likewise naturally enter data
into understanding electronic wellbeing records. Robotic trucks can be observed
transporting supplies through emergency clinic corridors. Robots are again aid-
ing a medical procedure, permitting specialists to do a medical system through
little entry points instead of inch-by-inch cuts. Advanced mechanics is again hav-
ing a significant effect in different fields of medication.

Distant analysis and automated helped medical procedures are ordinarily uti-
lized worldwide. The fast movement with which Information and Communication
Technologies is developing implies that significantly more opportunities for these
innovations turn into a reality. A distant conclusion permits a specialist to examine
indications distantly. This medium is particularly gainful for provincial regions
without close-by clinical assets and patients who can’t head out to see a specialist.
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For instance, as of now, in any case, pictures got from 3D CAT examines, for
example, those delivered by Imaginaries, have a few gigabits, and the present
uplink channels are not adequate for far-off live determination. Uniting CAT
check pictures and explicit codec advances custom-made to the force and speed
of 5G organizations will make complex, distant diagnostics conceivable later on.
With the assistance of a machine, specialists would now be able to perform com-
plex techniques with more accuracy and adaptability and diminish the hatred of
the activity. This medium altogether decreases the time it takes the patient to do
the medical procedure and improves the exactness of the action. Nonetheless, this
is just conceivable through advances in programming and consistent transmission
of data. The automated medical process offers numerous advantages to patients
contrasted with an open medical approach, including:

* Small hospitalization

* Reduce pain and discomfort

* Fast recovery time and return to normal activities

e Small incisions, which reduces the risk of infection
* Anemia and transfusion

e Minimal stain

Four significant sorts of clinical robots are as follows:

5.5.1 Cunic Rosots

Hospital robots can play various assignments to lessen the everyday trouble on
specialists, medical attendants, and specialists. This medium incorporates dis-
seminating patient information, such as medications, lab tests, and other deli-
cate materials around the emergency clinic — American mechanical technology
organization. Aethon has built up a self-governing portable robot called TUG,
which is fit for achieving these undertakings — setting aside cash to zero in on
patient consideration and saving time for medical service experts. Mechanical
frameworks are additionally being intended to sanitize gadgets and hardware in
wellbeing frameworks.

5.5.2 CareruL RoBot

The most well-known employments of advanced mechanics in medical proce-
dure incorporate automatic weapons with a camera or potentially careful instru-
ments, constrained by a specialist. Robot-helped activity implies that it can
finish intricate cycles with more remarkable precision and with extra controls.
They are likewise regularly insignificantly obtrusive, offering a choice to open
a medical procedure, which has a more prominent related danger and requires a
more extended recuperation time. Instances of robot-helped methods incorporate
biopsy, the expulsion of malignant tumors, fix of heart valves, and gastric detour.
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5.5.3 Care RoBort

While many of these advances are intended for use in emergency clinics and
other medical services places, care robots can help old or impaired patients in
their homes. Right now, care robots are essentially used to finish straightforward
undertakings, for example, assisting patients with getting up. An illustration of
this is Robier — a bear-molded robot created by the Japanese examination organi-
zation RIKEN and development organization Sumitomo Rico.

5.5.4 EXOSKELETONS

Global Data Research has discovered that the exoskeleton market is one of the
quickest developing areas in all mechanical technology. The exoskeleton utilizes
sensors mounted on the skin to recognize electrical signs in the patient’s body
and respond with movement in their joints. It intends to give actual restoration to
patients recuperating from lower appendage problems, such as stroke and spinal
rope wounds.

Figure 5.8 indicates insight concerning the extent of mechanical connection
with both the physical and virtual worlds. AI (machine learning) will give moment
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FIGURE 5.8 Flow of Al IoT with robotics in the real world.
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improvement to huge numbers of the weight’s medical service frameworks across.
As the world faces, others guarantee that Al is minimal relief rather than false and
will never replace human-transmitted cures. It isn’t easy to imagine how judgment
about silent practices, answers, and reactions, distinctions of actual evaluation,
especially perception and exploration, can be anything other than human.

It thinks about the scope of information sources (both dynamic control and
discernment driven) and shows numerous potential yields, activities, or jobs that
can happen. Function of Information Technology (IT) administrations, utilizing
such a thoughtful and important piece of the robot association biological system,
starts arising.

A robot may have an actual direct articulation that permits it to precisely work
and respond in reality. Yet, it can likewise work in virtual the world is at long
last utilizing data innovation as a type of arrangement real-world availability (for
example, conveying important data to distant spectators). A robot can likewise
have discernment. For instance, it can absorb this present reality. Information
sources make “applicable signifying” from them and work as indicated by their
programming and realized. It presents a gathering of slides that cover the accom-
panying themes: m-IOT, medical care IT, medication, versatile medical care,
Long-Term Evolution, and 4G wellbeing [33].

In the coming days, the interest in the improvement of IoT will be expanding
quickly. It will be important to give simple advancement devices that associate
the actual world to IoT-based organizations. Robotic studies, IoT, and the expan-
sions in wellbeing informatics are forecast to be the factors for healthcare systems
in the future [34—40]. Since IoT is another creating innovation, the apparatuses
for different arrangements in the IoT stage are not completely dependable grown
at this point. In such a manner, ROS gives appealing occasions to the IoT stage
for the foundation network. ROS has qualities like high deliberation level pulls in
specialists and logical associations to get to any equipment.

5.6 INTERNET OF HEALTHCARE

The vision of an IoHT world, in which we continuously collect patient data and
use it to improve health, is becoming a very real prospect in the near future.
Sensors may collect raw data in real time, all the time.

When IoHT data compare with the past data, individualized insights emerge,
allowing healthcare practitioners to become “more efficient, economical, and tar-
geted” in their care delivery. Data. There’s data everywhere. So, what’s next?
As previously said, data collected by sensors drive the IoHT, but how that data
is used and processed is crucial to translating it into actionable information in
real-world contexts.

While healthcare data analysis is pretty well developed, as evidenced by cost-
effectiveness and healthcare quality research, clinical or claims databases are used
frequently. A most large-scale study built on these datasets, from which analysts are
familiar. Due to the enormous number of potential data sources, the type of data
obtained, and it is gathered with the frequency, IoHT data is less well clear.
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The further data we collect, the more precise our analysis becomes, and the
better we comprehend a patient’s health. With enough data, it will eventually
forecast medical issues that may arise on a population level, with minimal human
interaction or research. While costs are still a barrier to widespread adoption of
this capacity, rising competition is bringing costs down and developing innovation.

5.6.1 SECURITY

In healthcare, IoT devices can collect data on a patient’s physical characteristics
and communicate it with doctors, nurses, and family members. The old method
of manually recording body characteristics and reporting them to doctors is
employed the majority of the time. Nurses gather this information for all patients
on a regular basis. Their valuable time is better spent caring for patients than
constantly documenting physiological metrics. The IoT-enabled health sector is
the answer to this problem.

Those who benefit from IoT technology can share information and connect
with smart devices among themselves. IoT delivers additional convenience
to doctors, nurses, and patients in the healthcare sector [41,42]. It becomes
much more economical for monitoring and diagnosing people with illnesses
while also lowering costs. In the healthcare system, there are several secu-
rity breaches and malicious assaults that are particularly vulnerable, such as
forgery and privacy leakage. Figure 5.9 explains the working architecture of
Internet of Healthcare.

The IoT collects physical objects and embedded technologies connected to the
Internet and includes machine learning, legitimate analytics, embedded devices,
and commodity sensors. IoT systems would generate a lot of data as the number
of sensors and linked devices grows (big data is the heart of machine learning).

Machine learning and the IoT are so intimately linked. NLP is becom-
ing increasingly significant in IoT as a critical component of machine learning
(especially healthcare). These have significant consequences for how businesses
grow their agile approach, plan their IT infrastructure, manage their data from the
point of origin to the end of consumption, and monitor their security and privacy.

In addition to embedded analytics, cognitive computing is an essential tool for
advancing the IoHT’s impact. Al, machine learning, and NLP are all used in cog-
nitive computing to ingest and analyze various forms of structured, unstructured,
and semi-structured data. Because of the variety of data acquired by sensors and
the need to make sense of it all, this is a vital component of the [oHT.

As a result of these obstacles and issues in security based on authentication
and communication, the situation has gotten worse. BC technology, which safely
enables data exchange, has recently become a crucial advancement in security.
Much current research could benefit from the inclusion of BC technology in the
health system. The fundamental goal of this technology is to successfully share
data between patients and other medical service providers based on features such
as authentication, immutability, decentralized storage, scalability, private BC,
and trustworthiness.
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FIGURE 5.9 Working of Internet of Healthcare.

5.6.2 ArpLICATION OF lOoT IN HEALTHCARE

The IoT has now become identified with technologies being integrated into vari-
ous businesses, particularly healthcare, which is seeing IoT developments in a
variety of domains. IoT is heavily used and invested in by companies that special-
ize in technology or healthcare. They give important data that helps health practi-
tioners make advances in their respective fields, from Wi-Fi or Bluetooth-enabled
X-ray machines to wearables like bio-sensors.

5.6.3 THe ADVANTAGES OF loT IN HEALTHCARE

The IoT in Healthcare From patients with chronic conditions on one end of the
scale to disease prevention on the other, the IoT plays a key role in a wide range
of healthcare applications. Here are a few examples of how it’s already deliver-
ing on its promise: some areas where IoT in Healthcare is used are cancer treat-
ment, diabetes management, treatment of asthma, and IoT in mental healthcare.
Figure 5.10 depicts the benefits of Healthcare in IoT.
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* Clinical Care: IoI-driven, noninvasive monitoring can monitor hospital-
ized patients whose physiological status necessitates particular attention
continuously. This system uses sensors to collect detailed data, then anal-
yses and stores the data using bridges and the cloud before sending the
studied digital signals to careers for additional evaluation and discussion.

* Remote Monitoring: Many people in the world could be suffering due
to the lack of readily available health monitoring. However, compact,
powerful wireless solutions connected through the IoT now allow moni-
toring to come to the patients rather than the other way around.

Despite being very functional and groundbreaking, the “Internet of Medical
Things” faces its own set of obstacles [43,44]. These difficulties include tech-
nological concerns as well as adjustment delay issues that must be addressed.
Security, functionality, risk, and regulation are the primary issues affecting vari-
ous businesses (including healthcare) that overlap through the use of IoT tech-
nologies [45-50].

5.7 CONCLUSION AND FUTURE SCOPE

Robots are everywhere, from science writing to the restricted clinic, where they
are moving medical care. Mechanical advancements look as though they are in
various zones that unswerving touch understanding consideration. They can be
cast-off to refine persistent places and working supplements, falling imperils for
patients and wellbeing staff. They work in a research lab to make representations
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and to enter, explore, and collect them. The automated workshop partner can pin-
point that holder and draw the blood with less distress and apprehension for the
patient. Robots likewise define and circulate drugs in pharmacological labs. IoT in
medical care improves routine; however, huge duties to recuperate quiet outcomes
and receipt a portion of the channel off wellbeing experts. Regular positions, for
example, far off patient nursing, lead development musings, and the instance of
antibodies are on the whole proficiencies of clinical strategies with coordinated IoT.
For the past decade, robotics has been one of the emerging, exciting, developing,
and imaginative fields of exploration among industrial scientists and universities.
It is exceptionally difficult to recognize robots from different machines; robots
can be characterized as machines equipped to perform various tasks with more
self-governance and freedom (LoF) than people. Today’s healthcare adminis-
trations and facilities become extremely unpredictable, incorporating countless
building blocks described by shared, dispersed, and heterogeneous devices,
devices, and data and communication technology. With the IoT method, robots
synchronize as one “thing” and establish links to different things on the Internet.
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6.1 INTRODUCTION

The demand for pharmaceuticals is anchored on demand for health itself, and
local pharmaceutical production has been a major concern at various interna-
tional platforms since the 1970s [38,43]. Some studies have also revealed that low
production capacity is one of the challenges that result in inadequate access to
medicines in East and Southern Africa [29]. According to the 2020 Zimbabwean
Heath Budget, capital expenditure allocation doubled between 2019 and 2020,
and the health budget constitutes about 32% of the annual budget of Zimbabwe.
These facts and the budget trajectory put the nation in a tight corner. The countries
(especially developing countries including Zimbabwe) therefore need to employ
various strategies to manage this expenditure/demand. Improving the manufactur-
ing process is among many such strategies. According to the Government Gazette
(dated 7th May 2021), approval was granted as a pharmaceutical strategy to boost
drug production from 30% to 60%. In addition to this, the Pharmaceutical sector
has been identified as a priority in National Development Strategy and Zimbabwe
National Industrial Development Policy [40—-43].

The pharmaceutical industry, among other functions, is responsible for trans-
forming raw materials into a pharmaceutical in an administrable form. Like any
other industry, the pharmaceutical industry has also gone through the different
stages of the industrial revolution, aiming to increase productivity and profit-
ability while bringing in the aspect of product affordability. The International
Society for Pharmaceutical Engineers (ISPE) brought the concept of Industry 4.0
to address the production challenges by proposing the replacement of batch pro-
cessing by CPM. Unlike the conventional pharmaceutical batch manufacturing
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system, CPM involves integrating the unit operations into a single continuous
production line that is operated through a centralised control platform, with
real-time process operational data collection, and subsequently applying the data
to control the line to achieve desired product quality efficiently [2].

This research aims to enhance the operational efficiency of local pharmaceuti-
cal manufacturing machinery through machine learning (ML) to achieve compet-
itiveness in both the local and regional markets by reducing labour and material
wastage and increasing product output quality of machinery. The research touches
on local industry background, standards, and manufacturing processes, and the
potential impact of artificial intelligence (AI) in manufacturing. The focus is also
on comparing the traditional manual and automated manufacturing methods in
both time and monetary terms. Potential benefits and some examples are also
provided where Al was applied.

6.2 BACKGROUND AND STATUS QUO OF THE
ZIMBABWEAN PHARMACEUTICAL INDUSTRY

The Zimbabwean pharmaceutical industry is made up of eight generic pharma-
ceutical manufacturing companies for finished human medicines. The pharma-
ceuticals market comprises imported medicines, donated medicines (imported),
and locally manufactured medicines. Figure 6.1 shows the statistics of the market
distribution for the year 2014 [3].

Zimbabwean export market for pharmaceuticals is insignificant despite the
Southern African Development Community providing a US$4.7 billion market

Medicines
gﬁ"& 2014
10% \

Source: UNIDO Analysis

FIGURE 6.1 Zimbabwean pharmaceutical market distribution for the year 2014.
(Reproduced from [3].)
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[3]. This is coherent with other reports that show a Zimbabwean economy a trade
deficit, whereby imports exceed the exports by at least US$4 billion [4]. The price
point indications for selected medicines showed that locally produced products
were uncompetitive [3].

In light of the little to no local production in the developing nations, WHO
recently launched the Local Production Programme, as a way to promote local
production of quality-assured medical products [5]. Some reasons for the low
market share of local products in [3] form the basis for this research work (local
manufacturers being ineligible and incapacitated to supply the donated drugs and
uncompetitive local product prices against imports).

6.2.1 THE MANUFACTURING PROCESS OF PHARMACEUTICALS IN ZIMBABWE

Since its inception, pharmaceuticals have always been manufactured using a
batch process [1]. The manufacturing process starts with weighing the raw mate-
rials. The starting materials undergo a series of manufacturing steps until the
finished packaged tablet is achieved. Each manufacturing step takes place on an
independent machine and in its manufacturing room (cubicle). The process flow
in Figure 6.2 shows the manufacturing process of tablets and their packaging into
the final consumer pack.

The majority of these machines are manually and individually operated.
Consequently, local manufacturers invest heavily in labour resources, high human
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FIGURE 6.2 Process flow for tablets manufacturing in Zimbabwe.
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intervention, and labour costs for permanently employed personnel. In manual
operations, efficiency also depends on the operator. There are no such challenges
in fully automated plants as the traceability and audit trails are inbuilt into the
machine’s operation software. The other challenge pertains to contamination of
the product from particles shed by humans as a natural growth process [1].

Although personnel protective equipment (PPE) is specified and top-level
hygiene is advocated for in pharmaceuticals manufacturing, one cannot be con-
fident that an operator will always follow procedure; hence there is some risk
of product contamination with manually semi-automated machines. A phar-
maceutical plant is also specially designed with a Heating, Ventilation and Air
Conditioning (HVAC) system to control the required manufacturing conditions
and minimise product cross-contamination.

6.3 PHARMACEUTICAL INDUSTRY EQUIPMENT,
PROCESSES, AND STANDARDS

There is more functioning in the pharmaceutical industry, albeit antiquated designed
products that require conventional manufacturing processes, hence the preva-
lence of batch manufacturing process. This section will focus on the traditional
equipment/methods and the current technological trends in the manufacturing of
pharmaceuticals. Hence, aspects of batch processing, Al, the merits and demerits
of each category, and product and process compliance are looked at more closely.

6.3.1 MANUFACTURING OF PHARMACEUTICALS

Figure 6.3 shows a typical conventional batch manufacturing process for tablets
and packaging into the final consumer pack.

Conventional manufacturing of pharmaceuticals has relatively low efficiencies
and capacity utilisation, high discard and reject levels, and a higher cost of qual-
ity [6]. Conventional batch processing requires an offline laboratory analysis of

Pharmaceutical Process]
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FIGURE 6.3 A typical conventional batch manufacturing process for tablets.
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product samples taken at predetermined intervals and different processing steps.
The sample collection and testing are mostly in-process and at the end of the
batch processing, a concept described as quality by testing (QbT) is also done
[7]. The sample’s offline test results are then used as feedback in controlling the
manufacturing process. The quality system includes process/method/equipment
validation, process control through Standard Operating Procedures (SOP) and
batch manufacturing instructions or recipes, and offline line testing of product
samples at the end of each batch. To support these quality systems, some compli-
ance infrastructures are indispensable, albeit their difficult economic sustenance.
As revealed in [6], while the compliance burden has been an enabler for deliver-
ing quality medicinal products to the patient, quality has increased to an average
of 20% of the total industry cost, which has negatively impacted pharmaceutical
manufacturing organisations. The conventional manufacturing paradigm is also
functioning sub-optimally as observed from metrics such as capacity utilisation
of about 15% or less, discards or reworks of about 5%—-10% and an average cycle
time of about 95 days [6]. The summarised list of issues with the current paradigm
warrants a shift in the pharmaceuticals manufacturing paradigm to one with a
smart inline monitoring and intelligent control system with the potential of qual-
ity enhancement, reduction in cycle time, and costs, among other benefits [8].

Since the pharmaceutical industry is highly regulated, its approach to manufac-
turing innovation is usually conservative. The introduction of new manufacturing
technologies is believed to delay approvals with the regulatory authorities and present
business challenges [9]. Other processing industries have fully embraced the fourth
industrial revolution, except for pharmaceutical manufacturing; it is still being estab-
lished whether this new industry paradigm’s ideas and principles are applicable in
the pharmaceutical industry. They require some level of customisation (ISPE, 2017).
However, there is a need to urgently introduce innovative technological solutions
to enable complex drug delivery systems [11]. GEA [12] asserts that organisations
should use smart manufacturing, a subset of Industry 4.0, to tap into its numerous
and beneficial capabilities, such as agile adaptation to a wide variety of conditions.

An Industry 4.0 (4IR) factory has its machines augmented with wireless con-
nectivity and sensors connected to a system that visualises the entire production
line and makes decentralised decisions on its own. Various physical and digital
technologies make up the 4IR, summarised as cyber physical systems’ connec-
tivity. Henstock [13] regard the industrial transformation purpose as to enhance
resource efficiency and productivity to increase the competitive power. The need
to control the spiralling costs and the increasing cognisance of the need to drive
patient centricity have led to adoption of the 4IR technologies in pharmaceuticals
[14]. The ISPE notes that 4IR should be adopted customised to support the indus-
try’s current quality and regulatory guidelines. The 4IR acts as an enabler of the
pharmaceutical quality requirements. The conventional manufacturing paradigm
employs the QbT system, a perspective whereby product quality is verified with
the approved specifications at the end of the manufacturing process. However,
this has proved to have a negative impact on pharmaceutical manufacturers.
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The recent trend in quality for pharmaceuticals is quality by design (QbD)
and process analytical technology (PAT). The USA’s Food and Drug Association
(FDA) has since initiated QbD and PAT to build quality into the product before its
inception [15]. Unlike QbT, QbD is a modern approach to pharmaceutical qual-
ity that ensures quality into a product by developing a thorough understanding of
the compatibility of the product to all the components and processes involved in
product manufacturing [16].

A tool kit ensures that quality is built into a product during manufacturing
PAT, which subsequently increases the operational efficiencies, capacity utilisa-
tion, and process understanding while decreasing operating expenses [6]. PAT
is defined as a system to design, analyse, and control pharmaceutical manufac-
turing processes by measuring and controlling critical process parameters and
quality attributes [6]. The FDA notes three main benefits of implementing PAT:
an increase in the understanding of process and products, improvement in the
control of pharmaceutical manufacturing process, and incorporation of quality
into the product at the design stage. Jolliffe et al. [17] asset that online monitoring
of the critical process and material parameters is necessary to control the process
better and improve its robustness.

Unlike the conventional pharmaceutical batch manufacturing system, CPM
integrates unit operations into a single continuous production line. A real-time
collection of process operational data such as critical material attribute (CMA)
and critical process parameter (CPP) is incorporated through PAT. The data is
subsequently applied to control the line with no human input intelligently to
achieve a product that meets the desired critical quality attributes (CQAs). Among
other benefits, CPM delivers tremendous improvement in process quality and
consistency due to unprecedented ability to maintain a state of control, low resi-
dence times, and no intermediate hold steps [9].

6.3.2 MACHINE LEARNING

As has been highlighted, CPM calls for machines to relieve humans from inten-
sive physical work, offer intellectual capabilities, and even produce innovations
on their own [18]. Limaye et al. [19] assert that real-time process control is highly
desired for efficient QbD-based pharmaceutical manufacturing. In their research
on the implementation of control systems in the CPM pilot plant (powder to tab-
let), the authors in [19] carried out a study on advanced model predictive control
(MPC) systems, online prediction tools, PAT, and data management tools, among
other various tools.

Lin [20] came up with a sketch (Figure 6.4) to show ML’s relationship with
different disciplines of knowledge. It concluded that “a computer program learns
from experience to some class of tasks and performance measure”. The perfor-
mance tasks improve with experience. There are various learning techniques for
ML.: supervised learning, unsupervised learning, semi-supervised learning, and
reinforcement learning [20].
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FIGURE 6.4 Relationship between machine learning and other disciplines of knowl-
edge. (Reproduced from Ref. [20].)

FIGURE 6.5 An intelligent manufacturing system. (Reproduced from Ref. [22].)

6.3.3 RoLe oF Al IN PHARMACEUTICALS INDUSTRY

Al contributes to business value drivers such as speed to market, responsive-
ness, resource productivity, efficiency, customisation, and business model inno-
vation [21].

Figure 6.5 shows the components of an intelligent manufacturing system
where Industry 4.0 components such as Al and cloud computing (CC) are utilised
to make the system intelligent. Industry 4.0 touches on drug discovery, process
control, and quality assurance (QA) in line with the pharmaceutical industry.
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6.3.3.1 Al in Drug Discovery

AT has been discovered to be a transformational influence on drug development
that can positively impact the system and lead to an annual US$100 billion mar-
ket. In most cases, what is mostly referred to as Al in the pharmaceutical industry
is ML. ML is applied to various drug development areas from disease identifica-
tion, diagnosis, drug research and manufacturing trials, clinical trials, epidemic
outbreak prediction, among other functions [23].

In the preclinical phase, where drug effect and processing are examined, alter-
nate drug formulations are developed to create a drug with the requisite proper-
ties. A pharmaceutical drug formulation is determined by the ingredients’ type,
quantity, and processing conditions. In the past, formulators would use statistical
techniques in modelling formulations, and they had to rely on response surfaces
to provide an optimisation mechanism. However, this would be misleading at
times for complex formulations [24]. Al has since provided a better alternative to
formulation generation of pharmaceuticals, such as the use of neural networks,
fuzzy logic to assist model formulations.

Clinical development is another critical and potentially lengthy process of drug
development. The drug efficacy, as well as the corresponding toxicity and safety
levels, is evaluated. Clinical trials are conducted using humans after the drug
toxicity has been determined. Patient selection for clinical trials design and opti-
misation can now be made more efficiently through ML and Natural Language
Processing. Internet of things (IoT) and CC enable smart sensors to transmit over
the internet and into the pharmaceutical company’s cloud as well as provision of
real-time data of patients during clinical trials [25]. The large volumes of data
generated (big data, BD) are then analysed using ML algorithms to optimise the
formulation.

Pharmaceutical companies are also using ML in pharmacovigilance, where
adverse event processing or gathering regulatory intelligence is done with real-
world data such as claims and electronic health data [23]. The otherwise time-
consuming activities are significantly reduced, and a subsequent overall speed
reduction to market the developed drug is realised. It is important to note that Al
has enhanced operational efficiency in pharmaceutical research and development
exercises by developing optimum dose determination, optimum processing, and
reducing development costs and, most importantly, time. Speed to market is one of
the key business value drivers and using the Al, one can achieve such [21].

6.3.3.2 Al in Process Control and Quality Assurance
Regarding control and QA, issues with intelligent planning, smart scheduling,
smart control, and smart quality management are critical components of the
Industry 4.0 concept. The concept touches on efficiency, profitability, compliance,
quality, and the final product consumer, which is the patient.

Intelligent planning involves determining the optimal configuration of man-
ufacturing resources and execution of resources through intelligent optimisa-
tion algorithms, which are the basics of ML. The resulting process plan will be
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ensuring efficient resource utilisation and, most importantly, minimise possible
cross-contamination of products while ensuring compliance to all the applicable
regulatory guidelines [5]. Other evolutionary approaches such as genetic algo-
rithms (GA), artificial neural networks (ANN), and particle swarm optimisation
(PSO) have been implemented to enhance the Al capabilities of computer-aided
process planning systems for delivery of more efficient systems [26].

A large volume of data is generated from customer orders, manufacturing
resource status, production capacities, supply chain data, sales data and inventory
data, and regulatory guidelines in smart manufacturing. Data analytics (DA) and
ML capabilities in enterprise resource planning (ERP) software can thus intel-
ligently produce an optimised production schedule [26]. The smart schedule also
considers materials distribution. With actual production progress and various
onsite urgency requirements, the suitable material is delivered to the right pro-
cessing station at the right time.

A smart manufacturing control system has got Al It includes actuators,
process sensors, data processing equipment, equipment connectivity, and algo-
rithms to relate process variables (CPP and CMA) to CQAs. With the advance-
ment in the application of Al in technologies such as PAT, inline measurements
are now possible and these enable optimised control of the production process.
By integrating the cyber knowledge ontology with the distributed yet collabora-
tive physical equipment, an intelligent manufacturing control system (iMCS)
can independently learn from DA and then adapt to the manufacturing system’s
conditions [27]. PATs, which are process analysers, are the main source of data
in an iMCS of a pharmaceutical production line as they continuously measure
the CPP, CMA, and product CQA. PAT’s various Al approaches are enablers for
an iMCS. The approaches provide typical features such as learning, reasoning,
and acting. The key technologies to enhance the integration of PAT with the
control system include IoT, CC, big data analytics (BDA), and Information and
Communication Technologies. The adoption of IoT has enabled the implemen-
tation of PAT in the pharmaceutical industry and subsequent continuous manu-
facturing. Various IoT technologies have made this possible, and today we have
smart sensors to communicate [28]. An integral part of the PAT, Near Infrared
Spectroscopy (NIR) sensors have been equipped with smart capabilities to
communicate the data they generate from CPP process measurement. Thus, IoT
enables intelligent running of a manufacturing line, as the ontology and knowl-
edge inference that has replaced the traditional logic controllers in iMacs can
autonomously respond to the conditions after receiving the sensed data through
IoT mechanisms [27]. CC could enhance the computational services of the data
through a virtualised production process; however, challenges such as cyber
security, data management, and availability may cripple the production control
system [28]. However, this has enabled contamination-free processing of phar-
maceuticals as the production line is controlled “off site” without any human
being’s physical presence. Advanced DA are critical for uncovering hidden pat-
terns and unknown correlations and research in academia and industry showed
that one could achieve up to 15%-20% increase on return on investment [28].
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BD and ML are indispensable in monitoring, controlling, and optimisation of
industrial processes.

BD and ML are used in multivariate statistical process monitoring and soft
sensing during manufacturing process’ automatic control. In CPM, there is no
offline sample testing, and it implies that every CMA and CQA has to be mea-
sured in line. Yet, some chemical and physical properties are currently impossible
to measure. This has led to an intelligent sensing technology (feature learning
soft sensing) where easy-to-measure process variables are used to estimate and
predict the hard-to-measure variables. Representation learning is also being used.
In this case, probabilistic slow feature analysis is used to induce slowly varying
features based on which a simple least squares regression model is built [18].
Unlike the traditional dynamic partial least squares, the slowly varying features
represent underlying process variations well, and some tend to be highly corre-
lated to quality indices. Thus, ML’s advancement and application to manufactur-
ing process control have significantly enabled real-time monitoring and product
release in a more efficient continuous manufacturing paradigm.

In line with quality management, the ICH Q10 document details how a phar-
maceutical company can develop and use effective monitoring and control sys-
tems for process performance and product quality to assure process capability
and continued suitability. Quds and PAT, the main pillars for fourth-generation
pharmaceutical QA have been enabled through Al

6.3.4 THe ApopTiON OF Al, wiTH EMPHASIS ON ML IN THE FIRsT
WORLD TO IMPROVE PHARMACEUTICAL MANUFACTURING

Pharmaceutical manufacturing starts with developing the drug itself, and Al
adoption has led to tremendous achievements in the first world. With the avail-
ability of big biological and medical data in this present day and advanced ML
algorithms, the automated design of drugs is becoming a reality [30]. ML tech-
niques are being used to automate the highly dimensional noisy biological data
analysis to success, for example, in drug candidate identification via molecule
docking, predicting, and preselect interesting drug—target interactions for further
research [30]. Generative Adversarial Networks (GAN) have been used to gener-
ate DNA sequences matching specific DNA motifs in protein designs. ML has
been applied to Adaptive Clinical Trials (ACT) in terms of drug testing. ML
algorithms have been implemented successfully in predicting toxicity, and one
good example of such is the DeepTrox algorithm [31]. Several other Al-based
computational tools for drug discovery have been developed.

ML and other AI technologies have necessitated CPM implementation as it
enables the key concepts of CPM, which are QbD and PAT. QbD and PAT are
keys to pharmaceutical manufacturing as they assure the efficacy and overall
quality of medicines. QbD ensures quality is built into the product during the
design and processing of materials, while PAT introduces the idea of real-time
process control and real-time QA [11]. Besides efficiency and quality, CPM is an
agile and flexible manufacturing technology that delivers more consistent and
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reliable tablet production with reduced use and loss of raw materials, less stop-
page times, and minimum labour or manual intervention.

6.3.4.1 Drug Development

Supervised, unsupervised, and reinforcement learning have all been applied in
drug development. The deepDR approach uses an Auto-Encoder (AE) to gener-
ate informative features from heterogeneous drug data. However, the authors in
[30] note that careful training and regularisation of neural networks in DL must
be taken to ensure the learned features’ relevance. This has led to the first world
opting for semi-automated drug discovery to reduce the drugs’ time and develop-
ment costs.

Their research [23] observed that 70% of their respondents reported using Al
in some way, especially inpatient selection and recruitment for clinical trial stud-
ies. It was also noted that some challenges were present in the use of Al such as
staff skills which were about 55%, data structure, 52%, and budget constraints which
were around 49%. However, several pharmaceutical companies have since invested
in Al-based R&D programs and have partnered with Al organisations. Takeda
Pharmaceuticals (one of the largest pharmaceutical companies in the world), in
collaboration with Recursion Pharmaceuticals (an Al and ML company), recently
announced their achievement of identifying novel preclinical compounds for rare
diseases [31]. Some other high-profile pharmaceutical companies have partners esti-
mated to be worth USD100 million to reap the competitive advantages of AI [13].

6.3.4.2 Manufacturing Control and QA

Unlike the conventional V-type blenders, in continuous manufacturing, tubu-
lar blenders are typically used. Tubular blenders are horizontal cylinders with a
bladed shaft that rotates along its central axis (impeller). The formulation compo-
nents are fed from one end and the impeller-induced axial and radial movements
of particles along with the cylinder to the other end determine the blending effec-
tiveness. Limaye et al. [19] developed a framework for implementing the control
system in a CPM process. The active pharmaceutical ingredient (API) is effec-
tively controlled during blending, using an advanced predictive model (MPC) and
NIR sensor. Figure 6.6 shows a typical GUI for closed-loop operation of CPM.

The API concentration was measured at the end of the blender using a micro-
NIR sensor. A partial least squares (PLS) model was developed in UnscramblerX,
to predict NIR, and the unscrambler process pulse and a prediction engine
(OLUPX) were used for real-time NIR prediction [19]. The blended powder can
either be compressed directly or the blend is first granulated and dried in most
cases. The coating may be done on the tablets in a continuous coating machine
before packing.

The real-time monitoring and advanced computational control pave the way for
real-time product QA, namely real-time release (RTR) of pharmaceuticals [33].
In pharmaceuticals packaging, say packing tablets into blisters, image process-
ing and optical defect-recognition have been employed successfully to detect any
unfilled or erroneously filled blister pack. Machine algorithms like convolutional
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FIGURE 6.6 Graphical user interface for closed-loop operation of CPM. (Adapted
from [19].)

neural networks are increasingly used for classification tasks in QA [34]. ML
algorithms have offered “validating” mechanisms for real-time monitoring in
CPM through soft sensors.

6.3.4.3 GEA (Belgium), a Pharmaceutical Equipment Manufacturer
Who has Applied Al and ML to Enable CPM

A leading pharmaceutical equipment manufacturer from Belgium, GEA has done
more to pioneer continuous manufacturing for the industry by applying Al and ML
in designing its fully integrated powder to tablet CPM solution, the ConsiGma.
The ConsiGma consumes less than 50% of the manufacturing facility’s space vol-
ume than a conventional batch manufacturing line would take. Not only does this
benefit the factory’s footprint, but it does positively impact the overall operation
costs as the HVAC energy consumption are reduced. Adopting Al and ML has
seen neuro-fuzzy air quality evaluations yielding energy efficient HVAC designs
for intelligent buildings such as a smart factory for pharmaceuticals manufactur-
ing [35].

In their techno-economic feasibility studies of manufacturing Ibuprofen with
the Al-enabled CPM, the authors in [35] observed positive cost savings in CapEx
and OpEx. The CPM of Ibuprofen and its alternative drug, Artemisinin, showed a
great total cost reduction of between 53% and 71%, 27% and 52.6%, respectively.
Hence, CPM effectively reduces the costs of producing pharmaceuticals, over and
above other benefits such as enhanced quality and response time to supply. Some
statistics show that 82% of the companies who have adopted Al in manufactur-
ing technologies have experienced increased efficiency and 45% experienced
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increased customer satisfaction [37]. Several first-world companies have adopted
Al and ML to improve their operations.

6.4 METHODS AND MATERIALS

The case study method was used for this study; it is an inductive research tech-
nique. The evidence collected from the case is systematically analysed to allow
patterns and concepts to emerge. These patterns and concepts were then used to
expand existing theories and build new ones [37]. In this instance, the case was
based on PharmaCo (PVT) LTD, a leading local pharmaceutical manufactur-
ing company, and it was the purpose of this research to ascertain whether ML
can indeed improve the operational efficiency of the local manufacturing lines
and subsequently reduce production costs while enhancing product quality and
regulatory compliance. The purpose of this research is to gain concrete and con-
textual in-depth knowledge on a specific real-world matter, which is the adoption
of ML and Al as a whole into the pharmaceutical industry to realise enhanced
operational efficiencies. Therefore, this section touches on all associated aspects
ranging from data collection and processing methods/tools and programming.

6.4.1 DATA COLLECTION

Both quantitative and qualitative data had to be collected. Quantitative data
facilitated the systematic description of ML adoption’s impact, and it helped
validate the research as it generated reproducible knowledge. The quantitative
data collected for the research included the capital expenditure of implementing
ML in the local manufacturing industry and its effects on production costs. The
local manufacturing industry quantitative data included current status quo; the
processing times, product output, product changeover times, and maintenance
data. Qualitative data collected facilitated creating a comprehensive technology
transfer plan, especially on issues of change management. Quantitative data was
mostly through primary sources (structured interviews and questionnaires) to the
equipment manufacturers that yielded ML technologies/machinery specifications
and cost data.

6.4.2 PROGRAMMING

The data was split into training and testing sets, and the algorithm was validated.
Manual validation of the model was done through mathematical calculations, and
the model was found to be robust. To simulate the effect of ML, as a way of treat-
ing the sample, an algorithm was developed and used to evaluate the impact of
ML on a tablet-making machine. Impact simulations of ML capabilities built into
a tablet compression machine were evaluated. A ML algorithm was developed
using Python language. The selection of python among other languages and pack-
ages was based on its higher productivity and its simplified programming syntax,
code readability, and English-like commands.
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6.4.3 OBSERVATIONS AND INTERVIEWS

Critical data for programming a ML algorithm was recorded during observation
of the production process and interviewing the operators. It was noted that tablet
weight was affected mainly by the flow of tablet powder from the hopper down
into the turret and the speed at which the tablets were compressed (turret speed).
Product manufacturing parameters and costing data were noted through observa-
tion (both as a participant and as a non-participant) at the case site (PharmaCo).
This was done during the company audit for the selected case. Secondary data
sources were explored. During the PharmCo audit, the focus was on manufac-
turing equipment, processes and facility layout, product manufacturing process
details, product costing models, and sales records.

6.4.4 StanisticaL TooLs

It was established a linear relationship between the powder flow rate and machine
speed and tablet weight. Hence, the ML algorithm utilised the model, and a lin-
ear regression algorithm was used to predict tablet weight [39]. The percentage
deviation was then used to predict the adjusted speed, resulting in the achieved
target product weight. The R square values of the model (machine algorithm)
were obtained through regression analysis.

6.4.5 DATA AVAILABILITY STATEMENT

The data used to support the findings of this study are included within the supple-
mentary information files.

6.5 RESULTS AND DISCUSSION

This section is composed of the results obtained from different respondents and
observations and covers the key issues in the manufacturing process of Ibuprofen
(taken as a typical drug example). An analysis of the results is also done and rep-
resented in various formats for quick analysis. In the manufacturing simulation
process, various scenarios were considered and behavioural changes were noted.
The results were then discussed accordingly.

6.5.1 INTERVIEW WITH THE MANAGING DIRECTOR

The interview’s main purpose was to understand the top management’s perspec-
tive and buy in to adopt ML as this is critical in developing a technology transfer
plan or roadmap. The MD’s responses showed that he is keen on reducing produc-
tion costs as much as possible. The requirement for strict adherence to product
specifications shows the need for optimised manufacturing. This research aims
to reduce labour costs by 50%, reducing the total production costs significantly.
The drop in costs and product selling costs will enable the organisation to fight
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FIGURE 6.7 Production manager responses.

off competition from imported products. That will increase the market share,
something that the Managing Director is looking forward to and eager to invest
for, as they say, numbers do not lie. The take-home point from the MD’s engage-
ment is that he is willing to invest should the ML approach increase his market
share and this is a bonus for the ease of adopting the local industry approach, as
shown in Figure 6.7.

6.5.2 QUESTIONNAIRE TO THE PRODUCTION MANAGER

The responses by the Production Manager were shown in Figure 6.7.
Key:

Q1: What are you KPIs related to operational efficiency?

Q2: From our initial discussions, what do you understand about ML?

Q3: How would you rate the level of Al adoption in your factory? What
about ML? Describe your least and best adoption instances. Describe
your least and best adoption instances.

Q4: What benefits are you getting from ML capable machines?

Q5: What challenges are you facing with this level of ML?

Q6: Would you need more ML capable machines? What benefits will you
be expecting?

Discuss areas like labour, product output, material usage, and quality
of the product.

QT7: If the tablet manufacturing line were ML-capable, what features do you
deem critical to your operations?

The Production Manager responded to the questionnaire as indicated in Figure 6.7.
Each question was weighted, and a score was given for each response to quantify
the need for the adoption of ML and evaluate the industry’s readiness. A high
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score of 93% (average) shows that ML is a solution to the local pharmaceutical
industry’s productivity. The discussion shows that the key areas to be addressed in
tablet manufacturing are reducing labour cost and improving tablet weight varia-
tions and material usage. This is in tandem with the MD’s vision of reduced pro-
duction costs to boost sales and expand market share.

6.5.3 INTERVIEWS WITH OPERATORS

Operators from the tablet manufacturing section were interviewed last. These
were oral interviews and were conducted while observing the manufacturing of
tablets. During the interview, the operators highlighted three significant chal-
lenges: significant tablet weight variation in the acceptable range and the absence
of possible settings to adjust the machine to produce tablets with constant weight.
Operationally, it was also noted that it takes an average of about 40 minutes in set-
ting the machine before it can be run continuously. Adjusting the machine speed
is a challenge since tablet weight will vary depending on the flow rate. Material
and product wastage was another concern and drawback that was also highlighted.
Some key issues observed/emanated from the interview with operators touched
on issues with having a machine/system capable of keeping a record of the best
operating speed for each product to increase efficiency. Therefore, it was vital
that the proposed solution of adopting ML was to address these issues. It was also
observed that all plant operators showed an appreciation of automation, which
made it easier for them to understand Al basics. Eighty percent of the operators
welcomed the idea of implementing ML on the machines. About 90% of them
are either studying towards an electronics diploma or have already attained one,
so introducing ML and AI would enable them to use what they have learned and
enhance their careers. In this regard, it was noted that the adoption of ML in
pharmaceutical manufacturing would be seamless and as such it is a possibility
that an ML approach to improving pharmaceutical machinery can be a success.

6.5.4 MANUFACTURING PROCESS OVERVIEW OF IBUPROFEN 400 MG
TABLETS AND REVIEW OF THE BATCH MANUFACTURING RECORD

Ibuprofen is a pain remedy, listed as a critical drug by the WHO. It is also one of
the drugs with significantly higher production costs and subsequently costs more
than the imported one, hence selecting the case study. The manufacturing process
starts with dispensing the starting materials, which is weighing the raw materials.
The starting materials undergo a series of manufacturing steps until the finished
packaged tablet is achieved. Each manufacturing step takes place on an indepen-
dent machine located in a manufacturing cubicle (discrete operation units). It can
then be deduced from the process description that there are significant inventory
build-ups from the process. A slight mistake in production planning may com-
promise the intermediaries hold times, which negatively affects the final product
quality. From the process review, it is apparent that the ML approach will indeed
improve operational efficiency.
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6.5.4.1 Product Costing Review

For confidential sake, the product costing was expressed as a percentage rather
than actual figures. The organisation uses the absorption costing model, as
shown in Figure 6.8. The costing data shows that the top three cost drivers for
the production of Ibuprofen 400 mg tablets are raw materials, labour, and quality
control/regulatory costs. This is in tandem with the observations from the MD
and Production Manager’s interviews. It follows that a reduction in product cost
will mainly reduce the cost of these three costs.

6.5.4.2 A Machine Learning Algorithm for Tablet Weight
Control on a Tablet Compression Machine

An algorithm was developed using Python programing language. The ML
algorithm utilised the linear relationship between product properties, machine
parameters, and the product output. Figure 6.10 shows the relationship. The mea-
sured product flow rate was the CMA input into the programme. In contrast, the
machine speed will be the CPP, and tablet weight the CQA of the product, as
shown in Figure 6.9.

In the programme simulation, a product recipe file was created and acted as
the training and testing data set for that specific product, in this case, Ibuprofen
400 mg tablets. The machine algorithm was successfully trained and tested. The
R squared value for the model was about 0.999, which is satisfactory. Varying
the flow rate between the intent and negative and positive deviations yielded the
expected adjustment in machine speed and subsequently constant tablet weight.
Figure 6.10 shows the set parameters for Ibuprofen 400 mg tablets, with a target
weight of 15 g, a target flow rate of Sm/s, and a target machine speed of 15m/s.

Scenario 1: When the measured flow rate is equal to the intent.

From the code and output (Figures 6.10 and 6.11), when the measured flow
rate (FLOW =5) matched the intent, the program returned the target speed of
60 RPM, and it displayed the details as shown in the output panel (MACHINE
SPEED STATUS). The predicted weight, therefore, matched the intent of 15g.
This is the desired control criteria for tablet weight.
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Results are shown in Figure 6.11.
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FIGURE 6.13 Scenario 2: When the measured flow rate is less to the intent.

Scenario 2: When the measured flow rate is less to the intent.

From the code and output (Figures 6.12 and 6.13), when the measured flow
rate (FLOW =4.65) is less than the intent, the program predicted weight is 12.2 g.
Based on the product’s previous training and testing data, the algorithm had to
predict an adjusted speed to compensate for the low flow rate, which is lesser than
the target speed in this case. The returned speed of 49 RPM led to a final pre-
dicted tablet weight of 15 g. This is the desired control criteria for tablet weight.

Scenario 3: When the measured flow rate is higher than the intent.

From the code and output (Figures 6.14 and 6.15), when the measured flow rate
(FLOW =5.35) is greater than the intent, the program predicted a weight of 17.8 g.
Based on the product’s previous training and testing data, the algorithm had to
predict an adjusted speed to compensate for the low flow rate, which is greater
than the target speed in this case. The returned speed of 71 RPM led to a final pre-
dicted tablet weight of 15 g. This is the desired control criteria for tablet weight.
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Results

Scenario 4: When the measured flow rate is out of the acceptable product flow rate.

From the code and output (Figures 6.16 and 6.17), when the measured flow rate
(FLOW =4.1) is out of the acceptable range of 4.65-5.35, the program predicted
a weight of 7 g specification.

Such out-of-range flow rate data show a significant deviation in powder CMA
or machine failure such as clogging of the powder feed path; hence, operations
must be stopped. In this case, the algorithm returned an error code and stopped
production for the operator to attend to the problem. This is the desired control
criteria for tablet weight as shown in Figure 6.16.

6.5.5 IMPACT OF MACHINE LEARNING ALGORITHM
APPLICATION ON A TABLETTING MACHINE

The impact of these benefits on the product price is represented graphically, as in
Figure 6.18.
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flow rate.

Adopting a ML capability such as the one discussed in this research would
cost about US$735.

6.6 CONCLUSIONS AND RECOMMENDATIONS

6.6.1 CONCLUSIONS

ML algorithm proved to be sufficient in controlling a tablet-making machine. As
noted in the results, when varying flow rate, data was introduced for predicting
corresponding machine speed to give tablets matching the intent weight, with
at least 99.8% confidence, as calculated from the linear model. Other than the
enhanced quality benefits, the ML algorithm enabled a remarkable reduction of
labour by 50%, material waste by up to 4% (about 80% of initial waste), and set up
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FIGURE 6.18 Effect of ML adoption on product pricing.

time by 13%. Adopting ML thus enables a reduction of total production costs by
up to 19%, which translates to a 19% reduction in the price of the locally manu-
factured tablets. Using the Ibuprofen 400 mg tablets (which were 10% pricier than
the imported ones) as an example, it can be concluded that ML can improve phar-
maceutical machinery and make the local industry competitive enough to expand
their market share locally and regionally. Ordinarily, by varying levels of ML
adoption and managing the costs of ML implementation, a break-even point could
be achieved, with a minimum level of ML adoption in the local industry that
would realise at least a 10% reduction in production cost while at the same time
enhancing the quality and regulatory compliance. The positive attitude that repre-
sentatives from PharmaCo showed on the introduction of ML makes the technol-
ogy transfer seamless; with little to no resistance from both the operators (who
stand to benefit career-wise) and top management (which will eventually realise
increased profits for the organisation). Results were processed and analysed using
various statistical tools and inductive conclusions made. A technology transfer
plan was developed for PharmaCo and can also be adopted by other local phar-
maceutical manufacturing companies. Adopting a ML capability such as the one
discussed in this research would cost about US$735. It is also worth noting that
the research came as a solution for a problem highlighted by the Pharmaceutical
Working Group (PWG). The local manufacturing had an operational efficiency
issue in their production machines.

6.6.2 RECOMMENDATIONS

It was noted that in-process intermediaries significantly impacted the prod-
uct throughput negatively. While the solution can be adopted for the tabletting
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machine only, it is also recommended to adopt ML technology on a whole tablet
manufacturing line, from materials weighing up to packing, to realise the full
potential of the technology.
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7.1 INTRODUCTION

Blood pressure (BP) is a representative parameter of our overall health and one
of the best predictors for illness. Over the world, the high BP is a cause of 7.5
million deaths, which are approximately 12.8% of the overall [1]. High BP or
hypertension progresses the major hazard for coronary heart diseases, transient
ischemic attack (TIA), dementia (brain disease), kidney damage (nephropathy),
hemorrhagic stroke as well as several types of chronic diseases [2]. The low BP or
hypotension puts a greater risk of serious health conditions such as unsteadiness,
dizziness, fainting and others. For adequate control of BP, a continuous health
monitoring system is desired for medical professionals. The proposed study aims
to estimate systolic blood pressure (SBP) and diastolic blood pressure (DBP) from
the biometric parameters, i.e., body mass index (BMI), heart rate (HR) as well as
age for early detection and diagnosis. Overall, the developed model facilitates the
growth of point-of-care (POC) applications.
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The remaining paper is described in a subsequent way. A literature survey is
presented in Section 7.2 related to the area of BP studies. In Section 7.3, a model
has been developed for estimating SBP and DBP using some biometric factors.
The correlations of these parameters with BP are also represented through statis-
tical analysis. Error estimation is computed and the result is validated using #-test
in Section 7.4. Finally, a Smartphone application has been developed for predict-
ing SBP and DBP values. The concluding remarks are in Section 7.5.

7.2 LITERATURE REVIEW

Several research articles have shown non-invasive techniques for predicting BP
and the effect of high BP. In [3], the authors propose that the overweight can
increase the chance of BP and the association between BMI and BP is analyzed
using multivariate linear regression analysis. The relationship between BP and
BMI is reported for low BMI populations and multivariate regression modeling
has been used to examine gender-related differences in the relationship [4]. A
comparative study on artificial neural network (ANN) and multiple linear regres-
sion (MLR) has been described for continuous estimation of BP using some bio-
metric parameters and pulse transit time (PTT) [5]. The age-related effect on BP
is characterized in both normal and untreated high BP subjects [6,7]. Moreover, a
continuous and cuffless BP screening method is also presented based on ECG and
PPG signals [8,9]. In [10], the authors propose an accelerometer-based method
(without using any dedicated external sensors) to display the BP on a tablet touch-
screen. A Doppler Ultrasound based BP estimation is also proposed to provide a
non-invasive and non-occlusive BP estimation method [11]. Moreover, the deep
neural network-based BP estimation model is also proposed based on artificial
feature vectors [12]. Some open-source fingerprint-based Android application is
also available for monitoring BP. However, the BP application may display an
inaccurate reading that can complicate our health or give a false sense of security
[13]. To make a difference, this study introduces a Smartphone-based applica-
tion that can collect health parameters, process and predict BP. Furthermore, the
impact of age-adjusted BMI on BP is also extensively reported. The advantages
of the proposed approach are lower computational complexity with respect to the
small training sample and cuffless estimation of BP can enable the POC system.

7.3 PROPOSED METHOD

The block diagram of the proposed approach is shown in Figure 7.1 to describe
the entire process from data collection to prediction of BP.

7.3.1 DAtA COLLECTION

To conduct this experiment, BP, HR, age, height and weight are collected from
the subjects. Subjects are apparently healthy, have no critical clinical condition at
that age and are free from chronic diseases. A trained person has taken the BP
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FIGURE 7.1 Block diagram of the proposed method.

while patients are resting supine and it is measured from the auscultation of sys-
tolic and diastolic Korotkoff’s sound. On the left hand of the Brachial artery, the
BP measurement cuff is tried to occlude the artery. BP has been measured using
the Rossmax GB102 Aneroid Blood Pressure monitoring device with the help of
experienced professionals. BMI is calculated from the ratio of body weight in kg
and square value of body height in meters.

The experimental study has been conducted on 156 volunteers aged between 21
and 80 years. The mean and standard deviation (SD) for all obtained parameters are
found to be 124.27+13.86 mmHg for SBP, 76.1 +8.37 mmHg for DBP, 43.60+18.11
for age, 73.12+7.67 bpm for HR and 24.944.35 kg/m? for BMI. Patients with BP
greater than 140/90mmHg are considered as hypertensive, prehypertension as
120-140/80-90 mmHg and normal is defined as below 120/80 mmHg.

7.3.2 MobDEL

The different Machine Learning-based regression model has been examined
based on the training data to obtain the best performance. The linear regres-
sion model with 10-fold cross-validation has been selected while the input values
are considered as BMI, HR and age. The WEKA Machine Learning toolbox is
employed for the proposed model [14]. The model has been trained and saved for
predicting BP values for unknown subjects.

In addition, a statistical analysis is performed to determine the input variables
as an appropriate predictor [15]. The relationship between all variables is deter-
mined using Pearson’s correlation while the significance level P <0.05. There is
a moderate degree of correlation exists between all these independent variables
with BP. The correlation values are found to be as follows (shown in Figure 7.2):
SBP and BMI (r=0.43, P <0.0001), DBP and BMI (»=0.35, P <0.0001), SBP and
HR (r=0.3, P<0.0001), DBP and HR (r=0.44, P <0.001), SBP and age (r=0.47,
P <0.0001) and DBP and age (r=0.17, P <0.0001).

The multivariate linear regression model is used for the evaluation of the inde-
pendent effect of age, BMI and HR on the output variables of SBP and DBP. The
MLR model is chosen as it is the simplest one and the results obtained using
this model justify its selection [16]. The residuals (difference between the actual
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FIGURE 7.2 Correlation plot. (a) SBP versus BMI, (b) DBP versus BMI, (c) SBP versus
HR, (d) DBP versus HR, (e) SBP versus age and (f) DBP versus age.

and predicted value) obtained from this model are independent and are not influ-
enced by the previous observations. The residuals are normally distributed and
the residual normality plot depicts nearly a straight line. The assumptions prove
that the linear regression model can be adapted to describe this data set. The
correlation coefficient and probability of relationship between BP and biometric
parameters are calculated using the SPSS (statistical package for social science)
software. The predicted BP values based on the training data are expressed in
equations 7.1 and 7.2.

Predicted SBP =0, +0y-BMI+0,-HR +05-Age,
(7.1
where o =54.77,04 =1.05,0, =0.41,05 =0.31
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Predicted DBP =3, +3;-BMI + B,-HR + B;-Age,
(72)
where B, =33.06,8;, =0.43,8, =0.40,B; =0.059

7.3.3 ANDROID APPLICATION

An Android application has been developed using the linear regression-based
classifier to predict the SBP and DBP from the user input. The coefficient values
are obtained from pretrained model and used for BP estimation. A JAVA platform
has been considered for the proposed design and the application is implemented
on Moto E (Motorola, Inc.) Smartphone running an Android operating system
(KitKat, Google, Inc.) [17].

7.4 RESULT AND DISCUSSIONS

The measurements of 156 subjects are sequentially separated into 106 subjects
for training and 50 subjects as an unknown testing set. The BP prediction accu-
racy of 50 testing subjects is shown in Table 7.1. The performance is observed by
measuring mean error (ME), mean absolute error (MAE) and standard deviation
of error (SDE) and root mean squared error (RMSE). According to the criteria of
Advancement of Medical Instrumentation (AAMI), ME and SDE values of the
testing subjects must be below 5 and 8 mmHg, respectively [18]. In Table 7.1, ME
values of the proposed approach are lower than the acceptable limit of the AAMI
standard. For the SDE criteria, the DBP value is within the margin and SBP is out
of acceptable limit based on the acquired dataset.

Table 7.2 also represents an accuracy regarding the criteria of the British
Hypertension Society (BHS) standard [19]. The three different thresholds, i.e.,
error values less than 5, 10 and 15 mmHg, are considered to grade in the BHS
standard. Based on the BHS protocol, the proposed methodology for the acquired

TABLE 7.1
Error of Blood Pressure Prediction on Test Data

ME MAE SDE RMSE
SBP -15 9.36 11.5 11.49
DBP 1.94 4.9 6.48 6.7

TABLE 7.2

Cumulative Error Percentage for SBP and DBP Measurement
< 5mmHg <10mmHg < 15mmHg

SBP 39.74 69.23 85.25

DBP 57.69 81.4 93.6
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FIGURE 7.3 Bland-Altman plot for error values. (a) SBP differences are shown for the
averages of actual and reference values. (b) DBP differences are shown for the averages of
actual and reference values.

TABLE 7.3
Odd Ratio Prediction for SBP and DBP

Hypertension  Prehypertension

Overweight SBP 7.3 3.82
DBP 6.3 0.8
Underweight SBP 0.87 0.38
DBP NA 0.25
Normal Taken as reference

dataset can be considered as grade B for the estimation of DBP and grade C for
the estimation of SBP values.

A scatter diagram of a Bland—Altman plot is shown in Figure 7.3 to examine
the difference between the actual and predicted BP values. The y-axis indicates the
difference between measured and estimated BP while the x-axis shows the mean
value of these two techniques [20,21]. The Bland—Altman plot includes 95% confi-
dence interval for both the upper and lower limits of agreement using a dotted line.

It is evident from the Bland—Altman plot that there is a trend from the bias. The
error difference becomes wider with a magnitude of DBP measurement and the
proportional error is also increased for predicting high DBP values. In the case of
SBP, there is a moderate trend for the standard values and the absolute systematic
error is decreasing while predicting high SBP values. Additionally, the correlation
between the actual and predicted value is found to be 0.64 and 0.54 for SBP and
DBP, respectively.

According to this analysis, a significant positive correlation is found between
BMI and BP. An increase or decrease in BMI is significantly associated with the
change in both SBP and DBP. However, the exact effect of BMI on BP is still unclear.
Table 7.3 shows the odds ratio (OR) for predicting SBP and DBP values [22,23]. As
considered from SBP, the overweight people (BMI>25 kg/m?) are 7.3 times more
likely to have hypertension (SBP>140mmHg) and 3.82 times more likely to have
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prehypertension (SBP 120-140mmHg) than the normal BMI (18-25 kg/m?) cat-
egory people. DBP shows that the overweight persons are 6.3 times more likely to
have hypertension and it is less likely than the prehypertension people compared to
those of the normal BMI category. The underweight people (BMI<18 kg/m?) are
related to neither hypertension nor prehypertension. In an additional analysis, the
BMI has the strongest effect for people who are 60 years and above. OR for SBP is
found 11 for hypertension and 1.86 for prehypertension. For DBP measurement, the
OR is found to be 8 for the hypertension people. In particular, the aged patients with
an unusually high BMI show a progressive tendency towards hypertension.

Moreover, the two-tailed independent samples #-test is performed to observe
a statistically significant difference for every pair of BP measurements. In the
t-test, a significance level of 0.05 is taken for three parameters (BMI, HR and
age). The value of kurtosis and skewness is less than that of the acceptable value
to conduct the t-test [24]. Table 7.4 shows the obtained P-values for different pairs
of hypertension, prehypertension and normal person. It should be noted that the
small value of P defines a better separation among these three cases. The result
shows that apart from one instance (P-value of HR for hypertension—prehyper-
tension case), P-value of BMI, HR and age shows a separation of hypertension,
prehypertension and normal patients.

Finally, a Smartphone-based Android application has been implemented for
predicting the SBP and DBP values using the proposed linear regression model.
Figure 7.4 shows the Android application to predict BP based on user input age,
HR and BMI. Figure 7.4a and b shows the home screen of Android application
and the application predicting SBP and DBP values, respectively.

7.4.1 LiMITATIONS AND FUTURE ScoPE

The proposed study has some limitations. The acquired dataset is not following
the criteria of the AAMI or BHS standard to observe the performance of the
model. In addition, a trend is visible in the Bland—Altman plot while the error
values are increasing in high and low BP values. In future, more datasets can
be collected according to the international standard protocols to improve the BP
estimation values. In addition, the Internet of Things-based system in deep learn-
ing framework can extend the work for improving the healthcare system as well
as continuous BP monitoring [25,26].

TABLE 7.4

Obtained P-values for Different Pairs of Blood Pressure Cases
BMI HR Age

Hypertension—Prehypertension 0.013 0.36 0.007

Prehypertension—Normal 0.000 0.005 0.000

Normal-Hypertension 0.000 0.005 0.000
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FIGURE 7.4 Android application. (a) Home screen of Android application and (b)
Android application predicting blood pressure.

7.5 CONCLUSIONS

In this study, a non-invasive and non-occlusive BP estimation regression model
has been proposed based on the independent effect of biometric parameters. For
POC applications, an Android-based platform has also been implemented to
monitor the BP continuously in the remote environment. Further, BMI shows
a strong predictor for BP measurement and high BMI is the increased risk for
hypertension. But the limitation in the existing model is that gender-related dif-
ferences for predicting BP are not included in this study. For future investigation,
it is suggested to include gender differences effect on both BP and BMI for the
validation of this model in a larger sample.
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8.1 INTRODUCTION

Traditionally, healthcare was restricted to a two-party relationship between
doctor and patient, but of late has seen a transformation with a third-party like
technology getting involved. Advancements in information technology have
strengthened the healthcare industry to an extent where the industry is now
ready to offer competent healthcare services with security and interoperabil-
ity. A few years ago, as the Internet of Things (IoT) made its way into the
industry, security breach was a looming challenge. However, with the emer-
gence of blockchain technology (BCT), the security issue is no longer seen as a
challenge. Being indispensable, the healthcare industry is gradually embracing
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BCT and is evolving rapidly in addition to witnessing an exponential growth.
Through the years, the healthcare industry has been quick in experimenting
and adopting IoT-enabled devices. Currently, the industry is at a nascent stage
and has made technological progress by engaging decentralized management
systems to its [oT enabled medical devices. This is evident in the fact that the
global figures for the investment in BCT infrastructure in the healthcare market
stood at USD 76 million in 2019. The figures are much more promising with the
projections for 2026 standing at USD 1,922.9 million [1]. Continuous progress
as well as adoption to the evolving technologies has made the medical field
move towards precision, leading to reduction in mortality rates and providing
timely treatment. The by-product of these technological advancements is the big
data, which has brought in the need to manage data that is varied, voluminous
and veracious. This big data that is also characterized by velocity needs to be
processed through advanced analytics, algorithms, models and tools and it must
be transmitted at a lightning speed without compromising on the security and
safety of data. This can be ensured through the decentralized management of
IoT healthcare devices, which are embedded with consensus algorithms, dis-
tributed ledger and smart contracts. The focus of this chapter is to provide the
readers with in-depth information on the Internet of Medical Things (IoMT) in
the healthcare sector and how decentralized management of IoMT can bring
in unprecedented capabilities. It further focuses on the advancements of BCT
specific to the healthcare sector and addresses the notable challenges. Further
sections give an overview of healthcare, advancements in healthcare, IoT and
big data.

8.1.1 HEALTHCARE

The healthcare spectrum is evolving and transforming at a faster pace than ever
before. What started as a sickness care sector that put patients at the centre of
focus, has now transpired to be a healthcare sector making health as the focal
point. Thus, individuals these days will not wait to be sick to take care of their
health, but puts health as a priority by adopting a healthy lifestyle. This neces-
sitates a healthcare ecosystem that not only prioritizes diagnosis, treatment and
rehabilitation, but also distinctly places importance on the

maintenance of health. This shift has indeed brought in huge stress on the
existing healthcare facilities, which is evident in the polarity noticed in the
doctor to population ratio. The existing figures show 43% of the World Health
Organization (WHO) member countries disclose less than one physician per
1,000 population for the year 2018, which is in stark contrast to the WHO rec-
ommended ideal ratio of one doctor for every 1,000 population [2]. This drastic
shortage has necessitated the medical fraternity to look into alternatives, which
can assist humans in providing medical services. However, the shortcomings in
the healthcare verticals are being addressed through the recent advancements in
the space, the M, E and U of healthcare widely known as Mobile, Electronic and
Ubiquitous healthcare.
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8.1.2 ADVANCEMENTS IN HEALTHCARE

Responding to the need to strengthen healthcare facilities across the globe, an
interesting concept was set into motion, with the aid of digital revolution that
combined digital technology with healthcare and was named Mobile health
(M-Health). It is an effective platform through which medical vigilance and medi-
cation of a patient is done remotely, if required through the help of family mem-
bers, using mobile phones and wireless technologies. These devices are used to
capture and transmit health data for further actions. M-health just scratched the
surface of the vast opportunities available in the technologically driven medical
space. Internet triggered health delivery services came into existence recognized
as E-healthcare. Diving deeper, the industry also discovered the Clinical Decision
Support System and named it as U-healthcare system [3]. It is an advancement in
providing medical services through the use of information and telecommunica-
tion technologies that manage the prevention, diagnosis, treatment and follow-up
of medical actions. Thus, E-health has assured greater improvements, higher
precision and accessible healthcare round the clock resulting in specialised indi-
vidual feedback in real time.

8.1.3  INTERNET OF THINGS

IoT is reckoned as a network of devices, systems and services that are intercon-
nected within the boundaries of the existing internet infrastructure [4]. The com-
plexity of the IoT can be calibrated depending on the required application. It can
be as simple as a wearable device or complex one in the form of sensor and ingest-
ible cameras or medical robots that collects and stores person-specific data and
allows retrieval of data at any time. This, in turn, has revolutionized the medical
field and has made remote health monitoring a reality by diffusing the data gath-
ered by these devices to various health networks. IoT has found a firm foothold
in medical circles due to the fact that it not only facilitates critical healthcare but
also takes preventive measures by predicting illness.

8.1.4 Bic Data

Big data is making big waves across the globe literally in every quarter, be it
business, politics, economy, legal or the social environment. Big data refers to a
voluminous amount of data that is extremely arduous to process using the tradi-
tional technology. Thus, big data is defined typically by pointing out its charac-
teristics in terms of the V’s, which grew in number gradually over the years. The
initial three V’s — Volume, Variety and Velocity — was given by Doung Laney [5],
an industry analyst in 2001. Further, the author [6] described big data through
five V’s — Volume, Velocity, Variety, Value and Variability, along with a C for
Complexity. Later, SAS (Statistical Analysis System) went ahead to add two addi-
tional dimensions, viz Variability and Veracity [7].

Medical services are opted by patients not by choice but forcefully without an
option, which naturally accumulates a staggering amount of data every second.
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These data are either not captured due to lack of technological advancement in the
network or captured but not analyzed due to the constraints in managing data in
terms of time and cost. Notwithstanding all the accruing benefits, the healthcare
industry has not moved as quickly as expected to embrace the goodness of the
big data and the decentralized management of IoT. This sluggishness can be due
to the existing gap in connecting big data and IoMT devices. In addition, privacy
and security are given utmost priority and cannot be compromised at any cost.
Hence, an intervention of BCT with big data and IoMT devices are the prerequi-
site for a better healthcare system.

8.2 INTERNET OF MEDICAL THINGS

IoMT is a system wherein the connectivity-enabled medical devices are hooked
to the healthcare information systems through the internet. These medical devices
are not just the ones that are used personally by an individual and linked to his/her
computer systems but can also be the ones that are connected to medical experts
and health providers. The popularity and usefulness of IoMT is further strength-
ened as the medical devices are getting ultra-portable with advanced in-built tech-
nological features. Globally, the IoT healthcare market is estimated at a whopping
USD 446.52 billion in 2028 from USD 89.07 billion in 2021 [8]. The healthcare
industry is all set to up its game and make medical facilities affordable, convenient
and cost-effective [9]. Notably another concept known as Health Internet of Things
(HIoT), which is often used interchangeably with IoMT, started branching out to
further explore the use of wireless networks and sensor technologies for tracking
medical conditions [10]. Based on the recent technological advancements happen-
ing in the healthcare sector that has brought in a sea-change, the authors broadly
categorize the IoMT devices as Internet of Informative Medical Things and Internet
of Intelligent Medical Things. These are further discussed in the following sections.

8.2.1 INTERNET OF INFORMATIVE MEDICAL THINGS

Medical devices that gather data and transform those data into information to
enable further processing are termed informative medical devices. For example, a
medical device that monitors and records the blood pressure of a person and com-
pares the reading with the threshold levels that are already fed into the device.
When it detects an anomaly, the device sends signals to the wearer to seek imme-
diate medical intervention. Some of the informative medical devices that are
used at homes and/or in the healthcare verticals are blood glucose level monitors,
blood pressure monitors, fetal monitoring devices, heartbeat and pulse monitor-
ing devices that are designed to monitor the patients round the clock. In similar
lines, informative medical devices can also be used by healthy individuals to keep
a check of their body mass index, to monitor the intake of calories, to nudge them
to take a walk if seated for a long time or to drink water at frequent intervals.
When these devices are enabled to connect automatically to a mesh of networks
through the internet, they are called Internet of Informative Medical Things.
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8.2.2 INTERNET OF INTELLIGENT MEDICAL THINGS

An instrument, an equipment or a machine which has in-built computing capa-
bilities is known as an intelligent device. Intelligent medical devices, therefore,
not only gather data and transform the data into information, but also processes
it further to help provide intelligent output instantly without human intervention.
To this effect, these devices can be pre-programmed to be just reactive machines
or can be intelligently programmed. When it is pre-programmed to be reactive,
these intelligent medical devices have the capability to make self-adjustments
by processing the gathered data. For example, a medical device that spontane-
ously administers medications or a medical equipment that automatically takes
over the breathing process when the patient’s vitals hit a certain reading can be
considered reactive devices. On the other hand, when intelligently programmed
with cutting-edge technologies such as machine learning and artificial intelli-
gence (Al), these medical devices can decipher the commands and perform tasks
accurately with or without human intervention. For example, the use of robots in
telesurgery which is infused with voice-activated robotic arms and haptic feed-
back can be considered intelligently programmed medical devices.

Thus, IoMT can be described as a system wherein medical devices automati-
cally configure and instantly connect to a mesh of networks. This interconnected
network adopts the distributed ledger system and dispenses services through
intelligent interfaces either involving human intelligence or through AI. When
the distributed ledger system, smart contract, and BCT gets involved in this loop
of IoMT, the entire process becomes secured and safe, thereby mitigating the big-
gest challenges of the medical industry, viz privacy, safety and security of data.

8.3 ARCHITECTURE OF DECENTRALIZED
IOMT USING BCT

The architecture of the Blockchain-based decentralized IoMT system consists of
physical, network and application layers. The physical layer being the first stage
of human—machine interface comprises wearables, hospital and clinical devices,
which collect healthcare data of patients. The network layer is bifurcated into
communication layer and blockchain layer. The communication layer comprises
Wi-Fi, IoT gateway and routers of various devices that will communicate and con-
nect with the blockchain layer [11]. The collected data will enter the blockchain
layer, through the communication protocols. This layer will save the transactions,
authenticate the same using smart contracts, validate them by certification or
matched keys or encryption and facilitate payment gateway. Every time a transac-
tion is validated using consensus algorithm, a new block is generated. This block
is immutable, traceable and secured, to store data that is owned by the patient and
accessible only when it is permitted.

The validated data enters the application layer, which has two divisions of
data analytics and user clients. The validated data is stored in the cloud for wider
access and for further interpretative, diagnostic and predictive analysis using deep
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FIGURE 8.1 Decentralized IoMT architecture based on BCT.

learning or machine learning techniques. The user client layer comprises health-
care providers and hospitals that will access the stored, authenticated and updated
patient data for treatment or medical research and many more. The data collected
from various decentralized [oMT devices, across clinics and hospitals around the
globe, validated and authenticated by blockchain consensus algorithm, stored in
the cloud with enhanced functional values, can serve various research require-
ments of vaccination development, identifying the pattern of spread of diseases,
geographic and demographic ailment analysis, paediatric issues, organ availabil-
ity and many more use cases. The decentralized IoMT architecture based on BCT
is given in Figure 8.1.

8.4 HEALTHCARE DATA MANAGEMENT

The authors [12] mentioned that a minimum of 44,000 people to a maximum
of 98,000 people die in hospitals due to medical errors. Medical errors are
possible due to wrongly placed information on diagnostic, treatment and pre-
ventive care. There comes the requirement for an effective healthcare database
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management system connecting the emerging technologies. Healthcare data is
the one which is collected from the healthcare sector. Nowadays, the emerging
technologies play a major role in gathering the data. The advent of the internet
paved the way to the new world where devices can interact, create, store and
exchange the data. Gone are the days in which decisions are based on struc-
tured data. IoT and big data are the magical terms through which people, prod-
ucts and producers are having better access to a wealth of data. This data also
facilitates a well-informed decision by the stakeholders. Blockchain is another
disruptive technology, which has joined hands with IoT and big data to support
the data management in various sectors such as finance, education, governance
and recently healthcare [13]. One cannot deny the advantages these three tech-
nologies have brought into the healthcare sector like reduction in waiting time
during emergencies, easy tracking of all the stakeholders (Hospitals, Doctors,
Nurses, Druggist, Clinical Lab, Ambulance and Insurance agency), improved
drug management and reservation of diagnostic medical services. Perhaps the
successful introduction of numerous wearables brought in confidence in the
minds of patients that they are monitored 24 hours a day [14]. These devices are
user friendly and capable of performing wireless data transmission, real-time
feedback and alert mechanism. They facilitate healthcare providers by transfer-
ring live data of the patients like blood pressure, blood glucose and breathing
pattern [15]. Hence, they have immense potential in the healthcare sector with
the help of IoT, Big data and BCT for data management. The following subsec-
tions discuss the data management mechanism linking healthcare with IoT, big
data and BCT.

8.4.1 PaTIENT

Patients are monitored by the service providers through sensors fixed in wearables
or embedded in stationary monitoring devices called Remote Patient Monitoring
(RPM). These devices can be connected effectively to generate, collect, trans-
fer and store data with the help of IoT (to generate/collect/store), Blockchain (to
transfer with privacy and security) and cloud (to store). One cannot deny the grave
privacy risks associated with Big Data management. However, to overcome secu-
rity and privacy issues, blockchain provides a cryptographic mechanism. This
will ensure an efficient data management system, which saves the life of patients
without delay in treatment.

8.4.2 MEDICAL PROFESSIONALS
Electronic Health Record (EHR) is defined [16] as

Computerized medical records relating to patients’ physical and mental health. The
data in the record can be of past, present and future data stored in an electronic
system which captures, transmits, receives, stores, retrieves, links and manipulates
multimedia data for the purpose of providing effective healthcare and health related
services.
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The authors [17] mentioned that there are three parties involved in database man-
agement, namely patients, medical institutions and third-party agencies such
as insurance companies. Medical institutions create and keep the data, which
is owned by patients. These processes are controlled and monitored through
BCT with the support of IoMT and big data. So, the third-party agencies require
permission from the patients and medical institutions, which has to be handled
through smart contract using Ethereum [18]. Figure 8.2 depicts the various medi-
cal professionals connected with smart contracts.

8.4.3 MEDICAL INSURANCE

The health insurance sector consists of stakeholders like insurance companies,
beneficiaries, service providers, third-party administrators, intermediaries, rein-
surers, Insure Techs, start-ups, diagnostics, pharmacies, government regulatory
agencies and government. Interaction among these stakeholders may take place
in a network and related information can be stored in servers, in the form of EHR
or scanned copy of the handwritten prescriptions. Initiatives have been taken
to convert the manual processes into digital mode, which facilitated underwrit-
ing records, claim records and medical records to be managed in cloud systems
with the involvement of third parties. However, to ensure the smooth flow of
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information to avoid delay in treatment and further processes, there is a require-
ment for a decentralized distributed ledger to establish transparent and partici-
patory workflows. Smart contract implementation will facilitate self-enforced
mechanisms to automatically execute an order to claim the insurance based on
the execution of a predefined health framework [19].

8.4.4 AMBULANCE SERVICES

In a medical emergency, on-time delivery of services in the healthcare industry
might solve the problem of life-or-death scenarios. In case of emergencies, since
patients are connected through smart contracts, they can send a request to hospitals
for required services. Since it is connected through smart contracts, the request of
the patients can be sent to nearby hospitals and based on the queue the hospital
can accept or reject the request. Once the hospital accepts the request, the patient
has to provide the public key through the hospital to access the patient’s EHR and
instruct the smart ambulance to start the treatment. Various check mechanisms
can be ensured through smart contracts, which will bind the smart ambulance and
hospitals morally and ethically to maintain their integrity and trust.

8.4.5 TRACKING OF MEDICINES

Counterfeit drugs are a serious threat to the industry, society and economy. The authors
[20] expressed that developing countries’ exposure to spurious drugs is approximately
30%, leading to the loss of life of patients. Considering the huge loss to all spheres of
the economy, there is a requirement to build a system to overcome this huge loss. The
stakeholders involved in healthcare products especially medicine-based supply chain
are manufacturer, Food and Drug Administration (FDA), distributor, pharmacy and
patient. To make the distribution very effective with the enhanced traceability, smart
contracts and Interplanetary File system (IFPS) can be added [20]. It also has the
mechanism to upload the specifications and images of the medicine to facilitate the
authenticity and identity of the medicine along with its manufacturers.

8.4.6 CLINICAL LABORATORY

Clinical lab results of patients form the major source of raw data that routes the
medical practitioners to identify and diagnose their health conditions. Security
and privacy of these data is the primary concern. At the same time, the data
should be available as and when required by different stakeholders. Considering
these requirements, the amalgam of IoMT, big data and blockchain might facili-
tate the creation and management of data from laboratories. There are different
kinds of blockchain platforms like Ethereum, Ripple and Hyperledger already
in use. Each of them is unique in terms of consensus mechanism and protocol
[21]. Table 8.1 summarizes the discussions presented in this section. Based on the
earlier discussion, the steps involved in developing a blockchain-based database
management system are listed below:
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TABLE 8.1

Stakeholders in Healthcare Data Management of loT Devices using

Blockchain
Stakeholders

Patient

Medical professionals

Medical insurance

Ambulance services

Tracking of medicines

Clinical laboratory

Applications

RPM embedded with IoT and Blockchain will facilitate better
connectivity among the medical devices, medical practitioners and
patients.

IoT along with Blockchain will not only enhance the accessibility but
also retains privacy aspects of the medical records by allowing only
the medical institutions and related third parties such as insurance
companies to be privy to the EHR.

Insurance companies, beneficiaries, service providers, third-party
administrators, intermediaries, reinsurers, Insure Techs, diagnostics,
pharmacies, government and its regulatory wing can be connected
through smart contract to facilitate self-enforced mechanisms. This
will automatically initiate an order to claim the insurance based on the
execution of a predefined healthcare framework.

Smart contract can be established between patients with [oMT devices
and smart ambulance in case of emergency.

Smart contracts and IFPS can be put into place to have control among
manufacturers, FDA, distributor, pharmacy and patient to overcome
counterfeit drugs.

Security and privacy of clinical lab results can be retained with the
amalgam of IoMT, big data and blockchain.

Step 1: Initiate the interaction between a patient, medical practitioners and
service providers through the creation of data, namely medical history,
present status and other health-related updates.

Step 2: Create a patient’s EHR. It consists of lab records, scan details
(medical images), nursing details, drugs prescribed and medical history.

Step 3: Assign the ownership of EHR to the patients since it involves highly

sensitive content.

Step 4: Provide authenticated access to medical service providers.
Step 5: Link the patients’ EHR with blockchain and store the same in the

cloud.

Step 6: Facilitate additional access to the users via electronic gadgets with
the distributed ledger mechanism.

8.5 DECENTRALIZED MANAGEMENT
OF IOT DEVICES
The IoMT is nothing but medical devices that are connected through the inter-

net globally. It helps to manage the stakeholders in the decentralized environ-
ment in the form of preventive healthcare, care from home, intensive healthcare,
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diagnostic healthcare, rehabilitation healthcare, therapeutic healthcare, chronicle
healthcare and clinical trials.

8.5.1 PReVENTIVE HEALTHCARE

Preventive healthcare facilitates healthier practices like nutritional diet and men-
tal and physical fitness leading to a better lifestyle for wellbeing. The advent of
wearable devices and implantable devices has a great role in preventive health-
care. As per the study conducted by WHO (2003), there were 75% adult patients
who were not adhering to the prescriptions and not following the doctor’s sug-
gestions properly in terms of medicines, diet and exercise. Blockchain combined
with IoT will not only help patients to be on track but also the healthy patients to
track their performance.

8.5.2 CARE FROM HOME

Traditional healthcare systems have undergone massive transformation with the
help of IoT by providing nursing and caretaker services at home. Monitoring
patients’ health behaviour is made simple at the doorstep with the introduction of
IoMT devices. However, privacy, safety and security of personal data on patient’s
improvement are a matter of concern, which can be resolved with the introduction
of the blockchain mechanism. Various sensor devices are connected to smart-
phones which in turn store the data in a distributed ledger that can be connected
to various stakeholders with patient authorization [22].

8.5.3 INTENSIVE CARE

Recently, a variety of IoMT healthcare monitoring systems are proposed to
increase the performance of intensive care units with less human support.
Wearable or environmental embedded IoMT interconnected devices gather an
ICU patient’s electrophysiological parameters. Gathered parameters can be sent
to the monitoring system, which consists of a ubiquitous environment that initi-
ates proactive and immediate treatment. Since it is decentralized, after identify-
ing an emergency situation, it alerts the doctors, pharmacist, ambulance, etc. It
also avoids human errors, provides fast communication and helps doctors to make
the right decision with error-free information.

8.5.4 DiacNosTIC HEALTHCARE

Recent technologies of [oMT are a wearable diagnostic digestive system that finds
glucose, salt and alcohol levels from the intake diets. Also, it assesses heartbeat
rate and measures the stress level to make it available through the diagnostic
information without any persistent tests in clinical settings. These technologies
monitor the patient regularly and warn/alerts by forecasting the health issue.
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Tracking the drug effectiveness, monitoring the quality of sleep and reminding
the refill of medicine are examples of diagnostic healthcare.

8.5.5 REHABILITATION HEALTHCARE

Rehabilitation procedure requires that the doctor and patient work out a detailed
course of therapeutic plan that spans over a considerable period of time and is
divided into three phases, namely evaluation, intervention and results. Evaluation
is a detailed assessment of the patient’s case, current health condition and his/her
profile. In the intervention stage, the therapist/doctor works alongside the patient
in the rehabilitation centre. Assessing the progress made by the patient and decid-
ing whether to further the treatment or end the treatment is done in the result
stage. In all these phases, [oMT now plays a decisive role. In the evaluation phase,
IoMT is used for diagnosis, and in the intervention phase, it is applied to monitor
the bodily changes of the patient while exercising or doing the required activities.
In the results stage, IoMT aids in tracking the achievement of the patient in the
previously laid therapeutic plan. By adopting IoMT, the complete rehabilitation
process can be carried out remotely in the comforts of the patient’s home in addi-
tion to speeding up the whole process.

8.5.6 CHRONICLE HEALTHCARE

Chronic diseases are not curable and patients have to live with them throughout
their life. Chronicle healthcare patients require continuous monitoring, mental
and dietary counselling, to avoid escalation of the disease, which may prove fatal.
IoMT devices such as blood sugar level monitoring, body weight, bone strength
monitoring and electrolyte concentration helps diabetic and arthritis patients to
continuously monitor for any anomaly. Ingestible pills help in monitoring medici-
nal intake by Alzheimer or bipolar disorder patients. Wearable and app-based
devices with diet counselling for various chronic illnesses linked with vital
parameters will prevent several critical situations. Support group help, counsel-
ling, success stories through shared apps, community-based links with medical
and pharma support available for chronic conditions are possible through decen-
tralized IoMT.

8.5.7 CuINIcAL TRIALS

Clinical trials involve the testing of drugs/vaccines, medical devices, medical
and surgical procedures primarily on small voluntary groups, followed by larger
groups. The main aim is to test the scientific validity and ability to reproduce the
results. This involves huge costs and longer time periods. [oMT will remove both
the disabilities, by expediting the time and better monitoring as large data can be
collected through IoMT for quality analysis. The use of Al and machine learning/
deep learning will reduce the analysis time of huge data collected. Sharing of data
on severe after-effects of drugs, effects with co-morbidities can be done more
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effectively through the IoMT network. Cloud storage will reduce data storage
issues and blockchain technology will make the data stored and secured.

8.6 PERFORMANCE EVALUATION

In recent years, there are many notable technologies proposed by researchers and
developers. There is a big challenge to benchmark the performance of technolo-
gies with suitable metrics. Specifically, in multilayered computing paradigms like
Cloud, Fog and Edge, IoMT architectures are not having standard metrics to eval-
uate. The author [23] has given the summary of computing characteristics with
performance metrics of Cloud, Fog and Edge computing. The comparison says
that edge computing has a better result than cloud computing and fog computing.
The authors [24] identified a set of common metrics for multi-layered architec-
ture and elaborated on the measurable metrics with respect to each computing
layer and common metrics for all layers. Based on the computing characteristics
and requirements, healthcare system developers can choose any combination of
computing paradigms to provide better security, smart analysis, and interdevice
communication.

8.7 RECENT BLOCKCHAIN TECHNOLOGIES IN HEALTHCARE

In recent years, many applications have been developed in the healthcare indus-
try. RPM is one such application where the IoT devices are deployed in the
patient body or in the form of wearable devices. The sensed data is sent to
the remote server via network, stored in the cloud and accessible only by the
respective healthcare providers. The advancement in information technology
and BCT made a great transformation in healthcare research and industry. The
blockchain-based healthcare applications allow the stakeholders like patients,
doctors, hospitals and diagnostic centres, to share and access patient informa-
tion as an EHR in a safe and secure way. As mentioned in Section 8.3, the
decentralized IoMT architecture that is based on BCT consists of three layers.
This section discusses the recent technologies with respect to layers, namely
Perception layer (Healthcare IoT devices), Network layer (Edge Computing,
Fog Computing and Cloud Computing) and Blockchain layer (Data encryption).
Figure 8.3 shows the hierarchical view of recent blockchain technologies in
healthcare.

8.7.1 HeALTHCARE IOMT DEVICES

Different types of IoT sensors are used in RPM, especially the portable health-
care IoT devices that upgraded the quality of healthcare systems by providing
data to analyse the patient’s health condition. Generally, smartphones, wearable
sensors and health monitors at hospitals are used as IoMT devices. Earlier, tem-
perature sensors, ECG sensors and blood pressure sensors were used commonly
to monitor the condition of healthy patients. Nowadays, advanced sensors such
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FIGURE 8.3 Hierarchical view of recent blockchain technologies in healthcare.

as spirometer, glucometer, pulse meter and airflow are used to monitor critical
bedridden patients [25]. The sensed information is transmitted to data stores
through network communication devices such as Wi-Fi, wireless sensor network
and Bluetooth. These devices are responsible for the routing mechanism and net-
work gateway.

8.7.2 Croup COMPUTING

Cloud computing is one of the key technologies in the healthcare industry that has
configurable computing resources such as servers, applications, networks, stor-
age and services. It provides cost-effective and efficient services all around the
world. Healthcare systems are introduced to collect, transmit, store and analyse
data retrieved from the patients’ IoT healthcare devices [26]. Cloud computing
allows stakeholders to access the patients’ health records from various sources
and process the details in real time via the Internet. An increase in the number
of devices leads the entire system to suffer from issues like latency, computing
power, shortage of bandwidth and slow response.

8.7.3 Foc COMPUTING

Fog computing extends the cloud computing services to the [oMT network and
provides mobility support, low latency and location awareness features, which
are more important in most of the healthcare systems. It provides a greater user
experience with low latency and improved quality of services since it hosts most
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of the cloud services at the network edge [27]. It is a greater gift for real-time big
data analytics.

8.7.4 Epce COMPUTING

There is a big challenge in collecting different patient health data using het-
erogeneous IoMT devices from various networks and transmitting the sensed
data to the server without any fault like missing and corruption of data. Edge
computing collects the data from IoMT devices and processes the data in a
distributive way in real time at the edge of the network which leads the system
to respond more faster. In edge computing, each device acts as a server; this
benefits most of the computing process being taken care of by the edge itself.
Perhaps, it challenges the hackers to access thousands of distributive devices,
which are not practically possible [28]. Edge computing made it possible to
serve the urgent medical request since most of the computing happens at the
edge level.

8.7.5 ARTIFICIAL INTELLIGENCE

Al empowers the implementation of the healthcare system to solve complex
real-time problems. Both IoMT and Al need each other to enhance the solution
from millions of sensed data and to understand patterns like humans. The deploy-
ment of Al software embedded in IoMT with edge and fog computing solutions
brings intelligence to the entire healthcare system. Al can be deployed in different
levels as edge, fog and cloud layers in the healthcare system. HealthFog uses an
ensemble of deep learning in the fog layer to diagnose heart diseases [29].

8.7.6  DATA ENCRYPTION

In recent days, there is a tremendous increase in usage of devices and technolo-
gies in the IoMT healthcare system. So, there is a need to emphasize on security
and privacy of the data and network. In order to secure data, in blockchain-based
IoMT healthcare systems, the encryption happens in two layers, namely network
layer for data transmission and blockchain layer for data security [30,31]. The
healthcare system architecture follows different security mechanisms in each
layer to prevent the attack on EHR. To provide privacy and security [15] proposed
a novel structure for distributed IoT devices using sophisticated cryptographic
primitives like symmetric and asymmetric encryption.

8.8 CHALLENGES IN DECENTRALIZED MANAGEMENT
OF IOMT DEVICES IN HEALTHCARE
The healthcare sector is struggling to embrace and tap the unlimited poten-

tial offered by decentralized management of IoMT due to a lot of inherent and
practical challenges. These challenges are divided into two categories, namely
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challenges in IoMT and challenges in decentralized management in [oMT, which
are discussed below.

8.8.1 CHALLENGES IN loMT

Challenges in IoMT are significantly related to the security aspects of the medical
devices involved.

8.8.1.1 Device Vulnerability

IoMT includes radio frequency identification (RFID) tags, implantable medical
devices (IMDs) and wearable devices that are prone to security risks. Security
challenges in RFID tags can be by way of electromagnetic interference and wire-
less attacks. IMDs are exposed to security risks such as radio attack, power
denial attack, authentication issues, prohibited traffic monitoring, device cloning
issue, problems in firmware updates and tampering issues. Wearable external
devices face the risk of hijacking and third-party intrusion. All these can lead to
a serious security issue that causes sufferings to patients and healthcare provid-
ers since privacy is breached and also paves way for trust concerns. Thus, there
is a serious challenge to find a solid protection against such active and passive
attacks.

8.8.1.2 Energy Challenges

IoMT includes small medical gadgets that run on restricted battery power. These
gadgets get on to the power saving mode when there is no need for sensor obser-
vations and execute their function at low speed of CPU when the function to be
performed is not crucial. These features pose a challenge of finding an energy
aware protection solution.

8.8.1.3 Security Update Challenge

Security protocols need to be regularly updated to mitigate the high-risk vulner-
abilities and this can be achieved by maintaining the devices’ protection patches
up-to-date. In this regard, the underlying major challenge is to develop a method
that aids speedy updating of protection systems.

8.8.1.4 Heterogeneity of Devices

The devices used in healthcare are of different varieties with different networks,
computing capabilities, inbuilt memory, embedded software and energy con-
sumption. Hence, there exists a challenge of structuring a customized protection
of these devices.

8.8.1.5 Challenge of Scalability

With the advancement in technology, the number of new medical devices flood-
ing the healthcare space is huge. When these devices get connected to the inter-
net, it becomes a humongous task resulting in scalability challenges.
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8.8.1.6 Limited In-built Memory

Most of the medical devices are with limited in-built memory, which requires
these devices to be enabled through system software. This memory limitation
may hinder the device from taking the load of complex protocols. These devices
have limited computational abilities and usually operate as a sensor as well as
actuator. Finding a solution to limit the usage of memory turns out to be a daunt-
ing task.

8.8.1.7 Challenges of Accuracy

Accuracy concerns arise due to the malfunctioning of the device. Inaccuracy
and lack of precision may be due to the malfunctioning of the medical robots,
false diagnosis and incorrect medical prescriptions. Such malfunctions in
medical devices turn out to be very costly since they might result in partial or
permanent injury to the patients and in extreme cases might end up in loss of
life.

8.8.1.8 Challenge of Standardization

Medical devices need to adhere to standardization since these devices need to
operate in sync with the IoT technology. As such, if the devices are not standard-
ized, it will be difficult to standardize the security measures that will prevent the
devices from getting hacked.

8.8.2 CHALLENGES IN DECENTRALIZED MANAGEMENT OF lOMT

Some of the challenges that arise due to the implementation of a decentralized
management system using [oMT are given below.

8.8.2.1 Challenges in Cyber Security

Open wireless networks always pose a threat to security of data and this threat
gets transmitted to IoMT devices that rely heavily on these networks. However,
healthcare data needs to be vehemently protected since it is a sensitive matter that
relates to life and death of the patient. Thus, protection from cybercrimes such
as data theft, hacking and tampering turns out to be a serious challenge, which
is eased out through the decentralized management system. However, a decen-
tralized management system is not fool proof. The involvement of many IoMT
devices and their spread might breach the protocol and expose the identity of the
patients, thus threatening privacy and security.

8.8.2.2 Challenge of Scalability

The data storage capabilities at the healthcare facilities will be fiercely chal-
lenged in the case of decentralized management systems since it stores a com-
plete ledger in each of the network’s nodes. The number of information blocks
generated will be huge in addition to the increased number of nodes. There is
a lower latency which is an advantage, but there is a compromise on through-
put rate.
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8.8.2.3 Challenge of Investment

Currently available facilities in IoMT lack computational power to handle the
encryption algorithms with the necessary capacity, time and speed. As such, huge
investment is required by the healthcare providers for installing the computa-
tional facilities in decentralized mechanisms. Nevertheless, there are major costs
involved in terms of deployment and maintenance when the healthcare provider
shifts his existing system to the decentralized-based system.

8.8.2.4 Regulatory Challenges

Decentralized mechanisms such as blockchain lack legal or compliance code
as they are designed to be compliance with laws such as Health Information
Technology for Economic and Clinical Health Act (HITECH) (HHS.gov U.S.
Department of Health & Human Services, 2009), General Data Protection
Regulation (GDPR) [32] and Personal Data Protection (PDP) Bill [33] depending
upon the region to which the healthcare provider belongs. Since different types of
connections are established with the blockchain (decentralized) application and
economic, social and healthcare systems, it turns out to be a challenge when there
is a void in terms of legal or compliance code to be followed, especially in the
healthcare domain.

8.8.2.5 Challenge of Infrastructure

The healthcare infrastructure needs to be robust in terms of socio-technical
alignments to withstand the complexities of adapting decentralized mechanisms
(blockchain) across the country.

8.8.2.6 User Challenges

The lack of expertise in using and operating the IoMT devices is yet another chal-
lenge since the healthcare sector faces a lack of trust among the patients and other
communities.

8.8.2.7 Challenge of Immutability

Audit trail records of the decentralized system are immutable and as such provide
the much-needed data protection and trust. But this immutability stands chal-
lenged and destroys the trust factor in case false information is fed into the block-
chain system that has a malicious intent.

8.9 CONCLUSION

Quality health facility is a top-notch factor for determining the standard of human
life in a country. Advanced remote monitoring of a patient was made feasible with
the help of IoMT, which has increased satisfaction of the patient and practitioner.
There is a big leap in augmenting BCT in IoMT devices, which aims for safe, secure,
transparent and guided medical assistance. This chapter discussed a decentralized
IoMT architecture along with the BCT, which consists of three layers such as physi-
cal, communication and application layers. Different use cases on data management
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regarding patient, medical professional, medical insurance claims, ambulance ser-

vice,

tracking of medicines and clinical laboratory were deliberated. This study

can be further directed by implementing a safe and secure healthcare system using
advanced IoMT devices, blockchain technologies and SDN (Software Defined
Networking) embedded strong computational layers aiming at better performance.
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9.1 INTRODUCTION

The last couple of years have witnessed a tremendous increase in the popularity
of blockchain technology. The first most popular use case of blockchain tech-
nology is Bitcoin (cryptocurrency), which came into existence in the year 2008.
Since then, researchers, developers, and practitioners have realized the potential
of blockchain technology and have leveraged it for numerous other applications
in various sectors such as healthcare, supply chain management, e-voting, energy
management, education, and telecommunications. Blockchain has emerged as
a decentralized, distributed, and secure technology to store records of transac-
tions and digital assets of values. Blockchain is created by connecting comput-
ing and storing machines called nodes in a Peer-to-Peer (P2P) fashion, making
exhaustive use of cryptographic mechanisms and running consensus algorithm(s)
at all the nodes. Indeed, blockchain is a type of Distributed Ledger Technology
(DLT) that essentially replicates the database at all the nodes in the underlying
P2P network. Moreover, the use of cryptographic techniques and decentralized
decision-making make the blockchain a very promising technology.

A brief history of blockchain technology is as follows. Bitcoin, the most
famous use case of blockchain, was introduced by a group or individual under
the pseudonym Satoshi Nakamoto in 2008. The pseudonym published a white
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paper focusing on a peer-to-peer electronic cash system [1]. The main aim of the
paper was to provide a solution to the double-spending problem in a decentralized
trustless environment. This electronic cash system gave birth to bitcoin cryp-
tocurrency. However, the underlying technologies and concepts such as Merkel
tree, hashing, digital signature, P2P networking, and distributed storage existed
much before the advent of bitcoin (and the blockchain as underlying technology).
For instance, Ralph Merkle introduced the idea of a Merkle tree or hash tree in
the year 1979 [2]. Stornetta and Haber introduced a system that aims to digitally
timestamp electronic documents in the year 1991 [3]. The concept of a smart con-
tract was proposed by Nick Szabo in the year 1994 [4]. Thus, Satoshi profitably
combined these existing technologies and concepts to reiterate the meaning of
blockchain technology.

The rest of the chapter is organized as follows. Section 9.2 presents the fun-
damentals of blockchain, generic block structure, the process flow of transac-
tions, salient features of blockchain, and types of blockchain. Smart contract, its
features, and different platforms that support smart contracts are discussed in
Section 9.3. A wide range of applications of blockchain and smart contracts are
discussed in a nutshell in Section 9.4. Various security attacks on blockchain and
smart contracts are briefly presented in Section 9.5. Finally, Section 9.6 concludes
the chapter.

9.2 BLOCKCHAIN

To begin with, let us try to understand what blockchain is, how it operates, and
what are its salient features. In simple words, blockchain is the most popular type
of DLT where all the records of transactions and data (of value) are stored, shared,
and synchronized across all the nodes of a P2P network [5]. This collection of
records or database is called a digital ledger. The nodes in the P2P network are
the participating machines that dedicate their computing and storage capacities
to establish and maintain blockchain facility. Moreover, since the digital ledger
in the blockchain is shared; thus, it is replicated at all the nodes resulting in a
distributed ledger. This implies that all the nodes in the P2P blockchain network
have the exact copies of the entire database (i.e., digital ledger) stored locally. Any
legitimate update in the ledger, performed by any node, is broadcasted so that
each node is synchronized in terms of the current state of the distributed digital
ledger.

What distinguishes blockchain from other types of DLTs is the data structure
that it uses for the distributed ledger. From the data structure point-of-view, block-
chain is a linked list of records (aka blocks) connected in chronological order
[6]. Every record or block bundles together (using cryptographic techniques)
a set of valid transactions that occur in a time window. Moreover, every block
stores a pointer (i.e., hash value) of the previous block. After expiration of a given
time window, a new block is created and is logically connected with the previ-
ous block using a cryptographic hash-based chain. Thus, the technology is called
“blockchain”. As time goes, more blocks are created, timestamped, and appended



178 Blockchain Technology in Healthcare Applications

to the existing blockchain. Thus, the size of blockchain grows with time, and
new blocks are added in exclusively append mode. It is worth noting that block-
chain exhaustively uses cryptographic techniques to keep the ledger (i.e., data-
base) secure since it is kept at various (untrusted) nodes in the P2P network.
Furthermore, a consensus algorithm is required to establish agreement among the
nodes for every update to be performed in a blockchain.

9.2.1 BLOCK STRUCTURE

Now, it is time to learn what is the structure of a block in a blockchain. A block
is simply a container that is used to store a set of valid transactions and data.
Although a typical structure of a block can vary depending on the needs, plat-
forms, and applications, to understand the basic ideas, we discuss the structure
of a block in the bitcoin blockchain. Conceptually, a block is divided into two
parts; block header and block body. The structure of the bitcoin block header has
six fields with a total size of 80 bytes [1]. The body of the block is of variable
size and stores a set of transactions along with the transaction counter. Moreover,
on average, a bitcoin transaction has a size of at least 250 bytes with an average
transaction size of 500 bytes [7,8]. Furthermore, the number of bitcoin transac-
tions per block is usually more than 500, with an average of 2,000 transactions
per block [7,8]. The first block of any blockchain is named genesis block, and it
has no previous/parent block to point. Figure 9.1 shows the structure of a block.

9.2.1.1 Block Header

A brief description of the six fields in the bitcoin block header is given in Table 9.1.
The version field is basically to track the blockchain (software) upgrades. The
timestamp field registers the Unix epoch time when a miner starts mining a new
block. To connect each block with its previous block, the “previous block hash”
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TABLE 9.1

Fields of Block Header in Blockchain [12]

Field Size of the Field DataType Brief Description

Version 4 bytes Int32 Indicates the set of validation rules to be followed
for the current block.

Timestamp 4 bytes Unit32 Stores the Unix epoch (number of seconds passed
since 1970-01-01 00:00:00 UTC [13]) at the
start of the mining process by a miner.

Previous block 32 bytes Char Stores double SHA-256 hash of previous block

hash such that all the blocks are logically chained
together.

Difficulty/nBits 4 bytes Unit32 Encoded version of target threshold.

Nonce 4 bytes Unit32 An arbitrary number added by a miner to block
header so that when the block hash is computed,
the obtained value is less than or equal to the
target threshold.

Merkle Root 32 bytes Char Contains the final (root) hash value that is

obtained by using Merkle tree hashing. In this
tree, all the leaf nodes are basically the hash
values of all the transactions in the current block.

field is used. This field is of 32 bytes and stores the cryptographic hash (usually
SHA256 hash [9]) of the previous block.

The field nbits is simply an encoded and compact representation of the target
hash value (a 256-bit number) to mine a new block [10]. The nonce is a field that
the mining nodes keep changing to compute the hash value of the current block
header such that the obtained value is less than equal to the target value. In other
words, a miner keeps hashing the block header by trying random numbers for the
nonce field and stops when the block hash value is less than equal to the target
value. The target hash value is set according to the current difficulty level [10].

The difficulty is basically a relative level of computation (work) required to
find an acceptable block hash value for mining a new block. The difficulty for
genesis block is considered to be 1. If the current level of difficulty is 2, then this
implies that the computational effort required to mine a new block is twice the
computation required for mining the genesis block.

After mining a set of 2016 blocks, the difficulty is recomputed, which then sets
the target value, and accordingly, the value of nbits field is decided. The reason
behind varying the difficulty level is to ensure the inter-block mining time stays
approximately constant, i.e., 10 minutes in bitcoin [11]. It is worth pointing out
that the above explanation assumes the use of the Proof-of-Work (PoW) consen-
sus algorithm.

To compute the value of the Merkle Root field, cryptographic hashes of all the
transactions in the current block are taken as the leaf nodes of the Merkle tree.
The non-leaf nodes are then computed by hashing the concatenated (hash) values
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of the child nodes. In the case of the binary Merkle tree, every non-leaf node has
two child nodes. The process of computing the value of non-leaf nodes is contin-
ued till the root hash value is obtained. Thus, the Merkle root hash field provides
a way to compactly represent (i.e., fixed-size bits) all the transactions in the cur-
rent block. This field allows any entity to verify the legitimacy of the transactions
bundled in a given block [14].

9.2.1.2 Block Body

The block body contains a finite set of valid transactions, which need to be con-
firmed on the blockchain. The body of a bitcoin block consists of transactions and
the transaction counter. However, for other blockchains, the content of the body
differs. For instance, in the Ethereum blockchain, the block body contains an
additional part named state to enable the storage and execution of smart contracts
[15]. The number of transactions in a block depends on the maximum allowed
block size (e.g., 1 MB for bitcoin blockchain [7]) and the size of each transaction
to be included in a block. Therefore, miners tend to select transactions with small
sizes and high transaction fees from the transaction pool. In other words, miners
aim to maximize their profits by accommodating as many transactions as pos-
sible in the new block. Here, the transaction fee is the amount promised by the
transacting user to be paid to the miner who confirms his/her transaction on the
blockchain by successfully mining a new block. In summary, the block body can
contain transactions and smart contracts. Also, the size of the block body is vari-
able in size because the number of transactions included in a block is not fixed.

9.2.2 Process FLow IN BLock MINING

The complete process of block creation is divided into several steps, as depicted
in Figure 9.2. These steps require the involvement of multiple entities and mecha-
nisms that are necessary for creating a new block. These are discussed below.

The first step is to initiate a transaction between two digital accounts belong-
ing to Bob and Alice. A simple example of a transaction can be sending crypto-
currency (e.g., bitcoin) from one account to another account. Every account in
blockchain has an associated pair of public and private keys. An account is identi-
fied using its address, which is simply an encrypted public key associated with
that account. The users can access these addresses through their wallets, which
are software applications used for creating and managing multiple addresses to
perform transactions [16].

As shown in figure 9.2, Bob sends some cryptocurrency to Alice and uses his
private key to digitally sign the transaction. Once the transaction is signed, it is
broadcast to the directly connected nodes in the blockchain P2P network. Each
node in the P2P network validates the transaction and forwards it to its peers
(i.e., direct neighbours). Thus, the new transaction propagates throughout the P2P
network [17]. Each mining node, a node empowered to create new blocks on the
blockchain, maintains a temporary collection (Mem-pool [18]) of unconfirmed
transactions. Subsequently, participating miners select the set of unconfirmed
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transactions from their mem-pool. It is worth pointing out that some blockchains
allow users to specify a transaction fee s/he is willing to pay to the miner who
successfully processes the transaction. In such a case, miners often select uncon-
firmed transactions based on the transaction fee to maximize the profit. Next,
every participating miner forms a Merkle tree of the selected transactions and
eventually obtains a Merkle Root Hash [1]. Following this step, a new block can
be mined. In order to mine a new block, a miner timestamps the block, fills the
different fields in the block header, and adds the transactions to the block body.
The miner then proceeds to compute the hash value of the block within the pre-
defined difficulty target (as discussed in Section 9.2.1). Block mining requires the
miner to keep changing the nonce value in the block header until a block hash
value is obtained, which satisfies the difficulty level and is less than or equal to the
target (see Section 9.2.1). Such computation requires a lot of energy as the hashing
block header is carried out in a brute force manner.

All the miners then compete with each other to calculate the block hash value
before others. The miner who successfully finds the hash value at the earliest is
the winning miner [19]. This winning miner then broadcasts the newly created
block to the blockchain P2P network [17]. Each miner validates the newly created
block by first verifying the transactions in the received block and then, using the
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nonce value in the header, recomputes the block hash to ensure compliance. If
a majority of the miners approve the newly created block, a consensus is estab-
lished, and the nodes then add the new block to their local copy of the blockchain.
Likewise, the new block is appended to the blockchain while all the transactions
in the new block are confirmed. Moreover, the winning miner then receives a
reward for mining a new block to the blockchain.

9.2.3 FEATURES OF BLOCKCHAIN

Blockchain offers a multitude of features, as illustrated in Figure 9.3. These fea-
tures include transparency, non-repudiation, decentralization, pseudonymity,
immutability, availability, provenance, automation, auditability, fast processing,
trust-building, and lower-OPEX.

9.2.3.1 Immutability

As discussed earlier, blockchain is an append-only database, wherein only new
information (i.e., a new block containing transaction data and optionally smart
contracts) can be added. However, altering or deleting any existing information
is computationally infeasible, making blockchain immutable or tamperproof.
Fundamentally, immutability results from the way blocks are created using
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cryptographic techniques, chained together logically using a hash-based chain,
and replicated at all the nodes in the P2P blockchain network using a consensus
algorithm. Any slightest change in the data produces a different hash value. Thus,
any change in a confirmed transaction within a block changes the hash value of
that block. As the blockchain grows and the size of the P2P blockchain network
increases, the data stored on the blocks become more difficult to alter. For exam-
ple, if any data corresponding to the block number 100 is modified, then the hash
of that block will change. Since the hash of a previous block connects the next
block, any change in the block hash of the block number 100 will affect the hash
of the subsequent blocks, i.e., 101, 102, so on till the most recent block. Such a
cascading effect becomes evident in the blockchain network, making blockchain
immutable [20].

9.2.3.2 Decentralization

The property implies that blockchain is not governed by a central authority. This
is because every node in a P2P blockchain network has an equal right to par-
ticipate in all operations, and thus, any node can add a new block to the existing
distributed ledger [21]. As compared to traditional systems, decentralized archi-
tecture prevents any system from single point of failure. Centralized systems
are prone to single point of failure, implying that any vulnerability can bring
down a system completely or partially. Such a failure may lead to compromised
data and compromised Identity and Access Management (IAM) functions [22].
Thanks to the decentralized and distributed P2P network (that collectively man-
ages blockchain), even if one of the nodes is compromised, the other nodes in
the network continue to operate and ensure the smooth working of the system.
Decentralization also leads to disintermediation, i.e., all the intermediaries,
which are usually present in a centralized system, are not required anymore in a
blockchain-based system.

9.2.3.3 Transparency

Transparency has been one of the major issues of centralized systems wherein
the details such as who is accessing the user’s data and how the data is being pro-
cessed are not available to the users. Moreover, the issue of transparency becomes
even more important when there are multiple third parties in such centralized
systems. Blockchain provides a solution to this problem by allowing the members
of the P2P network to read the transactions, data, and other activities happening
in the blockchainized system. Furthermore, depending on the type of blockchain
(e.g., public or private) and the domain of application, the level of transparency
can differ. For instance, in the case of a public permissionless blockchain, such
as the bitcoin, the data is transparent and open to be read or queried by any user
(i-e., no restriction at all). However, in the case of a permissioned blockchain, the
data remains confidential and available only to the authenticated authority [23].
Nonetheless, once an entity is a member of the blockchainized system, everything
present in the blockchain is transparent.
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9.2.3.4 Pseudonymity

Blockchain allows its users to participate and play different roles without the need
to disclose their real-life identities. This is made possible by assigning unique
digital identity (ID) to every entity in the blockchainized system. Usually, a
public—private key pair is uniquely generated for each entity, and the ID is some-
how derived from public keys. In simple words, the ID is an encrypted public
key where hashing is one of the processes involved in the encryption. Using
such IDs does not reveal the real-life identities of the participating entities [21].
Nevertheless, it is worth noting that it is possible to trace the users back to their
real identities if the system is not well designed or the users are not careful enough
[24]. Thus, user’s privacy is preserved as long as the transactions cannot be traced
back to the users.

9.2.3.5 Non-repudiation

Non-repudiation implies that any entity cannot deny/refute any activity once
performed and committed on the blockchain [25]. The goal of non-repudiation
service is to generate, gather, and preserve the evidence of the performed digital
activities so that later the false denials can be proved [26]. In the blockchain,
cryptographic techniques such as asymmetric encryption and digital signature
enable the realization of non-repudiation [27,28]. Every transaction is digitally
signed by the sender before it is pushed to the blockchain platform. Thanks to
the non-repudiation property of blockchain technology, neither a sender can deny
what it has sent nor a receiver can deny what it has received [27].

9.2.3.6 Fast Processing

Usually, a traditional system comprises a centralized authority that may employ
one or more third parties to run and manage all the operations and relevant data.
This is basically required to build trust in the traditional system [29]. At times, there
are multiple third parties that together make the system. For instance, a financial
transaction may face several trusted intermediaries in the form of clearinghouses,
depositories, and payment gateways [30]. The existence of such intermediaries
inflates the operational/processing delay. Another example to illustrate the fast
processing capability of blockchain is when it is used to enable 5G-IoT ecosystem
[31]. In particular, empowering the edge and core network with blockchain can
eliminate the need for the IoT messages to travel all the way to centralized systems
like the cloud. Thus, blockchain, being decentralized and distributed technology,
allows disintermediation of such third parties, which leads to fast processing.

9.2.3.7 Low Cost

Any transaction in a blockchain-based system can be carried out at the peer level
without the need for trusted third parties. Usually, the trusted party charge some
amount of fee for the services they provide. For instance, an international banking
transaction using Society of Worldwide Interbank Financial Telecommunication
(SWIFT) system may have to pass through many intermediary banks. Each of



Blockchain and Smart Contract Introduction 185

these banks charges some fee in addition to the SWIFT fee and exchange rate fee
[32]. In a blockchain-based system, the third-party intermediaries are not present;
thus, the overall cost is lower than traditional systems.

9.2.3.8 Provenance

Provenance is a way to provide the entire history of the data lifecycle, i.e., one
can track back the various state changes or alterations that have happened from
the current point to the inception [33]. In other words, data provenance, therefore,
provides complete information on how the data were obtained, where they were
kept, how it was utilized, and more. The provenance property well characterizes
blockchain since the ledger is distributed over the P2P network, which is acces-
sible to every node in the network. Provenance turns out to be a useful property
of blockchain technology for areas such as supply chain management, land record
registration, and jewellery trading [34].

9.2.3.9 Auditability

Every transaction on the blockchain is time-stamped and digitally signed using
the private key of the user. This enables the network to validate each transaction
[21]. Timestamp allows the nodes to trace previous records and document specific
details about a transaction. This improves the transparency and security of the
transactions [35].

9.2.3.10 Availability

Availability ideally means a given system should always be up and provide the
required services to its users irrespective of any fault, issue, or ongoing attacks.
This feature is available in blockchain due to its decentralization and distributed
nature. Unlike a centralized system, any node in the decentralized blockchain
system is equally capable of providing access to the distributed ledger. Moreover,
availability applies to both system and transaction availability [36]. Here, the data
of the block must be available to legitimate users on demand so they can view
transaction data at any time and from any location without it being corrupted,
inaccessible, or inconsistent [25,36].

9.2.3.11 Automation

Blockchain facilitates automation by using smart contracts, which are
self-executing computer programs emulating the terms and conditions of an
agreement. Automation forms the basis for developing decentralized applications
(dApps) and increases the efficiency and the speed of transactions [37]. Moreover,
automation in blockchain reduces human intervention, eliminates the need for
third parties, and improves the operational efficiency of each sector dependent on
blockchain [38].

9.2.4 Tvypes oF BLOCKCHAIN

Three different types of blockchain are discussed in this section.
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9.2.4.1 Public Blockchain

A public blockchain is an open, unrestricted, and permissionless distributed led-
ger system. In such an open network, the nodes have the authority to access all
the records, add data on the blockchain, ability to verify transactions, and even
be a part of the mining process [39]. Public blockchain utilizes the property of
decentralization and accessibility to the fullest (though not completely [40], with-
out any restrictions. The most common examples of public blockchain are Bitcoin
and Ethereum.

The advantages of using public blockchain are highly transparent, trustless,
open, and optimally decentralized [41]. Since everything is recorded and visible
to everyone, public blockchain forms a trustless environment by eliminating the
need for trusted third parties. Each entity in the network contributes to grow the
blockchain and prevent the need for intermediaries. The extent of decentralization
in a system implies the level of fault resiliency of the system. A fully decentralized
system provides better security and fault resiliency as compared to centralized sys-
tems [42]. However, the downsides of public blockchains are energy inefficiency,
less privacy due to high transparency, slow convergence, more prone to attacks,
and highly unregulated, so not suitable for some applications [41].

9.2.4.2 Private Blockchain

A private blockchain is a closed, restricted, and permissioned blockchain, where
the accessibility of the network is different for each node [43]. Most of the nodes
in such a network have access to only specific rights, while some nodes can
have full access to the network. Therefore, this type of blockchain is not entirely
decentralized, as a part of the allowances is restricted to a central authority [44].
Examples of private blockchain are Corda and Hyperledger [45].

The advantages of the private blockchain (compared with public blockchain)
are higher throughput, low latency, better privacy, and more scalable. Since the
authoritative nodes in the network are less in number, it takes less time to reach
a consensus. Thus, private blockchain can cater to the requirement of high trans-
action throughput (i.e., speed of the transactions in transactions per unit time).
With private blockchain, thousands of transactions can be processed in a second
[46]. As compared to a public blockchain, private blockchains are more scalable.
This is possible due to the less number of authorized nodes managing and vali-
dating transactions and related data. A private blockchain is aimed at businesses
and enterprise organizations that require maximum privacy and stability in the
processes [47]. The private ecosystem enables such organizations to operate with
better efficiency, speed, and less downtime. On the other hand, the drawbacks of
private blockchain are the need for trusted nodes, regulatory authority, and the ten-
dency to be centralized in nature since it is managed by a single organization [41].

9.2.4.3 Consortium Blockchain

A consortium is defined as the alliance of two or more individuals, organiza-
tions, or governments to achieve a common goal. In a consortium blockchain,
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all the members in the consortium have the right to write and verify data on the
blockchain. It is also a permissioned blockchain like the private blockchain [48].
Therefore, only selected nodes from each member of the consortium can partici-
pate in operations related to the blockchain. This makes consortium blockchains a
semi-decentralized network, where, although the authority is distributed amongst
the members of the consortium, only authorized nodes from each member are
allowed to participate in the mining and validation process. The nodes cannot
add information to the blockchain on their own without the confirmation of each
node. Each member participates equally in reaching a consensus, which, unlike
public blockchain, requires significantly lower computational power and uses less
energy [49].

The advantages of consortium blockchain are as follows. Transactions do not
require any fee since all the infrastructure is provided by the members themselves,
eliminating the need of incentivizing transactions [50]. The distribution of power
in consortium blockchain protects it from a monopoly. Operations such as block-
chain rollback, the rectification of erroneous transactions, and other operations
related to the blockchain are brought about by the agreement of all the members
[51]. The less number of participating nodes facilitates the faster accomplishment
of consensus and synchronization. The transaction throughput is higher as com-
pared to a public blockchain, resulting in better scalability.

9.3 SMART CONTRACTS

9.3.1 INTRODUCTION

The concept of smart contracts was introduced in the 1990s by Nick Szabo,
a computer scientist and a cryptographer [4]. The concept was introduced as
a set of promises in a digital form together with protocols that should be fol-
lowed to fulfil what is promised. This concept was analogized to the opera-
tion of a vending machine. Furthermore, the concept of the smart contract
is expected to follow simple and clear logic and verification through cryp-
tographic methods to be more useful and functional compared to traditional
paper-based contracts. In recent years, the concept of smart contracts has
been identified to be more useful in conjunction with the growth in the block-
chain and DLTs [52].

Blockchains enable smart contracts through the decentralized decision-making
banking on consensus mechanisms to facilitate many emerging blockchain-based
applications such as data markets, Energy Internet (EI), and micro transactions
[53,54]. Smart contracts convert the contractual clauses in traditional contracts
into logical and executable computer programs with well-defined conditions [37].
Once the predefined requirements are satisfied, contract statements are executed.
Furthermore, as smart contracts follow an object-oriented approach, each instance
of a smart contract can be accessed through its unique address, whereas all the
smart contract instances can reside on the blockchain. Smart contracts are stored
as immutable records in blockchain and ensure strict access control.
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9.3.2  FeATURES OF SMART CONTRACTS

Smart contracts, when deployed on the blockchain, offer an assortment of fea-
tures and advantages. Below are some of the important features of smart contracts
(running on top of blockchain) based on [37,38,55,56].

9.3.2.1 Decentralized Operation

Smart contracts are operated as decentralized programs in a blockchain network.
This enables smart contracts to overcome various issues faced by centralized
applications. For instance, the decentralized operation ensures resilience against
single-point failures to operate autonomously even if one or more nodes of the
network are compromised. Furthermore, smart contract services are immune
to Denial of Service (DoS) attacks and provide guaranteed service availability.
In addition, the decentralized operation minimizes data transmission cost and
latency.

9.3.2.2 Immutability

The execution of a smart contract is securely stored in the form of a transac-
tion on the blockchain. The blockchain network validates these cryptographically
sealed transactions while being added to the blockchain. Once a smart contract
is recorded in the blockchain, it cannot be altered. Moreover, the immutability of
the smart contract increases as the blockchain grows because the time to alter a
blockchain (under attack) increases with a longer chain of blocks.

9.3.2.3 Elimination of a Third Party

Trusted third parties are required for the operation of centralized applications.
However, the decentralized property of smart contracts on blockchains enables
functioning without requiring any third-party service. This will enable a large
number of connected devices to make decisions and perform transactions in a
decentralized fashion.

9.3.2.4 Autonomous Execution

dApps on blockchain operate according to the terms and conditions defined in
smart contracts. These applications continue to operate until it reaches terminat-
ing conditions, while the execution of smart contracts cannot be intervened by
any authority or third party.

9.3.2.5 Transparency

Operating in a decentralized peer-to-peer network enables the nodes to access the
transactions on the blockchain. Each clause operated by a smart contract is vis-
ible and available for inspection to the entire network. This gives smart contracts
an advantage over centralized applications as the execution process is visible to
the network. It provides transparency to the execution process and enables the
participating users as well as the other nodes to inspect the process flow of smart
contract execution.
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9.3.2.6 Accuracy

Traditional applications involve human intervention for database management,
which may result in erroneous data being stored in the database. This will raise
concerns related to the accuracy of the data being stored. However, smart con-
tracts verify the prescribed conditions prior to execution, and any human inter-
vention is eliminated while improving accuracy. Furthermore, smart contracts
are unbiased and establish a trustworthy execution environment by providing a
transparent, immutable, and accurate execution.

9.3.2.7 Speed

Process execution in centralized applications requires documentation and autho-
rizations on different levels for each process. It also requires the involvement of
third parties and other intermediaries, which increases the complexity and the
overall execution time of a process. In contrast, smart contracts execute the pre-
defined conditions agreed upon by the stakeholders while eliminating the involve-
ment of different authorizations and intermediaries. Hence, the entire processing
time depends on the time required for contract execution and verification. This
increases the processing speed.

9.3.3 DIFFeRENT BLOCKCHAIN PLATFORMS
SUPPORTING SMART CONTRACTS

Several blockchain platforms have already adopted smart contracts as an integral
feature. Brief descriptions of such platforms are provided below:

9.3.3.1 Ethereum

Vitalik Buterin developed Ethereum in 2015 with the intention of providing a
platform that is capable of supporting dApps [57]. Ethereum also supports the
use of smart contracts to create and deploy dApps on the network. Each smart
contract on Ethereum has its own Ethereum address that resides on the Ethereum
Blockchain. The Ethereum address refers to a unique value assigned to users and
smart contracts for identification. This address allows smart contracts to retain
assets while performing transactions over the Ethereum network. Furthermore,
Ethereum uses “Gas Fee”, which is the fee that is required to perform a transac-
tion [58]. This fee includes the computational cost of executing a contract. Each
function or operation requires a gas fee based on the complexity of the operations
performed. In addition, Ethereum supports the use of programming languages
such as Solidity, Serpent, LLL, and Muran [37]. These programs are compiled
into machine codes and loaded on the EVM (Ethereum Virtual Machine) for
execution.

9.3.3.2 Hyperledger Fabric

Similar to Ethereum, Hyperledger Fabric is also a distributed ledger platform
capable of running smart contracts and dApps [59]. Hyperledger Fabric is
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designed to support enterprise applications using a permissioned blockchain
environment. Smart contracts, also known as Chaincode in Hyperledger, operate
in a permissioned environment and do not require any transaction fee. Unlike
Ethereum (which uses virtual machines to run smart contracts), Fabric uses a
Docker container. Docker is an open-source platform using OS-level virtualiza-
tion to facilitate the operation of applications independently [60]. This results in
lower overhead, resulting in enabling the platform and applications to function
in a faster and energy-efficient manner. Furthermore, Fabric supports high-level
programming languages such as Java and Golang [37].

9.3.3.3 Corda

It is an open-source distributed ledger platform designed for businesses, allowing
them to transact, ensuring strict privacy [61]. Corda supports the use of high-level
programming languages operating on the Java Virtual Machine (JVM), such as
Java and Kotlin [62]. Smart contracts in Corda are not neatly encapsulated into
packages, as is the case with Ethereum and Hyperledger Fabric. Instead, con-
tracts are split into different parts to increase flexibility while fulfilling the needs
of regulated financial and industrial institutions. The data of a smart contract is
stored in the state objects known as ContractStates. These ContractStates contain
opaque data that are used to perform the functions and operations as defined in
the contract. The participating parties can rely on these contracts in case of legal
disputes [37].

9.3.3.4 Stellar

Stellar is an open-source blockchain-based platform, which facilitates trading
currencies and payments [63]. Stellar allows users to perform operations such as
creating, sending, and trading digital representation of multiple forms of money.
Furthermore, Stellar supports languages such as Python, JavaScript, Golang, and
PHP [37]. Similar to Fabric, Stellar also requires Docker containers to execute
programs [60]. In addition, the transaction processing time of Stellar is much
faster as compared to other platforms. This is due to the usage of Anchors.
Anchors issue credits to the Stellar networks by holding user deposits. Stellar
transaction occurs based on the issued anchors. This results in reducing the trans-
action time to less than even 5 seconds [37].

9.3.3.5 EOS

EOS is a decentralized and scalable platform designed for enterprise-grade
applications that can also run dApps. This platform supports both public and
private blockchain deployment [64]. The contracts are Turing complete and are
developed in C/C4+. Furthermore, smart contracts used in EOS are similar to
Ethereum, where a new instance of the contract is created every time the contract
is executed. In addition, contracts in EOS do not require any transaction fee [37].
Furthermore, the nodes in EOS cooperate in producing blocks without compet-
ing, which also increases the security [65].
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9.4 APPLICATIONS OF BLOCKCHAIN
AND SMART CONTRACTS

Blockchain, along with smart contracts, brings tremendous opportunities due
to its salient features such as decentralization, immutability, transparency,
non-repudiation, pseudonymity, and fast processing. Healthcare [66], finance
[67], real estate, music industry [68], insurance [69], and media [70], to name a
few, are some of the sectors that have already realized the potential benefits of
blockchain and smart contracts and thus have started using them. For instance,
in the healthcare sector, blockchain can enable digital maintenance of records
of patients and medical equipment, pharmaceutical supply chain management,
remote patient monitoring, and health data analytics [71]. Some of the compa-
nies that ventured into this space are Medicalchain [72], IRYO [73], and Burstiq
[74]. Many such companies aim to provide patients total control and ownership
of their electronic medical records and allow the patients to decide with whom to
share their medical records. Insurance is another sector that can be uplifted using
blockchain and smart contracts. Some of the functionalities that can be enabled
by blockchain and smart contracts in the insurance sector are eliminating the
need for intermediaries, detecting fraud more efficiently, assisting in the develop-
ment of a dynamic insurer/client relationship, and making the application process
in a more client-centric manner [75].

Yet another sector that has embraced blockchain is real estate. Customers may
rent, purchase, invest, and lend in a safe and efficient environment due to smart
contracts and decentralized ledgers. For instance, Propertyclub, a company based
on blockchain, allows users to utilize blockchain to browse, sell, rent, purchase,
and invest in properties using their portal [76]. Thus, blockchain is emerging as
a promising future technology that can support and enhance many sectors and
domains of businesses.

9.5 SECURITY ASPECTS OF BLOCKCHAIN
AND SMART CONTRACTS

Blockchain and smart contracts have immense potential and are considered
secure due to the underlying features such as cryptographic techniques, decen-
tralization, and distributed database, making it extremely difficult for attackers
to hack or manipulate. In particular, the blockchain-based system does not suffer
from issues related to a centralized system such as single point of failure, the
necessity of third party or intermediaries, authorities keeping full control, and
most importantly, the privacy of the user.

Nevertheless, blockchain itself has its security and privacy issues. Many secu-
rity attacks in the past, such as the DAO attack, selfish mining attack, Parity
Multi-sig attack, and the 51% attack [77-79], show that the technology is still in
its development stage. Some of the security attacks pertaining to blockchain and
smart contracts are briefly discussed in Table 9.2. Nevertheless, the blockchain
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TABLE 9.2

Various Attacks on Blockchain and Smart Contracts

Focus of
Attack

Blockchain

Smart
contract

Attack
Majority attack

Eclipse attack

DoS attack

Sybil attack

Selfish mining
attack

Race around
attack

The DAO attack

Parity Multi-Sig
wallet attack

Integer
underflow/
overflow attack

Brief Description

When an attacker has accumulated more mining power than
others, it is able to control the entire blockchain and alter the
view of the honest nodes on the network [79,80]

The attacker populates the data structures of an honest node in
order to isolate it and manipulate its view of the blockchain (i.e.,
the ledger in a P2P network). The attack is a building block to
other attacks such as majority attack and DDoS attack [81].

An attacker floods the network with an abnormally large number
of requests, crippling the network’s capacity to handle genuine
traffic [82]. Attackers aim to disconnect a network’s mining
pools, e-wallets, crypto exchanges, and other financial services
[80].

Multiple nodes that are controlled by a single user. By utilizing
them, it may outcast honest nodes. This attack is generally used
to take control over the network, and it can also pave the path for
bigger attacks such as DDoS attack or the majority attack [83].

A malicious miner (or group of miners) mines new blocks
privately and do not publish them to the rest of the network.
Such a miner keeps mining new blocks until its local copy of
(private) blockchain becomes longer than the current publically
available blockchain. On achieving sufficient lead, the selfish
miner publishes (broadcasts) a longer blockchain, which gets
accepted by the network. One obvious intention of selfish miner
is to maximize the earned rewards [28,80].

A race attack is a sort of double-spend attempt. It necessitates that
the receiver accepts unconfirmed transactions as payment. This
is accomplished by sending the fraudulent transaction to the
target and the legitimate transaction to the mining pool [83,84].

The DAO hack took place in June 2016, and the attacker was able
to steal over 3.6 million Ethers (worth 60 million USD, then). A
vulnerability called re-entrancy in the smart contract was the
source of the DAO attack [77,85].

The developers of the wallet created a public library that was
deployed over Ethereum to save the gas cost incurred for every
transaction. The attacker exploited this public library and stole
over 150,000 ETH (30M USD) [77,86].

The vulnerabilities in Ethereum and solidity create a way for the
attacker to pass some parameters that can be exploited to fetch
more balance in his/her account than available originally [77].
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community and alliances are continuously working towards the mitigation of
these attacks.

9.6 CONCLUSION

This chapter presents a detailed discussion on blockchain and smart contracts.
The blockchain concept is introduced, explaining the block structure, process
flow in block mining, blockchain features, and types of blockchain. Subsequently,
the concept of smart contracts is introduced while elaborating its features and
the blockchain platforms supporting smart contracts. Then, the applications of
blockchain and smart contracts are presented. In addition, security and privacy
concerns of blockchain and smart contracts are presented, highlighting the pos-
sible attacks. The unique features of blockchain qualify it as promising technol-
ogy towards developing novel and innovative applications and services. However,
blockchain and smart contracts require further research and development work,
especially in the areas of scalability, transaction speed, and security, to establish
as a robust and agile platform enabling future applications and services.
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10.1 INTRODUCTION

The Internet of Things (IoT) is defined as a network of identifiable and unique
elements that communicate without human interaction using IP connectivity [1].
This new concept covers several domains: energy [2], smart home [3], agriculture
[4], healthcare [5—7], and industry [8]. The integration of IoT in the healthcare sec-
tor is giving rise to a new paradigm called the Internet of Medical Things (IoMT).
This term refers to a connected infrastructure of devices and software applica-
tions that can communicate with various IT systems to provide health-related
services [9]. Figure 10.1 shows the different IoMT participants.

Some examples of IoMT include remote patient monitoring for people with
chronic or long-term illnesses. This type of treatment saves patients from visiting
the hospital or doctor’s office every time they have a medical question or a change
in their condition as well as inpatient wearable mHealth devices that can send
information to caregivers. Another example, in the pharmaceutical sector, is drug
tracking. However, it is important to note that the healthcare sector faces many
challenges. The major challenge is the processing and analysis of patient records
due to the large amount of data collected. The security of this data is another

FIGURE 10.1 ToMT system entities.
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challenge to consider. Due to the high connectivity, these systems are prone to
malicious attacks. In addition, it is difficult to ensure confidentiality due to the
exchange of sensitive data. In summary, the main challenges are as follows:

» Patient Records Management: Currently, information is not shared
between doctors, and the patient must carry over the reports of his previ-
ous consultations to each new specialist. This mission is more difficult
for an uninformed patient who does not master the medical discussion
and does not have a precise idea of the content of his file. With the rise
of telemedicine, visits to the doctor are made through multiple channels,
making it more difficult for healthcare professionals to update patients’
medical records. Therefore, it will be vital for this industry to create a
way to record and update medical records for both in-person and vir-
tual visits. This means digitizing these records and sharing them, after
patient consent, with healthcare professionals to be updated in real time.

e Clinical Trial Certification: Clinical trials involving drugs are
intended to establish or verify a certain amount of data. The shar-
ing of this data including confidentiality, integrity, record keeping,
and patient enrollment is often used by researchers in a secure man-
ner. Sharing research between different scientists and organizations
could lead to better and more rapid progress on specific topics.

e Drug Traceability: The lack of drug traceability is another issue to
which a distributed and public database could provide a start.

e Securing Access to Health Data: This is a major issue in
network-to-network data transmission. The dependence of IoMT
applications and platforms on a centralized cloud puts security at
risk.

Blockchain is an emerging technology that is spreading in various sectors and
presents many advantages and opportunities. Blockchain technology is character-
ized by the immutability of stored data, decentralization, and privacy. Integrated
into the health sector, it helps to overcome the problems encountered in the latter.

This chapter is organized as follows. In the second section, we discuss the
blockchain technology, its function mode, its characteristics, as well as smart
contracts. Section 10.3 presents the application of this technology in the field of
health and the solutions proposed by the researchers in this axis. We end with a
conclusion.

10.2 THE BLOCKCHAIN TECHNOLOGY
BASIC CONCEPTS

In the peer-to-peer network, machines and devices communicate with each other
without intermediate entities forming a decentralized network called Blockchain.
It is, in fact, a set of connected nodes that share and record transactions. Each
node in the network keeps a copy to avoid having a single point of failure. The
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data shared through the blockchain is structured in blocks that are linked together
forming a distributed ledger technology (DLT). The security and immutability of
this data is ensured through cryptographic functions. The concept of blockchain
is introduced by Satoshi Nakamoto in 2008 [10]. It attracts the interest of sev-
eral researchers in different fields. Bhushan et al. [11, 12] and Saxena et al. [13]
presented an in-depth study on the combination of blockchain technology and
IoT. They focused on IoT applications by ensuring security, confidentiality, and
privacy in IoT systems. They also investigated the future challenges in this sec-
tor. The authors in their article [14], with the same aim to guarantee security and
confidentiality, have exposed the contribution of this technology in the design and
development of the smart city. Other researchers have exploited the use of block-
chain in the supply chain [15, 16]. This use aims to solve the problem of reliability
and access to manufacturer information. The proposed solution is based on the
use of the Ethereum blockchain and the ERC20 interface. It guarantees data secu-
rity and traceability as well as interoperability by reducing the cost and making
exchanges automatic in the supply chain and manufacturing [17]. They addressed
the security and privacy issue in Internet of vehicle using blockchain. In addition,
Halima et al. [18] exploited the decentralized feature to ensure communication
between vehicles and service providers.

Blockchain technology is mainly characterized by major elements: decentral-
ized, transparent, autonomous, secure, and immutable. As described above [19]:

* Decentralized: Blockchain technology is a distributed database where
data is stored in all nodes of the network. All nodes can manipulate,
access, and update transactions simultaneously and without intermedi-
ary via a well-defined protocol. This data is not all held on a central
intermediary’s server, but instead is “distributed”, i.e., hosted by each
participant.

* Transparent: Since their creation, the transactions in the blockchain
are accessible by all users. But they are extended by cryptographic func-
tions so that they cannot be modified. That is to say that the addition of
transactions is allowed and not their modification or deletion. As in the
Bitcoin network, all transactions are public and verifiable by everyone
through a consensus mechanism, which will allow everyone to ensure
that each participant owns the Bitcoins they are spending and that they
are spending them only once. The transparent nature of blockchains
could certainly prevent the modification or theft of this data.

* Consensus: The blockchain corresponds to a history of transactions on
which everyone agrees. This consensus on the sequencing of transac-
tions solves the so-called “double spending” problem: A Bitcoin spent
in one transaction cannot be spent a second time in a transaction that
would later be broadcast on the network. The second transaction would
be rejected by the network.

* Secure: Once recorded in the blockchain, it is impossible to delete or
modify a transaction since there are several copies in different nodes of
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the network. Therefore, the blocks can be extended and not modified.
This gives the blockchain a high level of security and makes it more
complicated to attack the blocks of information.

* Autonomous: In the blockchain network, the handling of transactions
is no longer concentrated in a central organization but is spread over all
participants of the network. Transactions can be consulted and stored by
each node and even transferred and updated. In this way, the blockchain
functions autonomously without the intervention of a trusted third party
and keeps the identity of the node anonymous and secure.

10.2.1 BrockcHAIN PROCESs AND CATEGORIES

Before starting the process of blockchain operation, we must define a transaction.
This is the act of exchanging and sharing information between blockchain nodes.
Transactions are in fact data exchanged between network participants and stored
in files called blocks. These data are encrypted and then chained to the previous
block, forming a chain. Following the addition of transactions, the blockchain
evolves each time. The transactions must be verified and validated in advance.

Figure 10.2 illustrates the function process of blockchain transactions. This
process begins when someone B requests a transaction from A. The data requested
by the other party B will form a new block and will be distributed on the differ-
ent nodes of the blockchain network. In order to be transferred, the new block
is verified and validated by the network nodes using cryptographic techniques.
After being validated, it is added to the previous blocks in chronological order.
The added block is chained in such a way that it cannot be modified or deleted.
At the final stage, user B receives the transaction from A which ends successfully.

According to its characteristics and functionalities, the blockchain is classified
into three categories [20]:

The block is verified and
. J validated by the network
< nodes using ci raphic 2
A wants to send R B receives the
techniques
atransictionto B transaction from A
\
The transaction is The new block is added to the existing
by a block and broadcas! e blockchain in a form that is permay

U 066

FIGURE 10.2 Blockchain transaction process.
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* Public Blockchain: In the public blockchain network, transactions are
managed by all participants without central control organs. They have
the right to consult and even modify the exchanged data. The use of the
consensus mechanism guarantees the security and immutability of this
type of network. The most famous example of the public blockchain is
Ethereum and Bitcoin.

* Private Blockchain: In the private blockchain network, only authorized
participants can access it. The access is done by invitation from the enti-
ties controlling the network. Therefore, to carry out transactions, partici-
pants must request permission from third parties. This type of network
is usually applied between companies of the same type. Hyperledger
Fabric is an example of a private blockchain.

* Consortium Blockchain: The consortium blockchain is the fusion
between the public and private blockchains. The reading and writing of
transactions in this type is both allowed for some nodes and restricted
for others. The most notable difference from each system can be seen
in the consensus. Instead of an open system where anyone can validate
blocks or a closed system where only one entity appoints block produc-
ers, a consortium chain has a handful of equally powerful parties that
function simultaneously as validators. BigchainDB is an example of a
consortium blockchain [20].

10.2.2 SMART CONTRACTS AND ETHEREUM PLATFORM

One of the major assets of blockchain is the utilization of smart contracts and
decentralized applications (DApp). Their main role is the exchange of assets
and services as well as monetary transactions, without recourse to a third-party
authority. In 1994, the smart contracts concept is defined, by Nick Szabo, as “a
computerized transaction protocol that executes the terms of a contract” [21]. The
smart contract executes transactions automatically, without the need for human
intervention. The information handled by the smart contract is received from con-
nected objects and other measuring devices. Miners in the blockchain check the
transactions [22, 23] and update them to be saved in the blockchain.

Smart contracts are developed using blockchain platforms like Ethereum.
This platform is the most promising blockchain. It can support advanced custom
smart contracts using the Turing-complete programming language. Solidity, as a
high-level programming language, is used to write smart contracts code which is
then converted into Ethereum Virtual Machine (EVM) bytecode. In the EVM,
the quantity of gas is the cost or execution fee for each transaction. This fee is
calculated as follows:

Fee=gasPrice X min(gasLimit,gasUsed) (10.1)

where gasPrice is the amount of Gwei, as a form of remuneration, received by
the miners, gasLimit is the maximum gas amount to complete a transaction, and
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gasUsed is defined depending on the storage and processing quantity for each
transaction [25].

A decentralized application is an application deployed on blockchains and is
generally based on smart contracts. It aims to improve the transparency and trace-
ability of the collected information. Given the number of researchers and devel-
opers who are attracted to DApp, various sites gather statistics on the different
DApp applications [26].

10.3 THE BLOCKCHAIN FOR HEALTHCARE

Thanks to the potential and characteristics of blockchain, this technology is
considered a key solution to the problems encountered in the healthcare field. It
attracts the interest of many professionals’ healthcare. Seven out of 10 of them
expect the main benefits of blockchain to apply to clinical trials and medical
records, and 6 out of 10 believe that blockchain will help them access new mar-
kets and new reliable and secure information [24]. The implication of blockchain
in the healthcare sector can be divided into four main categories: patient data
management, which includes electronic health record sharing; drug supply chain
management, which covers both counterfeit drugs and pharmaceutical Supply
Chain; clinical trial; and security in healthcare. Table 10.1 outlines several solu-
tions proposed by the researcher to overcome these problems.

10.3.1  PaTiENT DATA MANAGEMENT

When managing medical records, the patient, the doctors, the hospital, the phar-
macists, or the medical analysis laboratories are all sources of data, it is difficult
to visualize and share all these data in a clear way. This problem is frequently
encountered when a patient is admitted to the hospital. Health professionals do
not always have access to the patient’s history and do not have complete visibility
on the treatments he/she is taking on the history of his/her illness or on his/her
family history. The ideal would be to have a list of all the places where a patient’s
medical data is located so that it can be quickly retrieved. This list would be
accessible, with the patient’s consent, to any health professional who requests it.
Thus, instead of having access only to the database of the establishment where
one is, one could have access to all the sources of information dispersed in all the
databases of the network. Blockchain technology provides just such a solution in
the form of a distributed and secure registry that allows patients not only to have
visibility over their data, but also to control access to it. So, via blockchain tech-
nology, we ensure the interoperability of the platform used by the various health
actors. Similarly, for the emergency service, it can access patient data without the
need to request it from the patient.

Several researchers have studied this issue. In [25], the authors proposed a
platform named BiiMed. This solution aims at sharing the patient’s electronic
health record between different stakeholders. It ensures data integrity and interop-
erability, thanks to the blockchain. The proposed architecture is composed of
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TABLE 10.1
Summarized Literature Review

Problem Addressed

Smart
Uses Cases Paper Year Framework Contracts Contribution
[25] 2020 NM ¢ Share the patient’s electronic
[27] 2016 Ethereum Yes health record between different

g [30] 2020 Ethereum stakeholders.

E [26] 2019 NM * Ensures integrity, confidentiality,

é‘) [28] 2018 NM No and interoperability of the data

g [29] 2028 Proprietary shared.

g [31] 2020 NM ¢ Resolved the problem of

e large-scale data management and

E sharing in an EHR system.

E ¢ Remote monitoring system
guarantees the security and privacy
of the patient.

= [33] 2018 NM NM ¢ Allows the sharing of patient data
E [34,35] 2017 NM NM by controlling the access to these
% [36] 2018 NM NM sensitive data.
_% [37] 2018 NM NM  Ensure the security of private data.
g :‘:é [38] 2017 NM Yes  Ensure the confidentiality of
? = [39] 2016 NM NM messages on the blockchain.
i E ¢ Provides access at different levels
2 = of granularity without the need for
1 a PKI.
-‘5 ¢ Ensures t?le .integrit}f, securiFy, and
g confidentiality of private patient
data.
_ [41] 2020 NM NM ¢ Product identification and tracking
_§ £ B [42] 2016 NM in pharmaceutical supply chains.
= g % % [43] 2019 NM ¢ Maintain security, traceability, and
E g z E‘J [44] 2019 NM visibility in the pharmaceutical
5 g- 5 [45] 2019 NM Yes Suppl}./ chain.
o, ¢ Tracking of pharmaceutical
products during distribution.

= [46, 2017 Bitcoin NM ¢ Avoid undesirable consequences of

-% 471 2018 NM NM drug use.

g [48] 2017 NM NM ¢ Development of platforms and

E [49] 2018 NM NM systems for collecting and sharing

% [50] 2016 Ethereum Yes patient data in clinical trials.

& [51] 2017  Ethereum Yes ¢ Support the transparency of the

E [52] 2019 NM NM data and documents retrieved

g [53] 2021 NM NM during clinical research.

[54] ¢ Ensure traceability of clinical data.
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FIGURE 10.3 Management of patient medical records.

two parts: Health Information System and BiiMed blockchain. HIS consists of
gathering, saving, and sharing medical data while the BiiMed platform manages
the shared data. It is based on the Ethereum blockchain and the smart contract.
MedChain [26] is another platform that works on the same principle of sharing
data by storing them immutably in the blockchain. The MedRec scheme, pro-
posed [27] by Azaria et al, allows both the integrity and confidentiality of the
data shared through a decentralized system that guarantees easy access to this
data by the patient, doctors, and any other person included in the process of medi-
cal record treatment, as shown in Figure 10.3. The authors of [28] have proposed
a system called MeDShare. This system allows the exchange of medical data
and keeps electronic medical records secure. The participants in this system are
hospitals, service providers, and health research. They use medical data shared
by MeDShare. Data confidentiality is ensured by a customized audit control. In
the same sense of sharing medical information, the authors have developed the
Medblock prototype [29] based on the blockchain. This prototype allows secure
access to electronic medical records.

Kazmi et al. [30] have exploited smart contracts to design a system for remote
patient monitoring and alerting health specialists in case of emergency. This
remote monitoring system guarantees the security and privacy of the patient
through blockchain. To solve the interoperability problem, the authors [31] imple-
mented a blockchain-based system. It allows patients to share their clinical data
with healthcare providers. The patient has the right to choose the person with
whom he shares his data. Access to the data in a secure way is ensured by the
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identification and authentication of the user. Once identified, they can access and
update the patients’ data.

10.3.2 SecuriTy AND PRIVACY IN BLOCKCHAIN-HEALTHCARE

Healthcare is not a sector like any other and must comply with particularly strict
confidentiality rules. To function in the healthcare sector, a blockchain must first
and foremost guarantee data protection and the anonymity of patient data. In
Europe, the MyHealthMyData project designs a health blockchain model that is
compatible with medical privacy, because no information is stored directly on the
blockchain: it only stores links to its information. A partner of the giant Siemens,
MyHealthMyData aims to facilitate access to and sharing of health data in clini-
cal trials. If a person wishes to delete his or her data from the blockchain, he or
she will be able to break the links to his or her information, without having to
break the chain. The different blocks will remain in place in the chain but will be
permanently deactivated [32].

The authors of [33] tackled the problem of security and patient privacy. They
proposed a system based on the immutability and autonomy of the blockchain. This
system allows the sharing of patient data by controlling the access to these sensi-
tive data. Discrete wavelets transform and genetic algorithm are the basis of the
proposed scheme. To ensure the security of private data, the authors of [34,35] pro-
posed a key management scheme to ensure the confidentiality of messages on the
blockchain. In the same context, Zhang and Poslad [36] suggest an access authori-
zation model and scheme called Granular Access Authorization supporting Flexible
Queries (GAA-FQ) using encryption and decryption algorithms. This scheme pro-
vides access at different levels of granularity without the need for a public key
infrastructure (PKI). The signature scheme proposed in [37] is a solution ensuring
security and trust. Thanks to the attribute with multiple authorities, which is the
backbone of this solution, the patient’s public/private keys are not generated and
shared. MediBchain is a platform proposed by Abdullah et al. [38]. It ensures the
integrity, security, and confidentiality of private patient data. The authors have also
exploited cryptographic functions to solve the problem of anonymity faced in other
systems. Healthcare Data Gateway (HGD) is another solution based on blockchain
technology and presented in [39]. Patient data is shared while keeping privacy.

10.3.3 DRuG/PHARMACEUTICAL SupPLY CHAIN MANAGEMENT

The traceability of drugs and the fight against counterfeiting is another concrete
case of blockchain and IoMT. According to the World Health Organization, 1
in 10 pharmaceutical products is counterfeit. This figure reaches 30% of medi-
cines in developing countries, which represents a market of 200 billion dollars.
Moreover, 25 million counterfeit drugs are distributed on the Internet with a value
of 43 million euros [40].

Drug traceability is a very sensitive area that needs an urgent solution
as it affects the lives of individuals. The use of blockchain technology brings
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FIGURE 10.4 Pharmaceutical logistics sector based on smart contract [43].

advantages in this context especially in the tracking of pharmaceutical products
during distribution. For this use case, the different supply chain actors are identi-
fied in the blockchain network. Pharmaceutical companies register their products
with a unique identifier. Stores reselling the drugs or pharmacists could check
upon receipt of stocks of drugs that they come from valid laboratories; the infor-
mation related to each drug is updated in the blockchain each time.

Clauson et al. [41] present a detailed study on the application of blockchain
technology in pharmaceutical supply chains. This study includes product iden-
tification and tracking as well as validity verification. Hyperledger’s Counterfeit
Medicines Project [42] also helps to fight counterfeit medicines. In their paper
[43] as shown in Figure 10.4, the authors exploit the notion of smart contracts and
multi-agents’ system. They propose a platform allowing the storage of transac-
tions between the different actors of the system in the blockchain. The smart
contracts ensure the management of these transactions.

To maintain security, traceability, and visibility in the pharmaceutical supply
chain, the authors [44] designed a private blockchain platform to fight drug coun-
terfeiting. Similarly, a proof-of-concept application has been developed by Jamil
et al. [45]. This platform consists of a web application whose role is to monitor
drug files between doctors, patients, pharmacists, etc. in a decentralized manner.
The smart contracts guarantee the confidentiality, security, and transparency of
the management process and the sharing of the drug life cycle.

10.3.4 CunNicAL TrRiAL CERTIFICATION

In order to develop medical and biological insights, a biomedical research called a
clinical trial is done on humans. The objective of these clinical trials is to develop
and verify a series of data. They allow, but are not limited to, demonstrating the
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efficacy, relevance, and safety of a drug in relation to a disease. Indeed, the objec-
tive of these studies is to demonstrate a causality between the favorable evolution
of a disease and the taking of a specific treatment.

The characteristics of blockchain technology allow it to play a prominent role
in the certification of clinical trials. Indeed, blockchain could be used to ensure
that data is collected and exchanged, when necessary, while respecting patient
privacy or proprietary information. The use of this technology allows one to save
the results found as well as the data and reports from the clinical research in an
immutable way. This property overcomes the problems of changing results, thus
reducing the incidence of fraud and error in clinical trial records. Blockchain
brings transparency to clinical trials. Also, the pharmaceutical industry could use
blockchain to authenticate clinical trial results.

Several studies have exploited blockchain in clinical research to avoid undesir-
able consequences of drug use [46—48]. The characteristics of blockchain, notably
its immutability, transparency, and decentralization, encourage the development
of platforms and systems for collecting and sharing patient data in clinical trials
[49,50].

The authors of [51, 52] use the Ethereum blockchain platform and smart con-
tracts. The results found to support the transparency of the data and documents
retrieved during clinical research. In the same context, the use of smart contracts
and blockchain, Zhuang et al. [53,54] presented an automatic and secure valida-
tion system for unmediated clinical trials via distributed databases. The traceabil-
ity of these data is ensured via the proof of concept and blockchain protocol [47].

In summary, blockchain technology is applied in various sectors of healthcare
as shown in Table 10.1. Its adoption allows the advancement of biomedical/health
research. For the management of patient medical records, it stores these records
on a distributed registry of an authorized blockchain. For the management of
patient medical records, it stores these records on a distributed registry of an
authorized blockchain, thereby ensuring the integrity of data in the various stages
of processing, without human intervention. The DLT conducts a decentralized
database containing all the information needed during the research. Researchers
can access and manipulate medical data in complete security. The Blockchain,
having the particularity of being immutable, facilitates the detection of fraud
by prohibiting any duplication or modification in the transaction, and finally
allows a transparent and secure transaction. To prevent drug counterfeiting, the
Blockchain, thanks to its detailed tracing power, monitors every step of the phar-
maceutical supply chain. It controls the origin of the drug, its components, and
its owner.

10.4 CONCLUSION

This chapter presents a state of the art on the impact of blockchain technology
in the healthcare sector. The most relevant applications in this area are electronic
patient record sharing, and pharmaceutical tracking, clinical trial, and security
in healthcare. Blockchain brings security, integrity, and transparency to the
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healthcare field. Despite the promising offers of blockchain in terms of confi-
dentiality and efficiency, there is a lack of realization of solutions proposed by
researchers. It is, therefore, necessary to carry out an important upstream work of
data digitization, process automation, staff education, and regulatory supervision.
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11.1  INTRODUCTION

In recent years, the coming out of the Internet of Things (IoT) has taken a sig-
nificant impact on science and technology [1]. The IoT is defined as a network
of identifiable and unique elements that communicate without human interac-
tion using IP connectivity [1]. These items can perceive, control, analyze, and
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make decisions independently, as well as in collaboration with other objects
[2]. At the end of 2019, there were around 9.5 billion connected IoT devices,
according to IoT Analytics estimates [3]. The concept of the IoT is evolving
exponentially and covering more and more domains every day [4]. It will
change the way we live and work by making different aspects of life smart.
Through the development of new applications in fields such as smart homes,
smart health, smart cities, industry 4.0, Wireless Sensor Networks (WSN),
smart agriculture, and others, IoT has the potential to introduce and establish
a smart world [5]. The interested reader is referred to [1-20] for a deeper
understanding of the IoT.

Healthcare 4.0 is a combination between the IoT and modern Information and
Communication Technologies [6]. The Smart health plays an important role in
health applications by integrating sensors and actuators into patients’ bodies for
monitoring and follow-up. The global IoT medical device market is expected to
grow at a compound annual growth rate of 4.5%, reaching $409.5 billion in 2025
[7]. The IoT is used in healthcare to monitor the physiological status of patients.
On-board sensors can collect information directly from the patient’s body and
transmit it to the physician. These collected information can be stored, processed,
and make it available to doctors to give a consultation at any time and from any
devices that are connected to the Internet (e.g., Smartphone or Tablet) [8—15].
Further, the doctor is alerted in real time of any sudden change concerning the
condition of his patient, as well as take actions like advising patients, and inter-
rogate the sensors to have the current values. This technology can fully isolate the
patient from the hospital’s centralized system while yet allowing them to com-
municate with their physician. A remote medical surveillance system employing
IoT is depicted in Figure 11.1.
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The IoT deploys a very large number of small intelligent devices to col-
lect detailed information about the environment [10]. Despite miniaturization
and reducing the manufacturing cost, these devices generally have limited
resources in terms of power transmission, data processing, bandwidth, storage
capacity, and energy. However, the transmission and reception operations con-
sume a large part of the energy of the node devices [11]. Unsurprisingly, when
it comes to evaluate the performance of a sensor network, service life is prob-
ably the most important metric, especially since the most low-power devices
have a limited lifetime, besides continuous battery replacement of thousands
of these devices deployed in areas with difficult access is often impractical
and even impossible [12]. Therefore, energy consumption is a key challenge in
sensors. To this end, several approaches have been proposed to conserve the
energy resource at the sensory level and overcome the challenges inherent in
its limitation [13].

Many other issues have been explored in relation to IoT, one of the most signifi-
cant is the security issue [14]. The existence of a huge network with a big number
of interconnected devices will almost certainly suggest a variety of attack and
eavesdropping scenarios that could endanger those entities and their users [15].
The threat posed by these Internet-connected Things affects not only IoT sys-
tems, but the entire ecosystem, including websites, applications, social networks,
and servers. In the healthcare application using IoT, we add more devices to our
clothes and bodies, more personal information will be collected. As the number
of IoT devices grows at an exponential rate, so do the technological and secu-
rity challenges [16]. For example, an attack may rationally modify a drug dose
that would kill or have catastrophic health consequences for a certain patient.
Furthermore, the healthcare devices can be remotely exploited through the many
communications medium (e.g., Wi-Fi, Zigbee, Bluetooth, 6LowPAN, and NFC).
The attackers can easily eavesdrop on the communication channel in this instance
and obtain the transmitted data [17]. It is critical to develop new security frame-
works that prevent hostile or unauthorized objects from getting access to IoT sys-
tems, reading, or altering the data collected [18].

The purpose of this chapter is to review the current literature on the challenges
and approaches to security and privacy in IoI-based healthcare applications. To
demystify the roots of dangers in IoT, we introduce and categorize the IoT secu-
rity threat categories as well as defense techniques in order to provide the reader
with the security necessary background for a better understanding of this area.
We present taxonomy of IoT attacks as well as an analysis of IoT security con-
cerns at various tiers. We also give security requirements taxonomy depending on
the goals of the assaults. Then, we present the solutions to increase IoT security.
The remainder of this paper is organized as follows: We give a full taxonomy of
current security and privacy attacks on healthcare systems in Section 11.2. The
security needs a taxonomy of healthcare systems, which is provided in the next
section. In Section 11.4, we look at some of the existing ways to secure healthcare
systems that have been offered by researchers. Finally, we conclude the paper in
Section 11.5.
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11.2 THE SECURITY ATTACKS IN I0T-BASED
HEALTHCARE APPLICATIONS

As mentioned previously, the present healthcare equipment and applications do
not meet security and privacy standards. The attackers can use many components
of healthcare systems to carry out unwanted operations [19]. To carefully incor-
porate security needs into IoT systems, it is first required to investigate IoT vul-
nerabilities and attacks. An attack is an attempt to break an encryption scheme,
and a successful attack implies that the security of the data encrypted under this
scheme has been compromised [20]. In this section, we discuss several types of
attacks on different parts of healthcare systems (e.g., sensor, device, and network)
and how attackers can undermine the security and privacy of targeted healthcare
systems. A detailed summary is given in Table 11.1

11.3 SECURITY REQUIREMENTS IN IOT-BASED
HEALTHCARE APPLICATIONS

We divide IoT security requirements into three categories based on the aims of
IoT attacks shown in Section 11.2: data security, communication security, and
device security. Table 11.2 summarizes the security requirements.

11.4 SECURITY SOLUTIONS IN IOT-BASED
HEALTHCARE APPLICATIONS

One of the hottest study topics in healthcare system-based IoT is security, which
has drawn many researchers from academia, business, and standardization bod-
ies. There has been a slew of solutions aimed at addressing IoT security issues to
date. To improve IoT security, several new technologies and methodologies were
presented. In the following subsections, we discuss different existing security
measures for healthcare systems by categorizing into six broad categories, includ-
ing Fog Computing, Software-defined Networking, Blockchain, Lightweight
Cryptography, Homomorphic and Searchable Encryption, and Machine Learning.

11.4.1 Foc CoMPUTING-BASED SOLUTIONS

Fog computing has been introduced as a new paradigm for extending Cloud com-
puting’s processing resources. At the network’s edge, it provides storage, pro-
cessing, and networking/communication [20]. Fog computing is made up of fog
nodes that are placed near IoT devices and connected to a cloud server. Because
IoT devices have limited resources, fog nodes can help protect IoT settings by
providing authentication, privacy preservation, and encryption. Several security
schemes to protect healthcare system-based IoT using fog computing are available
in the literature. A state-of-the-art review is outlined in this subsection. Hassen
et al. [21] proposed a home hospitalization system by combining IoT applications
like fog computing and cloud computing. The goal of the study was to propose a
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smart-based model for usage in the healthcare system during a coronavirus pan-
demic. Pham et al. [23] conducted another study to build the “Cloudbased smart
home environment (CoSHE)”, which aided in the health assessment and monitor-
ing of patients in order to provide them with healthcare at home. Tuli et al. [24]
aimed to investigate the utility of fog computing systems for the development of
a framework called Health fog for deep learning and real-time analysis of heart
disorders. The study was effective in developing the Health Fog model’s system
architecture in conjunction with the IoT system. Table 11.3 summarizes these
several works.

11.4.2 SorTWARE DEFINED NETWORKING-BASED SOLUTIONS

Because of the programmability and intelligence, it has put into the network,
Software Defined Networking (SDN) is a new paradigm that has transformed the
world of networking. Correspondingly, in an SDN-based network, there exist a
data plane, a control plane, and a monitoring plane [26]. Each of these functional
planes has its unique challenge in reducing or protecting their corresponding
resources. Software-defined networking enables healthcare organizations to take
advantage of virtualization, resulting in increased network agility and lower total
cost of ownership. As a result of its design, SDN provides security advantages
[27]. Because the SDN controller can see all network data at the same time, it is
easier to spot unexpected behavior in network traffic created by an intruder. Once
a new danger has been identified, operators can instantly design new software
to assess and address the vulnerability, rather than waiting for an operating sys-
tem or application software update for manufacturer-proprietary devices. Several
security schemes to protect healthcare system-based IoT using Software Defined
Networking are available in the literature. In IoT applications, the SDN can be an
excellent solution for key management [28], identity management, authentication,
confidentiality, and intrusion detection. The authors demonstrated an OpenFlow
SDN architecture for IoT devices in [29]. The suggested architecture incorpo-
rates IoT gateways that are managed to detect assaults and anomalies in order
to figure out which devices are malfunctioning and which nodes in the network
are affected. Aydeger et al. in [30] proposed an MTD (Moving Target Defense)
mechanism based on SDN for defending against specific DDoS attacks known as
Crossfire. Table 11.3 summarizes these several works.

11.4.3 BLOCKCHAIN-BASED SOLUTIONS

Many other issues have been explored in relation to IoT, one of the most signifi-
cant is the security issue. The existence of a huge network with a big number of
interconnected devices will almost certainly suggest a variety of attack and eaves-
dropping scenarios that could endanger those entities and their users. As previ-
ously stated, typical security measures cannot be directly applied to IoT devices
due to their physical constraints in terms of processing and storage. Furthermore,
mutual authentication and authorization between the device/user and the IoT
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system must be performed in line with preset security regulations before a device
or user can access ol services. The proposed security measures, on the other
hand, must consider the restricted resources of IoT devices. The major issues can
be solved by blockchain technology [32]. Researchers are increasingly turning to
blockchain-based security frameworks to protect healthcare data from unauthor-
ized parties. To ensure the security of communication in IoT-based healthcare
applications, the authors in [31] present an effective multilayer authentication
protocol and a secure session key generation mechanism for wireless body area
networks (WBANSs). In [32], the authors have proposed a medical data storage
scheme based on blockchain technology in order to ensure the secure storage and
sharing of personal medical data. To enable safe communication in healthcare
applications, Deebak et al. [33] proposed a Secure and Anonymous Biometric
Based User Authentication Scheme (SAB-UAS) based on ECC and cryptographic
hash function. Table 11.3 summarizes these several works.

11.4.4 LiGHTWEIGHT CRYPTOGRAPHY-BASED SOLUTIONS

Cryptographic solutions are all the security services that cryptography gave.
Cryptography awards various security techniques and can provide confidential-
ity, authentication, and integrity and many other benefits in the healthcare appli-
cation using IoT. To achieve these security services, cryptography uses different
methods such as encryption/decryption method, Keys generation method, hash
functions [3], and digital signature. The lightweight cryptographic techniques
can be adopted to achieve key security requirements including confidential-
ity, integrity, and authentication [4]. Many approaches based on Cryptography
were built to detect and block attacks in the healthcare application using IoT.
In [6], the authors proposed a framework named MADAR against Dos attack.
Madar can resist Dos attack that effects the communication using the combina-
tion of ID-based signature schemes and self-generated pseudonym. It can also
detect Dos attack, which attacks the communication based on the use of the
strength-alterable message-specific puzzle. Kiho et al. [8] introduced a key man-
agement protocol based on group signature to ensure authentication in protecting
healthcare system-based IoT. Utilizing this concept, the devices having the same
group of signatures can securely communicate. The authors in [10] used the hash
function to build a HCPA-GKA scheme for healthcare system-based IoT. The
group key management mechanism distribution for devices is done through the
Chinese Remainder Theorem (CRT). IT can be updated when a device accedes
and quits the group. Table 11.3 summarizes these several works.

11.4.5 ARTIFICIAL INTELLIGENCE-BASED SOLUTIONS

Machine learning (ML) is a data analytics technology that allows healthcare
systems to learn from data and perform specific tasks like anomaly detection,
behavior analysis, and more. There are two main kinds of ML: supervised and
unsupervised learning. Supervised learning occurs when humans manually
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categorize training data as harmful or genuine, and then feed that data into an
algorithm to develop a model with “classes” of data against which the traffic
being analyzed is compared [38]. Unsupervised learning avoids the use of train-
ing data and manual labeling in favor of grouping comparable pieces of data into
classes and then classifying them based on data coherence within each class and
data modularity between classes [39]. ML is used to create complicated algo-
rithms that defend networks and systems, including IoT devices. The research
community has investigated ML techniques to detect assaults on healthcare sys-
tems [40]. A decision tree approach was utilized by Saeedi et al. to detect mali-
cious assaults in healthcare devices in [41]. Vhaduri et al. used support vector
machine (SVM) characteristics to detect the illegal access to a healthcare device
and its acquired data using multiple physiological and behavioral indicators such
as calorie burn, average step counts, and minute heart rate [42]. HealthGuard, an
ML-based security framework presented by Newaz et al. to detect hostile behav-
iors in a connected healthcare system [43]. HealthGuard collects vital signs from
various healthcare equipment and applies ML algorithms to connect changes in
the patient’s biological processes in order to discern between benign and malig-
nant activity. Table 11.3 summarizes these several works.

11.4.6 HOMOMORPHIC AND SEARCHABLE ENCRYPTION-BASED SOLUTIONS

The advances in technology have now made it possible to monitor heart rate,
body temperature, and sleep patterns; continuously track movement; record brain
activity using IoT devices. Classical encryption techniques have been used very
successfully to protect data in transit and in storage [44]. However, the process
of encrypting data also renders it unusable in computation. Recently developed
Fully Homomorphic Encryption (FHE) techniques improve on this substantially.
Unlike classical methods, which require the data to be decrypted prior to computa-
tion, homomorphic methods allow data to be simultaneously stored or transferred
securely and used in computation [45]. However, FHE imposes serious constraints
on computation, both arithmetic (e.g., no divisions can be performed) and compu-
tational (e.g., multiplications become much slower), rendering traditional statisti-
cal algorithms inadequate. Secure search over encrypted data stored on a cloud
server is possible using searchable encryption (SE). Asymmetric SE, symmetric
SE, and attribute-based SE are examples of SE techniques [46]. Several security
schemes to protect healthcare system-based 10T using homomorphic encryption
and SE are available in the literature. Almalki et al. [8] propose EPPDA: An
Efficient and Privacy-Preserving Data Aggregation Scheme with authentication
for IoT-based healthcare applications. EPPDA verifies data integrity during data
aggregation and forwarding processes so that false data can be detected as early as
possible at the verification and authorization phase. In another work, Helen et al.
[46] highlight Enhanced MAC-based secure delay-aware Healthcare Monitoring
System (E-MHMS) for WBAN systems. The proposed solution ensures secure
and efficient data aggregation, where data are classed into three types: critical
data, nearly critical, and normal data. First, Base Station (BS) sends keys to all
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authorized nodes. Mahender et al. [48] shade the light on a new contribution called
“Escrow-Free Identity-based Aggregate Sign-encryption scheme to secure data
transmission (EF-IDASC)” to assure the privacy-preserving access control on the
Internet-of-Medical-Things (IoMT). Table 11.3 summarizes these several works.

11.5 CONCLUSION

The IoT-based healthcare offers continuous health monitoring, especially elderly
people and patients who are suffering from chronic diseases, which leads medical
teams and/or health services to faster and more accurate responses to patients.
Indeed, due to multiple design faults and a lack of effective security measures in
healthcare equipment and applications, the healthcare industry based on IoT is
increasingly confronting security challenges and threats. The consequences of
inadequate security in the healthcare system can be, for example, some health
records may contain information about the address, name, and family details that
can be used to infer or reveal the patients’ identities to unauthorized users causing
privacy compromise. This overview is meant to act as a knowledge base that will
provide unique insight to assist users and administrators in placing themselves
and their organizations in ways that are consistent with their overall objectives,
mission, and vision for exceptional results.

REFERENCES

1. Goyal S., Sharma N., Bhushan B., Shankar A., Sagayam M. (2021) IoT enabled
technology in secured healthcare: applications, challenges and future directions. In:
Hassanien A. E., Khamparia A., Gupta D., Shankar K., Slowik A. (eds) Cognitive
Internet of Medical Things for Smart Healthcare. Studies in Systems, Decision and
Control, vol 311. Springer, Cham. Doi: 10.1007/978-3-030-55833-8_2.

2. Bhushan, B., & Sahoo, G. (2020). Requirements, protocols, and security challenges
in wireless sensor networks: an industrial perspective. Handbook of Computer
Networks and Cyber Security, 683-713. https://doi.org/978-3-030-22277-2_217.

3. Othman, S. B., Bahattab, A. A., Trad, A., & Youssef, H. (2019). LSDA: light-
weight secure data aggregation scheme in healthcare using IoT. /0th International
Conference on Information Systems and Technologies, Lecce, Italy, Dec 28, 2019—
Dec 30, 2019, Tunisia. https://doi.org/10.1145/3447568.3448530.

4. Othman, S. B., Bahattab, A. A., Trad, A. et al. (2015). Confidentiality and integ-
rity for data aggregation in WSN using homomorphic encryption. Wireless Pers.
Commun. 80, 867-889. Doi: 10.1007/s11277-014-2061-z.

5. Soufiene, B. O., Bahattab, A. A., Trad, A., & Youssef, H. (2019). RESDA: robust and
efficient secure data aggregation scheme in healthcare using the IoT. 2019 International
Conference on Internet of Things, Embedded Systems and Communications
(IINTEC),Tunis, Tunisia, pp. 209-213, Doi: 10.1109/IINTEC48298.2019.9112125.

6. Onesimu, J. A., Karthikeyan, J. & Sei, Y. (2021). An efficient clustering-based ano-
nymization scheme for privacy-preserving data collection in IoT based healthcare
services. Peer-to-Peer Net. Appl. 14, 1629-1649. Doi: 10.1007/s12083-021-01077-7.

7. Almalki, F. A., & Soufiene, B. O. (2021). EPPDA: an efficient and privacy-pre-
serving data aggregation scheme with authentication and authorization for IoT-
based healthcare applications. Wireless Commun. Mobile Comput. 2021, Article ID
5594159, 18 pages. Doi: 10.1155/2021/5594159.


https://doi.org/Doi:10.1007/978-3-030-55833-8_2
https://doi.org/978-3-030-22277-2_27
https://doi.org/10.1145/3447568.3448530
https://doi.org/Doi:10.1007/s11277-014-2061-z
https://doi.org/Doi:10.1109/IINTEC48298.2019.9112125
https://doi.org/Doi:10.1007/s12083-021-01077-7
https://doi.org/Doi:10.1155/2021/5594159

10T in the Healthcare Applications 229

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

. Arul, R., Al-Otaibi, Y. D., Alnumay, W. S. et al. (2021). Multi-modal secure

healthcare data dissemination framework using blockchain in IoMT. Pers Ubiquit
Comput. Doi: 10.1007/s00779-021-01527-2.

. Kumar, M., & Chand, S. (2020, Oct.). A secure and efficient cloud-centric internet-

of-medical-things-enabled smart healthcare system with public verifiability. [EEE
Int. Things J. 7(10), 10650-10659. Doi: 10.1109/JI0T.2020.3006523.

Almalki, F. A., Othman, S. B., Almalki, F. A., & Sakli, H. (2021). EERP-DPM:
energy efficient routing protocol using dual prediction model for healthcare using IoT.
J. Healthcare Eng. 2021, Article ID 9988038, 15 pages. Doi: 10.1155/2021/9988038.
soufiene, B. o., Bahattab, A. A., Trad, A., & Youssef, H. (2020). PEERP: an priority-
based energy-efficient routing protocol for reliable data transmission in healthcare
using the [oT, Procedia Comput. Sci. 175,373-378. Doi: 10.1016/j.procs.2020.07.053.
Goyal, S., Sharma, N., Kaushik, I., & Bhushan, B. (2021). Blockchain as a solu-
tion for security attacks in named data networking of things. In Security
and Privacy Issues in IloT Devices and Sensor Networks, 211-243. Doi:
10.1016/B978-0-12-821255-4.00010-9.

Saxena, S., Bhushan, B., & Ahad, M. A. (2021). Blockchain based solutions to
secure IoT: background, integration trends and a way forward, J. Net. Comput. Appl.
181, 103050, Doi: 10.1016/j.jnca.2021.103050.

Haque, A. K., Bhushan, B., & Dhiman, G. (2021). Conceptualizing smart city appli-
cations: requirements, architecture, security issues, and emerging trends. Expert
Syst. Doi: 10.1111/exsy.12753.

Kumar, A., Abhishek, K., Bhushan, B., & Chakraborty, C. (2021). Secure access
control for manufacturing sector with application of ethereum blockchain. Peer-tro-
Peer Net. Appl. Doi: 10.1007/s12083-021-01108-3.

Saxena, S., Bhushan, B., & Ahad, M. A. (2021). Blockchain based solutions to
secure IoT: background, integration trends and a way forward. J. Net. Comput. Appl.
103050. Doi: 10.1016/j.jnca.2021.10305.

Bhushan, B., Sahoo, C., Sinha, P., & Khamparia, A. (2020). Unification of block-
chain and Internet of Things (BIoT): requirements, working model, challenges and
future directions. Wireless Net. Doi: 10.1007/s11276-020-02445-6.

Bhushan, B., Sinha, P., Sagayam, K. M., & Andrew, J. (2021). Untangling block-
chain technology: a survey on state of the art, security threats, privacy services,
applications and future research directions. Comput. Elect. Eng. 90, 106897. Doi:
10.1016/j.compeleceng.2020.106897.

Paul, A., Pinjari, H., Hong, W.-H., Seo, H. C., & Rho, S. (2018). Fog computing-
based IoT for health monitoring system. J. Sens. 2018, Article ID 1386470, 7 p. Doi:
10.1155/2018/1386470.

Kraemer, F. A., Braten, A. E., Tamkittikhun, N., & Palma, D. (2017). Fog com-
puting in healthcare—a review and discussion. /[EEE Access, 5, 9206-9222. Doi:
10.1109/ACCESS.2017.2704100.

Awaisi, K. S., Hussain, S., Ahmed, M., Khan, A. A., & Ahmed, G. (2020, Jun.).
Leveraging IoT and fog computing in healthcare systems. /EEE Int. Things Magaz.
3(2), 52-56. Doi: 10.1109/I0TM.0001.1900096.

ljaz, M., Li, G., Lin, L., Cheikhrouhou, O., Hamam, H., & Noor, A. (2021).
Integration and applications of fog computing and cloud computing based on the
Internet of Things for provision of healthcare services at home. Electronics, 10,
1077. Doi: 10.3390/electronics10091077.

Qi, Q., & Tao, F. (2019). A smart manufacturing service system based on edge com-
puting, fog computing, and cloud computing. IEEE Access, 7, 86769-86777. Doi:
10.1109/ACCESS.2019.2923610.


https://doi.org/Doi:10.1007/s00779-021-01527-2
https://doi.org/Doi:10.1109/JIOT.2020.3006523
https://doi.org/Doi:10.1155/2021/9988038
https://doi.org/Doi:10.1016/j.procs.2020.07.053
https://doi.org/Doi:10.1016/B978-0-12-821255-4.00010-9
https://doi.org/Doi:10.1016/B978-0-12-821255-4.00010-9
https://doi.org/Doi:10.1016/j.jnca.2021.103050
https://doi.org/Doi:10.1111/exsy.12753
https://doi.org/Doi:10.1007/s12083-021-01108-3
https://doi.org/Doi:10.1016/j.jnca.2021.10305
https://doi.org/Doi:10.1007/s11276-020-02445-6
https://doi.org/Doi:10.1016/j.compeleceng.2020.106897
https://doi.org/Doi:10.1016/j.compeleceng.2020.106897
https://doi.org/Doi:10.1155/2018/1386470
https://doi.org/Doi:10.1155/2018/1386470
https://doi.org/Doi:10.1109/ACCESS.2017.2704100
https://doi.org/Doi:10.1109/ACCESS.2017.2704100
https://doi.org/Doi:10.1109/IOTM.0001.1900096
https://doi.org/Doi:10.3390/electronics10091077
https://doi.org/Doi:10.1109/ACCESS.2019.2923610
https://doi.org/Doi:10.1109/ACCESS.2019.2923610

230

24

25.

26.

217.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

Blockchain Technology in Healthcare Applications

. Fu,J, Liu, Y., Chao, H., Bhargava, B. K., & Zhang, Z. (2018, Oct.). Secure data stor-
age and searching for industrial IoT by integrating fog computing and cloud comput-
ing. IEEE Trans. Indus. Inform. 14(10), 4519-4528. Doi: 10.1109/T11.2018.2793350.
Wang, T., & Chen, H. (2017). SGuard: a lightweight SDN safe-guard architecture
for DoS attacks. China Commun. 14(6), 113-125, Doi: 10.1109/CC.2017.7961368.
Wang, T., Chen, H., Cheng, G., & Lu, Y. (2018). SDNManager: a safeguard archi-
tecture for SDN DoS attacks based on bandwidth prediction. Secur. Commun. Net.
2018, Article ID 7545079, 16 p. Doi: 10.1155/2018/7545079.

Wang, T., & Chen, H. (2021). A lightweight SDN fingerprint attack defense mecha-
nism based on probabilistic scrambling and controller dynamic scheduling strategies.
Secur. Commun. Net. 2021, Article ID 6688489, 23 p. Doi: 10.1155/2021/6688489.
Shu,Z.,Wan,J.,Li,D.etal. (2016). Security insoftware-defined networking: threats and
countermeasures. Mobile Net. Appl. 21, 764-776. Doi: 10.1007/s11036-016-0676-x.
Ahvar, E., Ahvar, S., Raza, S. M., Manuel Sanchez Vilchez, J., & Lee, G. M. (2021).
Next generation of SDN in cloud-fog for 5G and beyond-enabled applications:
opportunities and challenges. Network, 1, 28—49. Doi: 10.3390/network1010004.
Li, Y., Su, X., Ding, A. Y., Lindgren, A., Liu, X., Prehofer, C., Riekki, J., Rahmani,
R., Tarkoma, S., & Hui, P. (2020). Enhancing the Internet of Things with knowl-
edge-driven software-defined networking technology: future perspectives. Sensors,
20, 3459. Doi: 10.3390/520123459.

Kamboj, P., Khare, S. & Pal, S. (2021). User authentication using blockchain
based smart contract in role-based access control. Peer-to-Peer Net. Appl. Doi:
10.1007/s12083-021-01150-1.

Patil, P., Sangeetha, M. & Bhaskar, V. (2021). Blockchain for IoT access control,
security and privacy: a review. Wireless Pers. Commun. 117, 1815-1834. Doi:
10.1007/s11277-020-07947-2.

Mubarakali, A. (2021). An efficient authentication scheme using block-
chain technology for wireless sensor networks. Wireless Pers. Commun. Doi:
10.1007/s11277-021-08212-w.

Ren, Y., Zhao, Q., Guan, H. et al. (2020). A novel authentication scheme based on
edge computing for blockchain-based distributed energy trading system. J. Wireless
Com. Net. 2020, 152. Doi: 10.1186/s13638-020-01762-w.

Andola, N., Raghav, Yadav, V. K. et al. (2021). SpyChain: a lightweight blockchain
for authentication and anonymous authorization in IoD. Wireless Pers. Commun.
119, 343-362. Doi: 10.1007/s11277-021-08214-8.

Kuzlu, M., Fair, C. & Guler, O. (2021). Role of Artificial Intelligence in the Internet of
Things (IoT) cybersecurity. Discov. Int. Things 1,7. Doi: 10.1007/s43926-020-00001-4.
Meneghello, F., Calore, M., Zucchetto, D., Polese, M., & Zanella, A. (2019, Oct.).
IoT: Internet of Threats? a survey of practical security vulnerabilities in real IoT
devices. IEEE Int. Things J. 6(5), 8182—-8201. Doi: 10.1109/J10T.2019.2935189.
Farivar, F., Haghighi, M. S., Jolfaei, A., & Alazab, M. (2020, Apr.). Artificial
Intelligence for detection, estimation, and compensation of malicious attacks in
nonlinear cyber-physical systems and industrial 10T IEEE Trans. Indus. Inform.
16(4), 2716-2725. Doi: 10.1109/T11.2019.2956474.

Wang, S., & Qiao, Z. (2019). Robust pervasive detection for adversarial samples
of Artificial Intelligence in IoT environments. /EEE Access, 7, 88693-88704. Doi:
10.1109/ACCESS.2019.2919695.

Liang, F., Hatcher, W. G. Liao, W., Gao, W., & Yu, W. (2019). Machine learning for
security and the Internet of Things: the good, the bad, and the ugly. I[EEE Access, 7,
158126-158147. Doi: 10.1109/ACCESS.2019.2948912.


https://doi.org/Doi:10.1109/TII.2018.2793350
https://doi.org/Doi:10.1109/CC.2017.7961368
https://doi.org/Doi:10.1155/2018/7545079
https://doi.org/Doi:10.1155/2021/6688489
https://doi.org/Doi:10.1007/s11036-016-0676-x
https://doi.org/Doi:10.3390/network1010004
https://doi.org/Doi:10.3390/s20123459
https://doi.org/Doi:10.1007/s12083-021-01150-1
https://doi.org/Doi:10.1007/s12083-021-01150-1
https://doi.org/Doi:10.1007/s11277-020-07947-2
https://doi.org/Doi:10.1007/s11277-021-08212-w
https://doi.org/Doi:10.1186/s13638-020-01762-w
https://doi.org/Doi:10.1007/s11277-021-08214-8
https://doi.org/Doi:10.1007/s43926-020-00001-4
https://doi.org/Doi:10.1109/JIOT.2019.2935189
https://doi.org/Doi:10.1109/TII.2019.2956474
https://doi.org/Doi:10.1109/ACCESS.2019.2919695
https://doi.org/Doi:10.1109/ACCESS.2019.2919695
https://doi.org/Doi:10.1109/ACCESS.2019.2948912
https://doi.org/Doi:10.1007/s11277-020-07947-2
https://doi.org/Doi:10.1007/s11277-021-08212-w

loT in the Healthcare Applications 231

41.

42.

43.

44,

45.

46.

47.

48.

49.

Kumar, M., & Chand, S. (2021). MedHypChain: a patient-centered interoperability
hyperledger-based medical healthcare system: Regulation in COVID-19 pandemic.
J. Net. Comput. Appl., 179, 102975. Doi: 10.1016/j.jnca.2021.102975.

Li, J., Jin, J., Lyu, L., Yuan, D., Yang, Y., Gao, L., & Shen, C. (2021). A fast and
scalable authentication scheme in IOT for smart living, Fut. Gener. Comput. Syst.
117, 125-137. Doi: 10.1016/j.future.2020.11.006.

Sharmila, A. H., & Jaisankar, N. (2020). E-MHMS: enhanced MAC-based secure
delay-aware healthcare monitoring system in WBAN. Cluster Comput. 23, 1725—
1740. Doi: 10.1007/s10586-020-03121-2.

Sangeetha Priya, N., Sasikala, R., Alavandar, S. et al. (2018). Security aware trusted
cluster based routing protocol for wireless body sensor networks. Wireless Pers.
Commun. 102, 3393-3411. Doi: 10.1007/s11277-018-5374-5.

Haseeb, K., Islam, N., Saba, T., Rehman, A., & Mehmood, Z. (2020). LSDAR: a
light-weight structure based data aggregation routing protocol with secure inter-
net of things integrated next-generation sensor networks. Sustain. Cities Soc. 54,
101995. Doi: 10.1016/j.s¢s.2019.101995.

Sachin, D., Chinmay, C., Jaroslav, F., Rashmi, G., Arun, K. R., & Subhendu, K. P.
(2021). SSII: secured and high-quality steganography using intelligent hybrid optimi-
zation algorithms for [oT. IEEE Access, 9, 1-16. Doi: 10.1109/ACCESS.2021.3089357.
Chinmay, C., & Arij, N. A. (2021). Intelligent Internet of Things and advanced
machine learning techniques for COVID-19. EAI Endorsed Trans. Pervasive Health
Technol. 1-14. Doi: 10.4108/eai.28-1-2021.168505.

Chinmay, C., & Rodrigues, J. J. (2020). A comprehensive review on device-to-
device communication paradigm: trends, challenges and applications, Springer: Int.
J. Wireless Personal Commun. 114, 185-207. Doi: 10.1007/s11277-020-07358-3.
Chinmay, C. (2019, Apr.). Performance analysis of compression techniques for
chronic wound image transmission under smartphone-enabled tele-wound network.
Int. J. E-Health Med. Commun. (IJEHMC), 1GI Global, 10(2), 1-20.


https://doi.org/Doi:10.1016/j.jnca.2021.102975
https://doi.org/Doi:10.1016/j.future.2020.11.006
https://doi.org/Doi:10.1007/s10586-020-03121-2
https://doi.org/Doi:10.1007/s11277-018-5374-5
https://doi.org/Doi:10.1016/j.scs.2019.101995
https://doi.org/Doi:10.1109/ACCESS.2021.3089357
https://doi.org/Doi:10.4108/eai.28-1-2021.168505
https://doi.org/Doi:10.1007/s11277-020-07358-3

Taylor & Francis
Taylor & Francis Group

http://taylorandfrancis.com


https://taylorandfrancis.com

’IZ Effective Management
of Personal Health
Records using
Blockchain Technology

Jacek Klich

Cracow University of Economics

CONTENTS
12,1 INErOAUCHION «.evieniieiiieiieeie ettt ettt st e 233
1211 IMOtVAON .c.utieiiieiieciie ettt st 234
12.1.2 Major COntribULION ......cc.eevuveeriierieeiiesieeieeniteeieenieeeree e 234
12.1.3  Chapter Organization..........ccecueerveerueereeesieeneeenieenresreennesneas 235
12.2  Review Of the LIterature ..........cceeveeriienienieeniieeieeiee et 235
12.2.1 0 MEthOd...cuiiiiiiieiiiiiiiiiteeee et 236
12.2.2 RESUILS..eeeuiiiiieiiieeiieett ettt ettt s 237
12.2.2.1 General ObServations..........cceeveerveerieeneessieenieennnenn 237
12.2.2.2  Specific ObSErvations ..........cceceerveerieereeesieenivennnen 238
12.3  Anticipated Trends in the Future of Blockchain
Technology in PHRS .....ooouviiiiiiiiicceeee e 245
12.4  Key Success Factors for Effective Implementation of BT in PHR........ 246
125 CONCIUSIONS ....vieuiieiiieiie ettt ettt ettt ettt st seee st esaaeeareenee 246
RETEIENCES ...ttt ettt sttt e e e e es 247

12.1 INTRODUCTION

As is presented in this book, blockchain technology (BT) is widely used in the
healthcare sector. It is perceived as an appropriate response to structural changes
in healthcare systems fuelled — among others — by the rapid development of tele-
health, telemedicine, and mobile health (mHealth). BT allows the delivery of
healthcare services in a secure, reliable, trustful, traceable, tamper-proof, trans-
parent, and decentralized manner (Ahmad et al. 2021). Radanovi¢ and Likic¢
(2018) identify six applications of BT in healthcare: quality control, drug sup-
ply chain management, public health, health insurance and procurement policies,
medical education, biomedical research, and electronic health records (EHRS)
which are the topic of this chapter.
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Blockchain also impacts considerably the healthcare industry and healthcare
systems, which are documented in the most recent systematic literature review
(Hussien et al. 2021). This impact can be analysed from the Fourth Industrial
Revolution perspective because BT is an important part of it (Kimani et al. 2020).
In other words, it is worth looking at the relationship between BT and health as
a whole.

12.1.1  MoOTIVATION

This relationship is complex and multidimensional and can be observed in numer-
ous fields and at different levels. The complexity of this relationship is very viv-
idly shown on interactive maps (called Transformation Maps) created by the World
Economic Forum (WEF) and its Strategic Intelligence. They identify fields and
areas of BT impact on healthcare systems and show their interconnectedness
on three maps. The first such map where blockchain is the central component (a
point of departure) identifies eight areas/factors impacted directly by BT, such as
Blockchain and Leveraging Data, Blockchain and Cryptocurrency Climate Impact,
Smart Contracts and Automation, Blockchain and Digital Identity, Decentralized
Governance and New Models, Tokenization and Digital Assets, Blockchain,
Security and Interoperability, and Blockchain Policy, Regulation and Law.

Category: Blockchain and Leveraging Data is then linked to ten areas/
phenomena out of which two, i.e., Precision Medicine and Future of Health and
Healthcare represent components of the healthcare system.

As shown on the second map, the Future of Health and Healthcare is directly
connected to five areas/factors: Sustainability of Healthcare Systems, Healthcare
Technology, Preparing for and Responding to Epidemics, Enabling Access to
Health, and Preserving Health.

The third interactive map focuses on Precision Medicine. Here, Precision
Medicine is linked directly to nine areas/factors: Avoiding Disparities, Ethics
and Legality, Multi-omics Science, A Precise Approach to Prevention, Data into
Action, A New Way to Probe DNA, The Cost of Precision Medicine, Redefining
Health and Disease, and Preparing for Precision.

12.1.2 MAajor CONTRIBUTION

This exhausting presentation of the impact of BT on healthcare showed on trans-
formation maps of WEF has a dual purpose. Firstly, it illustrates the complexity
of the issue as well as the multidimensional and multilateral relations between
blockchain and health and healthcare systems, and secondly to indicate the added
value of this chapter. In terms of the latter, one may observe that Blockchain,
Security, and Operability is linked neither to Precision Medicine nor to Future of
Health and Healthcare, which are the crucial elements of the healthcare system.
This missing link is elaborated in this chapter since security and interoperability
are the most important issues as far as PHRs are concerned. Consequently, one
may conclude that the chapter contributes to the WEF model sketched above.
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12.1.3 CHAPTER ORGANIZATION

The goal of this chapter is to identify the key challenges for the implementation of
BT to PHRs as identified in more recent publications. The main findings are pre-
sented in three areas: technical developments, legal challenges, and social chal-
lenges. The findings build a platform for reflection on the future of BT in PHRs.
The results create a foundation for anticipating future directions of blockchain
developments in the context of PHR. This is accompanied by the identification of
key success factors for the effective implementation of BT in PHR. Conclusions
end the chapter.

12.2 REVIEW OF THE LITERATURE

PHRs can be perceived as constitutive elements of healthcare systems. Although
an effective flow of information is essential in every sector of the economy, it
has double importance in healthcare which is virtually based on the exchange of
information between health professionals and patients and where quick access to
reliable information in many cases means life. Because the medical information
gets in volume and comes from diversified sources, this leads to the develop-
ment of digitized platforms. Researching on them, Flaumenhaft and Ben-Assuli
(2018) distinguish between the PHR and the electronic medical/health record
(EMR/EHR).

The EHR is usually defined as a repository of patient data kept in a digital
form by different healthcare providers. An EHR consists of a retrospective, cur-
rent, and also prospective information regarding the patient’s medical condition.
The information usually includes demographic characteristics, documentation of
encounters with healthcare providers (i.e., primary physician, community clinic,
and hospital), or a patient’s health history, including immunization plans, diagno-
sis, laboratory reports, etc. The European Commission to foster the cross-border
exchange of medical information defined EHR as consisting of at least five com-
ponents: Patient Summary, ePrescription/eDispensation, Laboratory results,
Medical imaging and reports, and Hospital discharge reports (Commission
Recommendation on a European Electronic Health Record exchange format).

The notion of PHR is older than EHR because personal health information in
paper-based records has been kept for decades (if not centuries). Over the last few
decades, PHR has undergone a radical change because of the fast development
of digitalization and health information technology. There is no clear consensus
regarding the exact definition of PHR so one can find various definitions in the
literature (Flaumenhaft and Ben-Assuli 2018).

In this chapter, PHR is understood as a private application where data comes
from multiply sources (including EHR from various healthcare providers)
accessed through the Internet and entered by the patient and is freely and easily
accessible by patients 24/7. PHR’s goal is to offer individual patients free and full
access to their personal health information and to allow them to exercise control
over this information. This means that PHR is driven by the patient who may
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access, provide, manage, and share his/her personal health information. One may
maintain that PHR is a patient-centred tool leveraging patients’ engagement and
involvement. It also allows the self-management of ongoing healthcare. PHR —
like EHR — may include medical history and related information but also infor-
mation generated and collected by patients themselves such as weight, health, and
lifestyle habits such as diet, exercise, activity logs, and stress levels. PHR may
contain alerts and reminders for assisting in disease management and monitor-
ing, especially for chronic diseases like diabetes (where glucose levels monitor-
ing and data storage are essential) (Chen et al. 2021; Sheela and Priya 2022). The
latter functions are gaining in importance leveraged by better access to broad-
band Internet, implementation of 3G, 4G, and 5G systems, a growing number of
biomedical sensors, various mobile devices (especially smartphones and related
applications), and development of mHealth (Wang et al. 2020a). Taking into
account the current stage of development of digitalization as well as in commu-
nication technologies, one may consider PHR as an electronic PHR (ePHR) and,
therefore, use these two terms interchangeably.

The administration and disposal of health records depend largely on the cho-
sen architecture of the place health records are stored. Following Alsahafi and
Gay (2018) typology, the architecture of ePHR can be grouped into three models:
(1) standalone or web-based ePHR, (2) tethered ePHR, and (3) integrated/unified
ePHR. In the first model, patients are responsible for creating and maintaining
their health information; thus, all administrative decisions are in their hands. In
the second model, the executive power of patients/consumers is smaller because
they are only granted access to the information stored by a healthcare provider.
The third model responds to the growing number of medical data because it
enables the gathering and viewing of health information from multiple sources.
As such, it could be used regionally as well as at the national level (Alsahafi and
Gay 2018).

Comparing EHR to PHR one may indicate that EHR is structured, keyed,
kept, and managed by healthcare providers. It may only contain information
from a single healthcare provider. Opposite to EHR, PHR is kept and managed
by the patient and might encompass health information from different sources,
mainly healthcare providers, but also — in the growing scale — monitoring devices
(mHealth) and the Internet at large.

12.2.1 MEeTHOD

To review, assess, and synthesize publications proposing to utilize the blockchain
to PHRs, a structured literature search on the topic was used. Databases such as
ScienceDirect, EBSCOhost (including Health Source — Consumer Edition and
MEDLINE), OECD iLibrary, Open Knowledge Repository, Scopus, and Web of
Science were searched and a combination of the following terms: PHRs, benefits,
healthcare, challenges, security, and trust was used. Although the time frame
used in the search was 2019-2021, a few earlier publications were also analysed.
The study selection process was performed in two steps. In the first step, after
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the elimination of duplications (the results of a search came from six databases
indicated above), the titles were checked against the goal of the chapter. Then, in
the second step, abstracts of all publications chosen in the first step were studied
and compared with the chapter’s goal. Finally, 86 publications were selected for
analysis. As occurred later, not all of them matched with the topic and goals of
the chapter.

12.2.2 ResuLts

The results will not be presented in a formal academic manner as in the case of a
classic systematic review on BT in healthcare (Agbo et al. 2019), i.e., without tables
and graphs. Also, the structure will not mirror the standard style. Consequently,
the findings are presented on two levels: general and specific.

12.2.2.1 General Observations
General observations can be presented in just three points:

* Widespread EHR adoption originates, among others, from substantial
investment and increased financial incentives to implement EHRs even
in mid-income countries.

* Gaining in importance are also PHRs. Their rising value is leveraged by
fast mobile health (mHealth) development and the growing number of
various sensory devices.

* Blockchain implementation to EHR and PHR gets positive assessments
in the vast majority of publications. Among the benefits from block-
chain are: access control (Hasselgrena et al. 2020; McGhin et al. 2019;
Tandona et al. 2020; Dagher et al. 2018; Nguyen et al. 2021; Singh et al.
2021; Ogundoyin and Kamil 2021; Wang et al. 2021), interoperability
(Gordon and Catalini 2018; Sreenivasan and Chacko 2020; Margheri
et al. 2020), security (Tariq et al. 2020; Shi et al. 2020; Tseng et al. 2021;
Gimenez-Aguilar et al. 2021; Shamshad et al. 2020), and privacy protec-
tion (Hussien et al. 2021; Agbo et al. 2019; Tandona et al. 2020; Sookhak
et al. 2021; Saxena and Verma 2020; Antwi et al. 2021; Mohanta et al.
2019; Soni and Singh 2021; Axon et al. 2018; Feng et al. 2019; Badr et al.
2018; Al Omar et al. 2019; Ul Hassan et al. 2020; Attarian and Hashemi
2021; Hathaliya and Tanwar 2020; Bhavin et al. 2021; Jeet and Kang
2020).

Other classifications of benefits originating from BT are presented by Abu-elezz
et al. (2020) who distinguish between patient-related and organizational-related
benefits. Personalized healthcare, security and authorization, patients’ health data
tracking, and patient’s health status monitoring belong to the first category, while
health information exchange, pharmaceutical supply chain, clinical trials, and
medical insurance management belong to the second category (Abu-elezz et al.
2020).
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It is worth stressing that there is a limited number of publications exploring the
limitations of blockchain in general (Jeet and Kang 2020; Abu-elezz et al. 2020;
Negro-Calduch et al. 2021) and concerning PHR in particular. This issue will be
further developed in subsection three below.

12.2.2.2 Specific Observations

Departing from (and further elaborating on) the typology of strategic risks of
blockchain adoption proposed by Malhotra et al. (2021), one may identify three
fields where the more detailed findings from our review can be placed. There
are technical, legal, and social issues. Below legal and social ones are titled
“challenges” since reporting on the appropriate findings nearly automatically lead
us to future and necessary actions needed to address the identified problems.

12.2.2.2.1 Technical Developments

BT is continuously developing, thus several publications are presenting new
improvements and ideas in this respect. These new propositions have different

EEINT)

names. In the articles cited below, one can find “a new model”, “a new system”, “a

LEINTS CLINT3 CLINT3

new architecture”, “a new framework”, “a new concept”,
new scheme”, “a new structure”, or “a new platform”.

Starting from “new models”, we may refer to Chen et al. (2021) who present
as they call it “a complete medical information system model” and a data collec-
tion system based on the Internet of Things (IoT). This system has an anonymous
medical data sharing scheme based on cloud servers and a proxy re-encryption
algorithm. This helps to improve the security of private medical data sharing.

Unlike the previous one, the second model developed by Roehrs et al. (2019)
integrates distributed health records using BT and openEHR interoperability
standard following the OmniPHR architecture model. The model was tested
using a dataset of more than forty thousand adult patients from two hospital data-
bases. As reported by the authors, the blockchain used in the prototype achieved
98% availability (Roehrs et al. 2019).

Kanwa et al. (2020) have acknowledged that there is always a trade-off
between privacy and utility in data publishing, proposing an extended privacy
model called “1: M MSA-(p, 1)-diversity”. Experimental results show that the
model is efficient.

The last model reviewed, presented by Mohsin et al. (2019), is a hybrid biomet-
ric pattern model combining radio frequency identification and finger vein (FV)
biometric features to increase security. The results from the evaluation showed
that a high-resistance verification framework is protected against spoofing and
brute-force attacks. The model had an advantage over the benchmark.

Moving to new systems one may start from a system proposed by Chelladura
et al. (2021). It is a patient-centric system aimed at mastering integrity manage-
ment. The system launches smart contracts in respect to registration, health record
creation, and storage, to secure storage, update permission, access at emergen-
cies, data sharing permission, and viewership permission contracts. The article
shows how BT can be further developed.

ELINT3

a new mechanism”, “a
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Another system to implement EHRs using BT to make EHRs more secure
and private is presented by Sharma and Balamurugan (2020). It is using crypto-
graphic techniques and decentralization (classic BT traits) and maintains a bal-
ance between data privacy and data accessibility.

The next system developed by Kumar and Chand (2021) is called by the
authors “a state-of-the-art privacy preserving medical data sharing system based
on Hyperledger Fabric”. Its name is MedHypChain. The authors maintain that
MedHypChain achieves confidentiality, anonymity, traceability, and unforgeabil-
ity. The MedHypChain — which is a response to SARS-CoV-2 pandemic — allows
the patient to manage health-related information in the blockchain and the perfor-
mance of MedHypChain in latency time, execution time, and throughput achieved
positive results. As marketized in the article, a comparison of MedHypChain with
related blockchain-based healthcare systems revealed that MedHypChain needs
minimum computation and communication costs and achieves all security fea-
tures, such as authenticity, scalability, and access control.

Equally competitive (at least in the eyes of the authors) seems to be a per-
missioned blockchain-based healthcare data sharing system based on Istanbul
Byzantine Fault Tolerant (IBFT) consensus algorithm and Interplanetary File
System (IPFS) developed by Shuaib et al. (2022). The performance of the system
evaluated and compared based on transaction latency, throughput, and failure
rate showed that it performs better than other systems. The results also showed
that the decentralized file system provides better security than existing traditional
centralized database systems.

The next new system developed by Hussein et al. (2018) was designed primar-
ily to protect patient’s privacy and security. The system is supported by a Discrete
Wavelet Transform and a Genetic Algorithm technique. It allows requesting data
only when the users’ cryptographic keys and identities are confirmed. The authors
maintain that the system is robust, efficient, immune, and scalable.

A similar goal was set by Wang et al. (2020b) for their GuardHealth system,
described by the authors as an “efficient, secure and decentralized Blockchain
system for data privacy preserving and sharing”. GuardHealth offers confidenti-
ality, authentication, data preserving, and data sharing when handling sensitive
information. We also learn from the article that experiment results show that the
system is applicable for the smart healthcare system.

The last of the reviewed systems is developed by Huang et al. (2021). It is a
blockchain-based eHealth system called BCES. It allows auditing the manipula-
tion of EHRs, which is a very sensitive issue. In BCES, each legitimate query
manipulation of data consumers and legitimate outsourcing manipulation are
written into the blockchain as a transaction for permanent storage. This, in turn,
ensures traceability. The attribute-based proxy re-encryption is used in this sys-
tem, which allows discovering any behaviour that threatens the integrity of EHRs
by the auditor.

There were two proposals where the term “architecture” was used. The first
one by Amour et al. (2021) making the inventory of available applications pres-
ents the architecture of “uTakeCare”, an open-source application designed to keep
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people at risk (especially elderly people and people suffering from co-morbidities)
safe from the SARS-CoV-2 pandemic. The article develops also on the ethical and
legal issues of this application, which is rather unusual for technically focused
publications.

The second one, written by Bebortta and Senapati (2021), deals with a secure
architecture for the acquisition and distribution of healthcare information, espe-
cially through sensory devices. The authors argue that the architecture adds more
ubiquity, reliability, and traceability to the healthcare sector.

Next on the list of identified sources is an article by Miyachi and Mackey
(2021) on a modular hybrid privacy-preserving framework. The authors illustrate
(using three different models) how blockchain can enhance healthcare informa-
tion management by enabling sharing, sovereignty, and enhanced trust.

Hardin and Kotz (2021) present their Amanuensis, which is a concept for a
secure, integrated healthcare data system that leverages blockchain and Trusted
Execution Environment (TEE) technologies to achieve information provenance
for mobile health (mHealth) data. In Amanuensis, participating organizations
form a consortium to share responsibility for verifying data integrity and enforc-
ing access policies for data stored in private data silos. The consortium is an
interesting concept that will certainly be further developed in the future.

The next in line is Medi-Block, a blockchain-based and distributed authen-
tication mechanism process and network architecture developed by Singh et al.
(2021). It is advertised as a tamperproof and anonymous identity management
model for medical record sharing for hospitals and patients. It utilizes the con-
cept of bilinear mapping for the authentication phase and eliminates third-party
trust issues. It is based on a two-way authentication between the hospital and the
patients. The authors present how a blockchain platform based on BAN logic can
enable medical data sharing while also meeting security requirements during the
authentication phase.

Benil and Jasper (2020) propose a new scheme called the Elliptical Curve
Certificateless Aggregate Cryptography Signature scheme (EC-ACS) for the pub-
lic verification and auditing in the Medical Cloud Server (MCS). It is aimed at
securing EHR using authorized BT. They use Elliptic Curve Cryptography (ECC)
to encrypt medical data and the Certificateless Aggregate Signature scheme
(CAS) to generate the digital signature for sharing and storing data in cloud stor-
age. All these are designed to promote security and trust among the users.

A novel data transmission structure named HBRSS for high-security data
transmission and data processing in insecure cloud environments and channels
developed by Xie et al. (2021) crowns the presentation of identified publications
on new technical solutions concerning blockchain, EHR, and PHR. HBRSS offers
an improved partial homomorphic encryption algorithm improving privacy. The
experimental results indicate larger key-space and lower power consumption
compared with some encryption algorithms.

Efforts to prevent transmission of the SARS-CoV-2 virus led Bandara et al.
(2021) to develop Connect, a blockchain empowered digital contact tracing plat-
form that can leverage information on positive cases and notify people in their
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immediate proximity, which would thereby reduce the rate at which the infection
could spread.

Finishing the presentation of the most recent technical developments in respect
of BT, it must be acknowledged that the results presented above do not meet the
condition of completeness. Also, their assessment can be questioned as done by
an outsider, i.e., not by an IT expert who explains — partly — why extracts from
abstracts are often cited above.

Nevertheless, the content presented above can be treated as sufficiently illus-
trative to show the most recent achievements in improving the BT usage in EHR
and PHR. The vast majority of them are aimed at increasing security, trust, and
privacy protection. This means that even existing BT can guarantee all the above,
there is always room for improvement.

12.2.2.2.2 legal Challenges

Contrary to the rich literature on new technical developments in BT, the literature
on the legal and social determinants of the use of BT in the healthcare sector
is relatively modest. There are a limited number of publications related to legal
regulations in the context of BT usage in EHR and PHR.

Among the publications identified in this search, items are dealing with classic
issues like legal provisions and data protection as well as with newly emerging
ones like ownership rights to PHR.

General Data Protection Regulation (GDPR) which is a basic in countries of the
European Union was intensively discussed in the literature. In Article 4(5) GDPR
one may find the definition of pseudonymization. The question was whether the
GDPR expands the scope of personal data through the term “pseudonymization”.
Mourby et al. (2018) argue that “pseudonymization” will not expand the cate-
gory of personal data. They insist that the meaning of pseudonymization is not
intended to determine whether data are personal data. They also argue that all
data falling within the definition in Article 4(5) GDPR are personal data. This, in
turn, leads to the question about the protection of this personal data.

Among the constantly discussed topics is effective data protection. The issue is
complicated mainly because it is regulated on various levels (regional and interna-
tional) and regulations to guide the safety and privacy of sensitive health records
differ substantially between regions and states. Examples of these regulations are
the Health Insurance Probability and Accountability Act (HIPPA) and the GDPR
mentioned above. These two were analysed by Shuaib et al. (2021a) within the
context of blockchain-based EHR system compliance with HIPPA and GDPR.
As expected, the authors concluded that there are many gaps and inconsistencies.

The results of a systematic literature search by Pool et al. (2020) revealed that
the failures and successes in data protection and their impacts depend upon con-
textual and causal mechanisms. Among contextual factors, one may find systems,
users, tasks, services, and geographic elements while among casual mechanisms
unauthorized access, device theft, loss, and sharing, lack of cyber-hygiene, and
data protection concerns for failures, trust-building activity, secure and law com-
pliant platforms, and perceived data protection. Their conclusion is predicted and
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rather trivial: they argue that for effective mHealth interventions data breaches
must be mitigated and remediated.

Nalin et al. (2019) notice that nowadays more and more health data must be
exchanged between European Union member states. It is difficult partly because
each member state has a different national regulatory framework as well as a
different national healthcare structure. The authors address this challenge via
the epSOS (“Smart Open Services for European Patients”) project. They pres-
ent the landscape of the evolving eHealth infrastructure for cross-border health
data exchange in Europe and illustrate challenges, open issues, and limitations
through a specific case study describing how Italy is approaching its adoption and
accommodates the identified barriers. One may learn that the secure and reliable
flow of medical information among the EU member states remains a considerable
challenge.

BT introduces a very interesting thread to the discussion of property rights of
medical information contributing to the debate in the literature, especially con-
cerning the ownership of PHRs. This is especially interesting and important in
the USA where ownership and ownership rights possess the highest social, politi-
cal, and legal value in the entire world. Under the law, patients have legal privacy,
security, and accuracy rights related to their health information. As Schneider
and Scheibling (2019) indicate, once this information is documented (in either
written or electronic form) and the healthcare provider owns the media in which
the information is stored, it gains the property right of possession of data. Now,
when a blockchain-based platform helps patients resume ownership of their data
and they can manage its use, the issue of the ownership right to PHR causes con-
troversy. This is partly because — as Schneider and Scheibling (2019) calculate
— PHRs generate some economic value. The approximation of added value within
the context of ownership, markets, privacy, quality, and innovation in respect
to PHRs done by the authors revealed that each PHR owner can generate some
value. In other words, where PHR transactions take place, the owners, the life
sciences companies, and local economies can generate total economic value at
$2,107 per capita ($620, $343, and $1,144, respectively). Even such rough estima-
tions put a new light on the problem of PHR ownership rights.

The latter takes on additional value if it is remembered that patients, as pri-
mary owners of the medical data, do not receive any benefits from their property
unlike secondary data owners (such as Facebook and Twitter which are getting
financial benefits either by reselling these data to third entities or by generating
statistical analysis). This inequality inspired Bataineh et al. (2020) to develop a
two-sided market-based platform for monetizing patients’ data and to get finan-
cial benefits from their ownership. The authors formally prove that their concept
is a realistic solution and can be implemented.

The above-mentioned publications and the issues they address can be placed
within a broader framework proposed by Malgieria and Custers (2018) who
noticed that the data-driven economy is based upon the commodification of digi-
tal identities. They share Schneider’s and Scheibling’s opinion that the personal
data of individuals represents a monetary value but individuals do not seem to be
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fully aware of the monetary value in their data and tend to underestimate their
economic power. The authors search on how EU legislation is addressing the
emerging issue of propertization and monetization of personal data. They pro-
pose models allowing for quantification of the value of personal data. They show
that the monetary value of personal data can be quantified, and consequently,
the value of the property rights can be estimated. The most intriguing from their
research is the conclusion that their models are incompatible with EU data protec-
tion law. This, in turn, raises the question about possible modifications of the EU
legislation.

This pessimistic assessment coincides with the negative assessment of the
legal regulations regarding the use of blockchain in the supply chain presented by
Nir Kshetri (2021). He describes regulations affecting the use and attractiveness
of BT in supply chains and shows how poor law enforcement and lawlessness
in some countries can make the implementation process of blockchain projects
difficult. The latter means that the growing PHR resources represent an increas-
ing market value (in monetary term), so a clear definition of property rights of
personal medical records and owner’s rights (ius utendi, fruendi at abutendi) will
have to be precisely defined and then efficiently executed.

12.2.2.2.3  Social Challenges

As described in the Introduction, BT affects societies (and — ipso facto — each of
us) in many ways. Interestingly enough, publications aimed at researching the
impact of BT are outperformed by those focused on technical aspects of BT.

Among the publications dealing with social aspects of BT, two groups
deserve special attention. One is formed by healthcare professionals, mainly
physicians (and their attitude toward digitalization and EHRs), and the second
are patients.

The first group is portrayed in the book written by Eric Topol (2012), a medi-
cal doctor, and published in 2012. What struck in Topol’s book (keeping in mind
that it was written by a practicing medical doctor) is his critical assessment of the
US healthcare system’s readiness to implement EHRs. As we can learn “Of more
than 3,000 American hospitals surveyed in 2009, only 1.5 per cent had fully
electronic health records and health information technology (HIT) systems, and
these were largely confined to large teaching hospitals in big cities” (Topol 2012,
143). Taking into account that the US healthcare system is highly fragmented
“The average person in the United States age sixty-five or older receives care
from seven physicians spread through four organizations each year” (Topol
2012, 144) to integrate IT systems is a considerable challenge. In addition to this,
“...hundreds of companies, hospitals, and physician practices have developed
proprietary, unconnected software for EHRs. Taken together, we get fragmenta-
tion to an exponential level” (Topol 2012, 144). The development of EHRs could
help, but Eric Topol opts for the electronic PHR. The rapid development of the
IoT and Big Data support such a choice. Topol feels somewhat uncomfortable
with the growing digitalization of healthcare systems and with EHR because
individual physician—patient relations are suffering. The physician pays more
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attention to typing (preparing a medical record) than to the patient. In the end,
both physicians and patients feel uncomfortable (Topol 2012, 150). One may
question the above opinions indicating that it took place nearly a decade ago
and both the IT infrastructure in hospitals and physicians’ attitude could change
substantially. Unfortunately, there is no evidence for this. Quite to the contrary,
the physicians (as well as hospitals and other healthcare providers) are rather
reluctant to share medical information with patients and are even more reluctant
to make any changes in the medical records. This is supported by Chen et al.
(2019) findings. The authors showed that most data in EHR remain unchanged
once they are placed in the system. To what extend this reluctance applies to the
usage of BT remains unknown.

When compared to physicians and EHRSs, patients are only slightly more
active with managing their PHRs. As indicated earlier, patients are partly aware
of the value of their PHRs and the opportunities they have as the owners of
medical records. Heister and Yuthas (2020) follow this direction envisioning
potential impacts that may result from self-sovereign ownership of medical
data. Self-sovereign ownership is an interesting concept assuming the patient’s
full autonomy and the possession of information and data enabling him/her
to make rational decisions. The term “self-sovereign” appears also in the next
article under review, where Shuaib et al. (2021b) develop on secure and reli-
able identity. They develop a concept of self-sovereign identity, which can be
used to provide user control and secure identity. Although technical, this pro-
posal indicates a growing role by the PHR owners and underlines the role of an
individual.

While the above-mentioned publication possesses a rather theoretical value,
the work of Esmaeilzadeh (2021) has an empirical focus. The author conducted
an online survey on the use of various personal health devices to improve
health status and/or achieve health goals. As expected, the results showed that
IT identity is a complicated and multidimensional construct. The identity veri-
fication process leads toward fostering IT identity and encouraging individuals
to engage in beneficial kind of behaviours. This research contributes to a better
understanding of outcomes of mobile health, which is still not well researched
yet.

Another empirical research on a patient’s preferences was done by Avram et al.
(2018) who assessed 590 cardiology patients’ preferences regarding the use of
personal information in the context of sharing this information with the national
health databases. The results showed that the majority of responders (80.3%)
would grant researchers access to health administrative databases for screening
and follow-up. This generally positive result notwithstanding, one may indicate a
potential bias because cardiological diseases have (comparatively speaking) more
neutral character than, for example, venereal, psychiatrical, or chronic diseases.
It would be also interesting to check how the responders perceive the value of this
personal information.

This paragraph indicates that PHR as a social phenomenon is only partially
researched and there are dozens of questions remaining unanswered.
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12.3 ANTICIPATED TRENDS IN THE FUTURE OF
BLOCKCHAIN TECHNOLOGY IN PHRS

Combined results from this concise review of the most current publications on BT
can be generalized and extrapolated as future trends. The anticipated trends can
be synthesized as follows:

e There is enough ground to maintain that BT will be further expanding
in the healthcare sector. Even the above concise review of the literature
on the technical developments in respect to BT implementation to PHR
shows how fast is the speed of BT expansion just in one field, i.e., PHR.
One may extend this to EHR and to medical information in general to
see further opportunities for BT in the healthcare sector.

* This expansion will be propelled by the expansion of eHealth and
mHealth accompanied and leveraged by the fast development of bio-
medical sensors, the IoT, and electronic devices. Also, the development
of personalized medicine will support BT (Abul-Husn and Kenny 2019).
The current SARS-CoV-2 pandemic shows that eHealth can substan-
tially help with fighting against COVID-19. One may also expect that
in the post-COVID-19 era, e-consultations, e-subscriptions, and other
eHealth applications will be getting in scope and importance. Even more
perspective is the rapid development of various biomedical sensors used
— among others — in monitoring, for example, cardiological and diabetes
patients. Parallel to this is fast-growing number of various IoT applica-
tions. One should notice that unlike in the past when PHRs were tightly
connected to health problems of a given person, nowadays PHR can also
be applied to healthy individuals using spa and fitness facilities, active in
sports, i.e., jogging, walking, swimming, hiking, and biking. The pleth-
ora of electronic devices and Wi-Fi technologies allow to record and
store individual information which must be properly protected.

* The sources/databases of health data will be more dispersed and dif-
ferentiated. As indicated above, personalized information will be lever-
aged by the development of IoT leading to a growing number of sources
of information. These sources will be highly heterogeneous and spread
in the net.

o Interoperability will be gaining in importance. Due to the
above-mentioned heterogeneity of sources and information stored,
interoperability will become a strategic factor. Here both cutting edge
hardware and proper software will be the key success factors.

* The health information deposited in and obtained from various sources/
databases other than administered by healthcare providers (i.e., EHRs)
will have a growing share in PHRs. This goes in line with and results
from the comments presented in item 2 above. Again one may stress here
that the development of IoT will lead to the growing amount of personal
data concerning people with good health status.
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e Although security and privacy issues are successfully addressed by BT,
there will still be needed for further improvement in this respect. Although
BT allows for secure transfer and storage of individual medical records, it
does not guarantee full protection. This, in turn, means that security and
privacy issues always will be top priorities forcing continuous mastering
of BT and other technologies aimed at security and privacy protection.

» Patients will be more aware of the market value of medical information
they possess and manage. This, in turn, may lead toward the creation
of platforms where information from PHR could be traded. It is not the
question “if” but “when”. Even if the supply of PHR information is mod-
erate (assuming that individuals are rather reluctant to sell the data), the
demand side of the market will make such an option feasible. Parallel to
this could be unofficial, not registered and — most probably —illegal trade.

12.4 KEY SUCCESS FACTORS FOR EFFECTIVE
IMPLEMENTATION OF BT IN PHR

As rightly concluded by Radanovi¢ and Liki¢ “...the academic literature is still
considerably deficient regarding potential blockchain uses in healthcare systems”
(Radanovi¢ and Liki¢ 2018, 589). This is partly because BT remains in statu
nascendi and is rapidly developing. Consequently, the first is to know well this
phenomenon, which means constant monitoring BT development. The second is
to study the process of BT implementation into healthcare, in general, and PHRs,
in particular. As concluded by Balasubramanian et al. .. .to date, no comprehen-
sive, evidence-based effort has been made to understand the readiness of this sec-
tor (i.e. healthcare, JK) for blockchain adoption” (Balasubramanian et al. 2021,
1). Such an assessment is shared by Kouhizadeh et al. (2021) who investigated
blockchain adoption barriers.

The common denominator for the activities indicated above is knowledge, so
it is sufficient, more practical knowledge about both cut edge technical achieve-
ments and about effective implementation practices, which can be named the first
key success factor in introducing BT to the healthcare sector.

The second key success factor can be named a clear, comprehensive legal
regime on national and international (vide the European Union) levels. As it is
documented in the chapter, a barrier to BT implementation is a lack of clarity on
blockchain regulations and laws (Balasubramanian et al. 2021).

The third key success factor is adequate resources (human and capital) since
BT requires considerable investments

Last but not least is the political and social acceptance and support for the
implementation of BT in the healthcare sector.

12.5 CONCLUSIONS

This chapter has shown that BT is unavoidable in healthcare, in general, and
in EHRs and PHRs, in particular. The chapter contributes to filling the gap in
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the interactive WEF maps, where Blockchain, Security, and Operability are not
linked to the Future of Health and Healthcare. This missing link is elaborated
here since security and interoperability are the most important issues of PHR.
The chapter shows that BT allows for the solving of security and privacy prob-
lems of PHR. One must stress, however, that there is still room for improvement
since a vast majority of publications cited above deal with further improvements
of security and privacy in the forms of new models, systems, architectures, frame-
works, concepts, mechanisms, schemes, structures, and platforms. Security and
privacy are gaining in importance due to the growing share of mHealth and
eHealth in healthcare systems. As the SARS-CoV-2 pandemic shows, eHealth
possesses great potential and can substitute (with certain limitations) healthcare
services provided traditionally, i.e., face-to-face interactions between physicians
and patients. The latter refers first of all to primary care, but also some specialist
care services can be offered online. Due to its nature, BT receives the greatest
attention from IT specialists and technicians. Due to BT nature, this is natural but
one may notice that the legal and social dimensions of blockchain should also be
researched. This refers first of all to the execution of property rights to PHRs and
confidential medical and medical-related individual/patient data.
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13.1 INTRODUCTION

Healthcare records are becoming larger and more complex with the advent of big
data, but they are not yet optimized. It is common to find duplicate records that use
the same identifiers and names. These records are stored on diverse networks and
directories of medical architecture [1]. As medical data are highly sensitive, data
security becomes more vital to prevent security breaches and unlawful activities.
In case unauthorized users gain access to patient’s information, the information
can be sold to adversary or leaked from the hospital. The patient’s individual infor-
mation could be exposed in the public domain [2,3]. In order to successfully man-
age healthcare, it is essential to protect patient’s data. Distributed networks, which
contain tamper prone more personal and sensitive data, can be protected using
blockchain technology. The only way to update or add transactions to a blockchain
is through a hash value; this also ensures that standing transactions cannot be
altered [4].

The pharmaceutical industry has now become a vital asset of any nation as
it ensures the proper availability of medicines and other essential elements for
hospitals. The pharmaceutical industries are now evolving as a combination of
traditional and modern industrial concepts [5,6]. These industries have very com-
plex working environments. It is very important to optimize, control, and monitor
pharmaceutical industries for secure and sustainable work. Blockchain is a very
secure technology that can work for supply chain (SC) as well as data integrity
management. The use of blockchain in the case of pharmaceutical industries will
bring various solutions that could achieve the integrity and security of the indus-
try [7,8]. Blockchain has a very specified data structure. Also, it can be efficiently
used for tracing and monitoring. The use of blockchain would help to make the
pharmaceutical industries more reliable by ensuring data integrity while in transit
and in storage. This paper tries its best to cover the vital aspects of blockchain that
would enhance the pharmaceutical industry.

In summary, the major contributions of this paper are as follows:

* This work presents the evolution of the healthcare and pharmaceutical
industries.

* This work presents the blockchain contribution for tackling the health-
care ecosystem and its relevancy related to traceability and monitoring.

* This work scrutinizes various critical challenges in the healthcare and
pharmaceutical industries and their solutions using blockchain.
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* This work presents various approaches that blockchain can handle in
pharmaceutical-based SC industries.

» This work presents state-of-art solution using blockchain for data shar-
ing and interoperability in the healthcare and pharmaceutical industries.

The remainder of the paper is organized as follows: Section 13.2 represents the
evolution of healthcare. Section 13.3 describes the role of blockchain. Section
13.4 presents critical challenges faced by the healthcare and pharmaceutical
industries and their solution using blockchain. Section 13.5 presents implement-
ing blockchain in the healthcare and pharmaceutical industries. Finally, health-
care SC has been covered in Section 13.5, followed by the conclusion and future
research directions in Section 13.6.

13.2 HEALTHCARE AND ITS EVOLUTION

The quality of life is improving because of the escalating development of the
healthcare sector, and therefore, it has significant social importance. The health-
care area resolves the real health issues and, in turn, helps to improve the quality
of life [9]. The healthcare system has been progressed in a very significant man-
ner by using the computer to perform tasks, such as sharing consistent informa-
tion, association in clinical training and diagnosis, a computerized healthcare
record system, and analysis in Big Data [10—12].

The healthcare system has developed and helped make the pharmaceutical
industry more competitive, overcoming numerous challenges [13]. For the better
management of healthcare records, users (e.g., physicians, social workers, and
nurses) can provide higher quality care to their patients. Through computers, vari-
ous methods can be used to help organize and manage the information necessary
for patient care [11,13,14].

The previously stored data in the computer can give important medical infor-
mation about the status of the patients. These data can be organized and used to
investigate epidemics as well as medical facilities of different areas. The research-
ers of different fields use these data to understand spectacles and overcome spe-
cific challenges [11]. Since the information refers to the personal information of
patients, this must be handled with confidentiality. Patients’ personal information
leaking to the public may have a negative impact on healthcare institutions’ repu-
tations [11]. In order to avoid unethical or embarrassing situations, patients’ clini-
cal information must be protected and prevented from being disclosed.

Blockchain technology has motivated various researchers and professionals to
find solutions for creating a safer, more reliable healthcare system [12,15,16]. In
addition to the immutability, transparency, and reliability of blockchains, other fac-
tors can mitigate privacy and integrity issues related to patient data in healthcare
[15,17]. Healthcare systems based on blockchains still face difficulties that need to
be overcome [18]. It is hard to trace the interrelation behind the information acces-
sibility since the core features of the network are unspecified [19]. Controlling and
managing drugs distribution is one of the many ways the blockchain can be applied,
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and this can be achieved by implementing blockchain through all the phases of the
SC [20-22]. In addition to combating drug counterfeiting, blockchain can be help-
ful in preventing pharmaceutical product diversion and theft [21]. A notable fact is
that according to Dash et al. [23], the International Business Machine Corporation
(IBMC)-based study shows that about 16% of healthcare administrators are plan-
ning to implement blockchain as a solution in their work environment. Moreover,
above 56% of healthcare executives are planning to implement blockchain on a pri-
ority basis. In a word, blockchain can function in various healthcare field situations
and has been spired [24]. It is necessary to analyse its subsequent strengths, weak-
nesses, opportunities, and threats. Specifically, this technology has uncovered
many key points that can bring privacy and security in future technologies [25].
Babenko et al. [25] briefly discussed these systems’ benefits and limitations by
providing a brief, methodical evaluation of the field, the implemented search con-
straints surveyed by a brief discussion, and some interrelated work to the topic. The
Internet of Things (IoT) technology with blockchain is also used very effectively
in the area of healthcare. Cai et al. [26] discussed the Decentralised Applications
(DApps) with numerous distribution scenarios in specific cryptocurrencies and
inspected some essential features of blockchain. It provides an in-depth analysis
of current blockchain works related to healthcare. In contrast, this study provides
a comprehensive overview of implementation of blockchain in a wide variety of
places and describes its possibilities.

13.3 ROLE OF BLOCKCHAIN TECHNOLOGY

An advanced technology named blockchain was initiated around the year 2008 cryp-
tocurrencies [27,28]. Recently, blockchain performs some precise tasks in health-
care, government, finance, transport, and other areas. Users’ assets can be recorded
more efficiently and securely using this new technology [18]. Rouhani et al. [29]
surveyed that it can also be understood as a Peer-to-Peer (P2P) network based on the
idea of the distributed ledger and can be conceived of as a decentralized technology.
The blockchain data structure can link blocks in chronological order by linking each
block with a cryptographic hash pointer to the origin block. As a result, the Merkle
tree (MT) groups’ transactions within blocks are distributed among nodes [30].

The cryptocurrencies like bitcoin, litecoin, and Ethereum are made accessible
to the general public [28]. These ideas have led to the development of other types
of cryptocurrency and blockchain-based technologies. Hoy et al. [31] classified
the advanced blockchain technology as blockchain 1.0, 2.0, and 3.0. The first
part of the blockchain is characterized by the arrival of cryptocurrencies like bit-
coin with Berentsen [28] and their launch simultaneously with the emergence of
simple asset transfer systems. As Blockchain 2.0 emerges, innovative agreements
are visible [32], and new ways of using it are discovered, such as loans, real estate
funds, and other investments. The evolutionary stage of blockchain is blockchain
3.0, which applies to finance and other segments of society such as science, phar-
maceutical, and the arts. Decentralization, immutability, distributed ledger, trans-
parency, privacy, and intelligent contacts are the features of Blockchain [33,34].
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The arrival of cryptocurrencies like bitcoin and Ethereum has increased inter-
est in blockchain and intelligent ledger research. Blockchain technology accumu-
lates and shares data distributed in a reliable and absolute manner that does not
require intermediaries for data sharing. It does not require transactional confir-
mation to be centralized [35,36]. In blockchains, transparency makes it simpler
to access ledger-based transactions across networks; the network can connect to
different computing power from multiple nodes, so its calculation speed is break-
neck [37]. Various techniques and facilities are included in the blockchain. These
are described in brief.

* Hash Cryptography: Blockchains add transactions using SHA256
hashes. The National Security Agency (NSA) created this one, and it
has 64 characters codes as well as one-way cryptography, determinis-
tic functions, enhanced computation, and the avalanche effect to endure
collisions. Hash algorithms also need to be deterministic.

* Distributed P2P Network: Distribute and update data across many
users. Transactions are transmitted over the network.

* Consensus Protocol: Blockchain networks have an individual con-
sensus protocol, which determines which users are permitted to make
transactions.

* Immutable Ledger: A blockchain network records all transactions, and
the shared ledger cannot be accessed or modified by third parties.

e Mining: The rewards are determined by hash values derived from nonce
values, and in order to achieve and obtain them, miners must have high
computational power.

A blockchain network can be duplicated to another different location so that
healthcare data can be shared with scholars, partner facilities, or other concerned
organizations, such as insurance providers. Blockchain is a network of tethered
computers that share data and ensure its accuracy, reliability, and consistency. So,
a blockchain can be populated at one location and distributed at another or addi-
tional locations on the same network. In addition, these new locations transmit the
data across the entire network, eventually allowing location access to the latest
data, which is distributed to everyone across the entire network.

13.3.1  Types oF BLockcHAIN NETWORK

There are several distinct blockchain groups, each with its characteristic, which
reflects the network behaviour. In terms of the features of blockchain, Gautam
et al. [38] described the classification of blockchain. The types of blockchain are
enumerated below.

* Public Blockchain: Transparency of transactions is maintained across
all nodes. Any node in the network can validate a blockchain transac-
tion by using consensus mechanisms. Network administrators do not
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need to grant permission to this node. Nodes within a network of this
type can communicate and work together at an unprecedented level.
Cryptocurrencies such as Bitcoin and Ethereum are examples of such
networks [34].

* Permissioned Blockchain: Nodes in this network are allowed to join
the structure only with prior authorization by an organization, which
also controls their transactions [34]. Since the authentication process is
required to access content on this network, it provides a higher degree
of confidentiality. The Multichain Platform (MP) is an example of this
type of platform [39].

* Consortium Blockchain: Permissioned blockchain shares some of their
features since a group manages them and joining this network requires
authentication. It is characterized by a minimal number of validating
nodes that can validate a transaction through predefined features. In such
networks, validating transactions requires mutual consent among the
chosen nodes, creating a novel block and finishing the procedure [40].

13.3.2 VaLDITY PROCESS IN BLOCKCHAIN

The blockchain is used in many algorithmic implementations, where algorithms,
like proof-of-work (PoW), define the blockchain validation process as mining
[28]. A consensus algorithm determines the rules that the nodes must follow in
order to validate the blocks. It follows the order in which the transactions should
be carried out to ensure the validation nodes receive satisfactory responses from
all of them. The blocks can be inserted into the chain based on these decisions
[40,41]. Blockchain has become more dependable networks to consensus proto-
cols designed to validate blocks. The analysis of healthcare blockchain requires
the following vital protocols that are mentioned below.

* PoW: In this authentication process, several nodes solve a cryptographic
puzzle (i.e., the miners). The nodes can create a valid block for creating
a transaction and validating it by finding a solution. It is also important
to note that certain PoW implementations, such as Bitcoin, provide a
reward to the prize winner [28]. In case of healthcare, it could be used to
check the valid transactions.

* Proof of Stake: Participation in the network is considered when choos-
ing the validations. This node will determine block authenticity by vali-
dating more blocks that has more coins [42,43]. This can identify if the
node involved is a valid user or an intruder in the healthcare system.

* Practical Byzantine Fault Tolerance (PBFT): Nodes in this system
are divided into two types, clients and servers. The PBFT takes various
processes to validate a transaction such as the customer node requests
a transaction from the provider node. The service provider node broad-
casts the deal to whether or not it should be accepted. The node broad-
casts a readiness message after having acceptance of transaction from
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the server node. In this case, as long as many nodes approve the transac-
tion, it goes into the “confirmation alert”, after the nodes confirm the
transaction, they transmit a message to the other nodes to verify their
actions and at the end the sender receives a response, whether the trans-
action is valid or not [43,44].

13.3.3 BLOCKCHAIN FOR HEALTHCARE ECOSYSTEM

In the healthcare industry, blockchain adoption has been divided into various
phases. In the initial phase, blockchain is accessible directly to healthcare provid-
ers; existing healthcare Information Technology (IT) systems track and store all
clinical data. The Application Program Interface (API) for the blockchain net-
work transmits a variety of patient data using patient’s IDs. Smart contracts allow
inward transfers to be executed in the blockchain system. A patient public ID,
which is not personal information, is used in every transaction on the blockchain
network. An immutable ledger links the blocks together. Then, a unique identi-
fier is assigned to each transaction. So, the health provider initiates the mining
process or query processing via the APIs. Among the information available in the
database of blocks are only non-identifiable characteristics of patients, including
gender, age, and illnesses. New insights are uncovered by analyzing clinical data.
Finally, a patient may also choose to share a private key with their healthcare
provider if he/she wishes to disclose their identity. So, the data of patients can be
accessed by the provider, who can then provide care or solutions for the symptoms
that have been identified. Anyone without the patient’s private key cannot access
the data, so it remains confidential.

13.3.4 BLOCKCHAIN IN PHARMACEUTICALS: CHALLENGES AND OPPORTUNITIES

Blockchain is a multidisciplinary notion that makes it more proficient for apply-
ing in several areas, even though blockchain poses multiple limitations and chal-
lenges [18]. There are several kinds of research going on to diminish or overcome
the effect of these factors. In the healthcare sector, blockchain technology faces
many challenges, and some are mentioned below.

13.3.4.1 Throughput

In healthcare systems, there is always a high probability of throughput as there will
always be an increased quantity of data dealings and nodes that increase checks
in the network pipeline and ultimately cause network bottleneck. Throughput is
a common problem in blockchain embedded healthcare systems because the net-
work needs fast access if not provided; this might poorly affect an analysis that
could save human life [31].

13.3.4.2 Latency

Latency in the system can be proven detrimental for it as validating a block might
take 10 minutes and that can be an ideal time frame for a successful attack on
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the system [45]. The delays in any medical examination can drastically affect its
results that compel healthcare systems’ assessment in regular intervals.

13.3.4.3 Security

Security can be conceded if any object or entity can take hold of 51% of the net-
work’s computational ability [45]. Security is an essential aspect for the health-
care systems of which they must always take care because losing security will
become a reason for losing credibility.

13.3.4.4 Resource Consumption

Requirement of the immense amount of energy for embedding blockchain in the
system impairs investors’ severe loss of resources. The energy usage by this tech-
nology is mainly due to the mining process. The real threat to the investor for the
blockchain is that several devices need monitoring and a regular supply of power.
However, this technology might also produce a heavy load on the existing sys-
tems and can avail a real threat to the already used resources. Managing the cost
of embedding is one of the biggest problems for organizations [46].

13.3.4.5 Centralization

The architecture of blockchain is not centralized, but some methods try to central-
ize miners, which condenses the reliability of the network. Centralization makes
the network vulnerable as the central node can be attacked, and all its information
can be retrieved by cyber-attacks.

13.4 CRITICAL CHALLENGES AND
BLOCKCHAIN-BASED SOLUTIONS

The United States of America (USA) has the most prominent healthcare indus-
try globally and gets a business of about $1.7 trillion each year and in current
times, the annual expenditure of an average Americans on healthcare is nearly
$10,739, which is the highest compared to the rest of the countries [47]. The
healthcare sector takes about 18% of the Growth Domestic Product (GDP) of
America [47]. According to the projections based on the current scenario, the
healthcare sector will take up to 20% of America’s GDP in 2027 [48]. Many
new approaches are in development and are being implemented in healthcare
systems to improve the quality of life and enhance the growth of medical
infrastructure.

The healthcare sector is altering various modifications due to several chal-
lenges and problems with the rapidly advancing technology. Earlier, this sector
was usually an alliance of big pharma organizations and well-trained medical
professionals. However, now this sector is taken over by tech giants that intend to
implement technology with the existing system. These tech giants may use vari-
ous tactics and methods to optimize the profit using technology and minimize
the value of invested resources. The goals for these newly formed alliances have
shifted, and now they are focusing more on consumer’s health. One of the factors
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that fail the existing healthcare system is that the system focuses more on symp-
toms and tries to treat after a person gets sick but not prevent the root cause.

The other tactic of tech giants is introducing wearables that monitor a person’s
health regularly on many parameters like body temperature, heart rate, walking
steps, and much more by using many sensors. The data collected by all these
sensors is then evaluated and can be used to predict person’s sleeping habits,
food habits, and a set of behaviours. Many software are developed and used by
these companies to fulfill the aim of improving patients’ life. This software moni-
tors our daily activities and suggests precautionary guidance published by digital
health researchers [48].

In the current scenario of the pandemic, the companies like Apple and Google
are trying to launch an all-inclusive Bluetooth-based opt-in interaction tracing
technology [49]. This Bluetooth protocol aims to implement whole contact trac-
ing by sharing consumer data, tracking distinct movements, and tracking specific
interactions between trailed users and their health data [49].

Technological advancements to improve healthcare must reflect real needs
from the various viewpoints of consumers, patients, and be reactive to inimitable
challenges that the healthcare sector faces compared to other sectors. Investors
actively search for optimization of business using blockchain. These explorations’
solutions result in lowering initial costs, improving patient results, and allowing
better usage of data related to healthcare [50]. Blockchain is actively embedded
in healthcare systems these days in a survey conducted by IBM on over 200 life
sciences executives in 18 nations [50].

It was observed that in every ten respondents, more than seven think that
blockchain is going to help them overcome unproductive bureaucratic methods
and inheritance systems that work as a barrier in their way of becoming innova-
tive and adaptive [51]. One of the most significant health insurance companies,
Anthem, announced in 2019 that it is going to use blockchain for storing the
healthcare data of over 40 million patients [52].

13.4.1 DATA COLLECTION AND STORAGE

Technologies developed for monitoring healthcare that includes wearables such
as digital wrist bands produce enormous data related to an individual’s health.
All the essential and critical data-driven decisions need to be made using data
that has been adequately managed and safely retrieved from the sources. The
current healthcare structure also produces data by standard day-to-day actions of
conducting business and providing facilities.

Usually, a person visits various healthcare providers in a lifespan and hence,
the healthcare data of that person remains dispersed in many providers systems.
In a large number of cases, the data is retained by providers in their means, and
they often fragment data trail that eventually decays the ease in the process of
access for patients. Big data obtained from the healthcare sector is generally cat-
egorized in three ways: large volume, diversity, and speed. The three basic cat-
egories are non-uniform, have numerous variables, and require a real-time data
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analysis. The data obtained is generally inaccessible, unregulated, or scattered
across systems and difficult to comprehend, use, and share [53].

The histories of patients are still stored on paper and in scattered locations that
eventually make the healthcare sector very incompetent in a rapidly developing
world. These paper records are not appropriate for synchronized care and for
reducing common medical mistakes [47]. Nowadays, the collection of healthcare
data is done by digital means at various points. It becomes necessary to retrieve
the collected data to get the best out of it without confounding the procedure. The
healthcare sector is encountering a critical challenge of having an inability to
store and share big data efficiently and with reasonable resource expenditure [54].
Achieving data portability and distributed data compatibility is essential while
operating across various systems [55].

The data that requires authentication and consent about data coherence, block-
chain technology is a perfect fit. Blockchain can have a better use to secure big
data that has multiple access points, and several parties can access it. The critical
and necessary data becomes unbreachable using blockchain [56]. The problems
faced by the healthcare industry are record-keeping and collecting continuous
stable growth of business dealings, and for these blockchain is a sturdy solution.

Open consumer transactions can find blockchain more of their use, where the
importance of older data is minimalistic, and data grows steadily and continu-
ously [57]. The data records contain genetic information and personal healthcare
history is considered for applying blockchain to provide high standard security.
The healthcare organizations can implement blockchain to store specific infor-
mation about patient’s history and help doctors access these data through the
network provided to them [58].

13.4.2 DATA SHARING AND INTEROPERABILITY

The non-efficient exchangeability gives rise to two types of problems. The first
common problem is recognizing patients when healthcare organizations do not
allow the exchange of information with another network. Secondly, information
blocking occurs because patients have to go through many tests and check-ups
repetitively [59]. The efficient healthcare system can only be in everyday practice
when collectively recognized identifiers for patients and laws against information
blocking will be introduced at a basic level. Furthermore, exchangeability mat-
ters, especially in an epidemic like the coronavirus. The sudden outbreak of the
pandemic revealed the current position of the healthcare system, and it disclosed
the critical need for full-bodied data-sharing infrastructure.

A robust infrastructure can help in streamlining the communication between
patients and organizations, easing the flow of data that is manageable and
avoids public health threats. A person visiting a doctor who might not be his
primary care physician must have easy access to his history of medical records.
Additionally, refining the healthcare data flow would allow doctors to accomplish
remote monitoring and telemedicine consulting that permits patients to keep their
primary care physicians conversant of their healthcare history [60]. In present
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times, the mounting number of coronavirus infectants, valuable and transparent
data, including data on patients’ signs and symptoms that have risk becomes most
important.

The lack of exchangeability in the present healthcare system got more high-
lighted in this pandemic [60]. A centralized IT system preserves healthcare his-
tories digitally and makes sharing problematic. It is exhausting, laborious, and
costly to appeal, send, obtain, and accumulate a patient’s medical information.
The healthcare data administration industry has been slower to develop solution
because of regulatory constraints fragmented patient’s records and discordant
backends. Data transmission, recovery, and investigation are problematic because
of the absence of an alliance between medical data storage systems. Thus, patients
are limited in their ability to interact with their medical records because most
data are housed in silo databases [54].

Introducing blockchain technology to healthcare could help share medical
information significantly more efficiently and end the lack of exchangeability
issue in the industry. The hash identification (ID) can be an exclusive identifier for
patients employing the authorized medical blockchain. The hash of an ID makes
it unique and ensures the user’s authenticity. The patients would choose their
healthcare providers to whom they would disclose their respective decryption
keys. The health ecosystem could become more secure, private, and interoperable
and put patients at its centre [61]. The healthcare records that are precise, current,
and inclusive will significantly benefit patients and providers.

13.4.3 SeEcURING DATA AND MANAGING

The security breaches of patient health records have alarming concerns about
patient data and privacy. The company named Beazley reported an increase of
45% cyber-attack using ransomware over healthcare and pharmaceutical indus-
tries [62]. The healthcare records are increasingly being hacked, and medical data
is breached. The report found that in 2017, more than 350 data breaches had been
reported in the medical sector, up from below 20 in 2009 [63]. The Department of
Health and Human Services (DHHS) data shows that thirteen million total medi-
cal records were uncovered in 2018 due to data breaches in the healthcare indus-
tries [64]. In 2016, there were more than 27 million records of patients affected by
health data breaches, averaging one per day [65]. The Unity Point Health hospital
network was hacked in 2018, revealing the sensitive medical information of 1.4
million patients and hackers stole lab test results, treatments, and social security
numbers from patient records with their insurance information [66].

The IT infrastructure of most healthcare organizations is ageing, often vul-
nerable to ransomware and other cyber-attacks. Various healthcare and phar-
maceutical companies save their vital health-related data as well as information
in their centralized location [54]. A medical organization’s massive amount of
data often makes them the prime target of sophisticated cyber-attacks. If a pro-
vider loses access to a patient’s medical records and other essential data, it can
cause the organization to lose millions of dollars. The healthcare sector invests in
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advanced security technologies such as encrypting data and leveraging artificial
intelligence to prevent breaches before they become serious. The data security
and patient privacy concerns have increased and the number of cyber-attacks has
risen, IT security has become a vital issue to be tackled.

A blockchain-based system can provide several benefits for the security and
management of medical data [66]. It protects private data from being misused and
can curb threats. In addition to making data immutable, blockchain encrypts and
make it impossible to decrypt. Each transaction is initiated by a unique private
identification key. The transactions are authorized by a private identification key
known exclusively to the user. As aresult, unlike today’s data access technologies,
healthcare providers would only be permitted access to patient’s medical informa-
tion with direct access to the blockchain record [55]. The healthcare facilities can
provide cost-effective care by improving data collaboration between providers.

The accurate diagnosis results in the successful treatment of the disease. It is
possible for patients to keep their information safe and secure while still sharing it
with the service providers of their choice using blockchain. The credentials prove
who owns a medical record. They act as the security check against counterfeiting
[67]. The Business Intelligence and Strategy Research (BIS) conducted a recent
study that noted that by 2025, the healthcare industry can save as much as $100
billion annually by implementing blockchain [68]. In addition to saving money on
breaches, operations, IT, misappropriation fraud, and insurance cover fraud, the
savings will improve the overall quality of life. The reports suggest that approxi-
mately six billion dollars could be generated by 2025 [68].

13.5 HEALTHCARE SUPPLY CHAIN

SC logistics in healthcare consists of several procedures, different teams involved,
and the movement of medicines, surgical kits, and other different products that
healthcare providers use on a daily basis. On exploring SC vulnerabilities in the
healthcare sector, the healthcare managers can propose measures to reduce those
vulnerabilities. The global health investments can increase by identifying weak
areas and focusing resources on targeted health outcomes. The SC in healthcare
have numerous benefits such as improving processes, utilizing resources efficiently,
serving employees, and effectively treating patients. In order to meet objectives,
hospitals should use integrated SC that ensures operation and department of hos-
pitals are adequately linked in the SC. An example of a SC is a back-end computer
program that helps to integrate all different steps in the manufacturing process. SC
implementation ensures that medicine and products are available at the right time,
inventory is minimized, patients are given maximum care, all departments are
coordinated to minimize human error and minimize medication errors.

13.5.1 BLOCKCHAIN FOR SuppLy CHAIN

Blockchain technology allows pharmaceutical companies to track raw compo-
nents, materials, or compounds from a source to a patient at every point of transition
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[69]. The medical and health-related SC can also be protected using blockchain
for pharmaceutical research data and information. SC security is improved by
blockchain, as it improves the capability to identify medical products’ origins
and authenticity [70-72]. Moreover, blockchain allows us to track and detect the
full scope of difficulties associated with pharmaceutical treatments, which has
become more prevalent over the past several decades. Pharmaceutical industry
data is shared using blockchain-based technology in a more trusted manner. In
addition, Modum.io, a Swiss firm with sensors and technology of blockchain,
improves SC productivity [73]. MODSense system can guarantee an accurate
reading of the recorded temperatures and ensure stakeholders to get information
about the actual handling of a specific product during transit [73]. In addition to
medical supplies, vaccines transportation, trials of clinical, samples of medica-
tions, and perishable foods, the blockchain solution can benefit a wide range of
other products.

The pharmaceutical SC claims, the solution enabled a higher level of efficiency
and security by identifying product locations faster than usual [74]. As a certi-
fication agent for shared data and information, blockchain has the potential to
convince SC managers to adopt this technology for use in SC management. The
research on blockchain related to SC management is still in its infancy, so inves-
tigating possible applications for this technology is worth investigating. The com-
panies must demonstrate quantitatively what advantages can be gained before a
blockchain-enabled SC can be implemented in industries. In this respect, the trust
in blockchain still relies on the trust of partner companies. The data that compa-
nies send to the blockchain can still be counterfeited or incorrected in advance.
In order for blockchain to deliver high performance, accurate or counterfeit data
about demand and inventory have to be shared between actors in the SC.

13.5.2 PHARMACEUTICAL TRACEABILITY USING BLOCKCHAIN

In order to reduce data breaches related to cost, procedure, and IT, the reducing
fake numbers of traditional solutions to trace medications within the SC is typi-
cally centralized and costly. The central authority is able to modify data without
informing other shareholders because there is little transparency across the par-
ticipants of the SC. The blockchain-based solution, on the other hand, offers data
security, transparency, immutableness, provenance, and authentication of transac-
tion records.

Blockchain technology facilitates the transaction of information across a
decentralized, immutable ledger used to record many kinds of business trans-
actions. Although transparent and traceable terms are used interchangeably,
they serve various different purposes. SC transparency refers to the openness
of top-level information. A detailed SC map would include the apparatuses of
the product, the facility locations, and the suppliers’ names. Traceability, on the
other hand, involves selecting specific components to trace, defining common
ideals to communicate with associates, identifying proper procedures for produc-
ing and gathering accurate information, selecting a platform to accumulate data,
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and making the necessary decisions regarding data sharing mechanism. Despite
the differences between transparency and traceability, these concepts are linked
together because accessing detailed information requires a comprehensive study
of the SC. In this regard, several existing pharmaceutical drug tracking and trac-
ing solutions make use of the cryptographic properties of the blockchain.

Ingraham et al. [75] gave an overview of healthcare issues, blockchain-based
approaches were described, although there were no details or examples. Nageswar
et al. [76] discussed how blockchain technology could be used in pharmaceutical
SC. Dindarian et al. [77] projected a traceability system by utilizing Ethereum as
an anti-counterfeiting tool. Smart contracts are used in the proposed solution, yet
implementation or evaluation is lacking, leaving the contribution unclear. Stevens
et al. [78] developed an integrated, secure drug traceability system, Drug Ledger
(DL), which imitates the practical transactions governing the SC while maintain-
ing the identity and confidentiality of stakeholder traceability information while
not compromising the security of the system.

Data structures using Unspent Transaction Outputs (UTXOs), including that of
the package, repackage, and unpack, a DL, complete its workflow. Studies have
shown concerns with respect to the UTXO data structure, which is prone to bugs,
comes with high storage charge, and uses little state space [79]. Jamil et al. [80]
proposed a solution for tracking drugs in the medical SC, utilizing hyperledger
technology and it is a more efficient system with minor latency increases through-
put and fewer funds. However, their solution was not systematically tested and
applied in a small-scale environment.

The hyper ledger technology failed to provide an appropriate solution for scal-
ability [81]. McKee et al. [82] had similar concerns for his method of analysis
as well. Concurrent with the development of Bitcoin, a private blockchain was
developed to hash specific data for the purpose of securing transactions. It is
impossible to manipulate the private keys associated with each product because
each blockchain maintains its own permanent record. This system was created to
prevent any errors in the product transfer process and ensure complete transpar-
ency throughout the SC.

The pharmaceutical SC has also been the subject of a number of ongoing
projects exploring the use of distributed ledgers in order to achieve traceability.
Arsene et al. [83] involved a global collaboration among companies such as IBM,
Cisco, Intel, Bloomberg, and Blockstream. Each drug is assigned a timeframe,
allowing it to be traced back to its origin and manufacturer. Le et al. [84] con-
ducted an examination of using blockchain to offer a solution compliant with the
DSSA regulatory framework to enhance interoperability around the globe.

13.5.3 PHARMA SuppLy CHAIN TRACKER USING BLOCKCHAIN

It is found that the stakeholder can use a front-end layer of software that is called
a DApp that is connected through an API like Infura, Web3, and JSON RPC to
the blockchain and storage system. Stakeholders can call pre-authorized func-
tions through smart contracts and access data files through decentralized storage
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systems. As a final step, they will interact with the on-chain capitals to obtain rel-
evant data, such as logs, Inter-Planetary File System (IPFS) hashes, and transac-
tions. The following points provide more information on each system component.

e Pharmacies, manufacturers, distributors, and regulatory agencies such
as the Food and Drug Administration (FDA) are stakeholders. In smart
contracts, the participants are each assigned a particular function based
on their roles in the SC. On-chain resources (OR) such as log informa-
tion and history are readily accessible to ensure that SC transactions can
be tracked. Furthermore, they have access to IPFS information, includ-
ing images of drug lots and information leaflets.

* A decentralized storage system allows SC transaction data to be publicly
accessible, reliable, and secure using low-cost off-chain storage [85].
Each uploaded file is generated with a unique hash value stored on the
company’s server. Those hashes are then deposited on the blockchain
and retrieved via the smart contract when any changes occur to those
uploaded files using hashing technology.

* A blockchain SC is deployed by using Ethereum Smart Contracts (ESC)
and using smart contract, and the participants can access SC information
and track the antiquity of transactions. The intelligent contract regulates
the hashes on the decentralized storage server and thus keeps track of
the history of transactions. Furthermore, the smart contract defines the
functions of each stakeholder and grants admittance to these functions to
authorized parties through the use of modifiers. Modifiers add additional
features or restrictions to functions in order to enhance or decorate them.

e SC deployment is handled through ESC. It allows participants to retrieve
information about the SC because the smart contract enables them to
access the history of transactions and manages the hashes. In addition,
the smart contract defines the responsibilities of various stakeholders.
The participants with authorizations have access to these functions via
modifiers. Modifiers are used to enhance a component by adding more
features or by imposing restrictions. A smart contract can also handle
transactions like trade drug lots or boxes.

* Logs and events are stored in OR by smart contracts so they can be
tracked. The enrolment and documentation system serves as an OR to
link participants’ Ethereum addresses to a decentralized way for storing
human-readable text.

Integrating the system components can allow the user to verify the drug’s his-
tory in real time, eliminating real-time tracking requirements. The user will only
need to check the drug’s authenticity and confirm the drug is released from a
reputable manufacturer with the proposed solution. It is possible to implement
several technologies to track the location of a drug lot in real time. The smart
containers enabled with IoT are equipped with sensors for continuous monitoring
and tracking of the containers from their initial point to their destination. Global
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Positioning System (GPS) receivers seek to determine its location, a temperature
sensor to monitor its temperature, and a pressure sensor, sensitive to any openings
or closings of its container [86].

13.6 CONCLUSION AND FUTURE
RESEARCH DIRECTIONS

Blockchain is one of the most revolutionary underlying technologies in the field
of healthcare today. Data collection and verification are automatized and pro-
vide error-free, immutable, and tamper-resistant data, assuring that cybercrime
attempts are reduced. Data can also be aggregated from a variety of sources and
can be viewed in a secure manner. In addition, blockchain is fault-tolerant and
supports distributed data. Healthcare is one of the most significant applications of
blockchain technology, which is a relatively new field. Several applications of this
technology have been developed in healthcare, including sharing medical informa-
tion, managing drug SC, and monitoring patients. Using blockchain technology,
we can decentralize operations and manage security efficiently and with fidelity.
In this paper, an in-depth analysis is conducted to suggest blockchain technol-
ogy as one of the concrete solutions for securing and tracing data in healthcare
and pharmaceutical industries. The paper begins with current advancements in the
field of blockchain-embedded healthcare systems. The paper also presents various
cyber-attacks that are prevailing in healthcare and pharmaceutical industries.

Finally, numerous future guidelines in the context of blockchain in the medical
industry are outlined. This work is predicted to assist as a knowledge base and
orderly standard for future research in integrating blockchain, IoT devices, and
connected technology to healthcare systems. The healthcare and pharmaceutical
industries are now rapidly adopting modern technologies, and hence it requires
more security and traceability. This paper provides various parameters that could
be used to carry future research work.
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14.1 INTRODUCTION

Medication tampering has become a prime concern today, and it becomes
vicious for public health that has an adverse effect on human health and medi-
cal treatment results. According to the World Health Organization (WHO) [1],
tampered medication is an outcome of counterfeiting with the source and iden-
tity of the product. As per the WHO data, 15% of the medicines in develop-
ing nations and 1.5%-2.5% of medicines in developed nations are tampered
with [2]. The tampered medicines have an adverse impact on all pharmaceuti-
cal stakeholders including hospitals, pharmacies, wholesale distributors, global
health programs, and regulatory authorities all over the world. These medicines
are fatal to humans. A big illegal drug market is functional behind the fore-
sighted Pharmaceutical Supply Chain (PSC), these markets produce false and
contaminated medicines by changing their ingredients, adding expired stock
along with the fresh stock. This process is feasible only because of the lack of
technology to track and verify the authenticity of the drug at every step in the
supply chain. The delivery of fake Remdesivir injection during the covid-19
pandemics is a recent example of a counterfeit medication that took a toll on
human lives [3].

The regions that are more susceptible to inauthentic drugs are Asia Pacific,
Egypt, and Latin America. 40% of drugs manufactured and used as the rea-
son for 1.7 million deaths every year [4]. In the region of Europe, the total
number of cases that are based on counterfeit drugs became twice as com-
pared to the last year [5]. A just now report prepared by a brilliant researcher
of Europe emphasizes that the fake drug industry is now considered a more
fruitful and profitable business because selling legal drugs is more difficult
and its evaluated revenue fall equals about 8% in industry medicine sales to
counting €16 billion each year [6]. The growth in purchasing and accessing
drugs via online pharmacies and through illegal distribution channels makes
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it very challenging to make the safety of the product in the system of supply
chain network. Likewise, clarity of limited data for stockpiles toward the sup-
ply chain network gives more opportunities for inauthentic actions to intrude
the market [7]. Detection of drugs is an ability to distinguish the ingenuity and
legitimacy of drugs that ensure all stakeholders detect and trace each transac-
tion at every stage of the supply chain system. Regulations like the United
States Drug Supply Chain Security Act (DSCSA) [8] demand for all drug sup-
ply chain stakeholders to apply reliable measures for better product tracking;
the factual implementation of DSCSA will be in an incremental phased man-
ner by the year 2025. The ever-growing demand for accessing the PSC through
online access covers more ways to the agents for counterfeiting drugs, distri-
bution of drugs by unauthorized dealers is also an add-on to drug counterfeit
[9]. Lack of transparency and traceability also provides opportunities to drug
counterfeiters.

Blockchain technology is a chain of blocks arranged in a distributed manner
to assure the security, authenticity, transparency, and traceability of data it holds.
The data stored on a blockchain is immutable [10]; it covers almost all spheres
of life with its applications like banking, education, logistics, traffic manage-
ment, identity management, electronic health record management, energy, trad-
ing, and many more [11]. Blockchain holds a promising future to track the PSC
in order to get rid of tampered drugs. Blockchain technology is able to create
a platform for allocated shared data for storage and share the transaction data
between distinct supply chain systems of stakeholders that make sure the infor-
mation will remain available to authorized groups, unchangeable, transparent,
and kept secure with different cryptographic techniques [12,13]. So, providing
a forward approach to trace, find, and manage authenticity in system supply
chains of pharmaceuticals is very important. The major contributions of our
research work are as follows:

e The paper deliberates the causes of how the industries of pharmaceu-
tical take welfare from blockchain-based supply chain drug tracking
systems.

e The paper uncovers all the important assistance that comes by using
a blockchain-based solution for drug delivery as related to surviving
solutions.

e The paper highlights three blockchain-based architectures named
Hyperledger fabric, Hyperledger besu, and Ethereum for proper tracking
of drug supply or uses in the pharmaceutical industry.

e The paper detects, estimates, and reversed some challenging problems
that may hamper the effective organization of blockchain-based solu-
tions to proper use and delivery of drugs.

The rest part of the paper is described as follows: Section 14.2 highlights the
overview of blockchain technology including its feature and nature, and the
comparison of blockchain categories is also deliberated. Furthermore, Section
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14.3 highlights the overview of drug tracking in the pharmaceutical industry.
Additionally, Section 14.4 enlightens the three blockchain-based drug tracking
systems with their drug tracking flow. Moreover, three discussed blockchain-based
architectures for drug tracking are compared on the basis of some parameters.
Section 14.5 enlightens some challenges or limitations related to the blockchain
adoption technologies that need to be described in order to facilitate drug track-
ing. Finally, Section 14.6 concludes with a conclusion and is followed by a future
research direction.

14.2 OVERVIEW OF BLOCKCHAIN

Blockchain is the chain of blocks, each block containing information about trans-
actions. The copy of the blockchain is shared with every computer/node in the
network, which ensures the transparency of stored data. A blockchain network
is formed by a set of these computers that are operating over a single protocol
to adding newer blocks to the existing chain [14,15]. Thus, the network of the
blocks of the blockchain is a distributed system that stored information of all
past performed transactions and selects a protocol for working that validates the
transactions, and arbitrates the transaction course, and determines all work of the
network with its all participants. Thus, this network is known as a distributed,
in such network, the data of every transaction is stored on each particular block
working in it [16].

Mainly, there are three kinds of blockchain networks: public blockchain, pri-
vate blockchain, and consortium blockchain. A public blockchain is open for
everyone to join either as a user, minor, developer, or community member. It
targets the general public as end-users, it is non-restricted and permissionless, and
anyone having internet access can join the public blockchain network and become
its node. Public blockchain examples are Bitcoin (BTC) and Ethereum (ETH)
[17]. Private blockchains work in a restricted environment under the control of
a single entity. Nodes having permission to join the network can only join the
network of private blockchain; therefore, it is also called permission blockchain.
Hyperledger and Ripple (XRP) are widely known examples of private blockchain.
The consortium blockchain has the features of both public blockchain and private
blockchain. Members from multiple organizations collaborate on a consortium
blockchain network [18]. The present node controls the consensus mechanism in
consortium blockchain. Differences between the three kinds of blockchain are
shown in Table 14.1.

The selection of blockchain technology depends on the type of work at hand.
For instance, accounting in small businesses is managed by other institutions, the
other option for this scenario is to create a private blockchain network, in such
network, distributed set of blocks named distributed ledger is only the source for
true information. Although, in a scenario, within the supply chain system, the
customer desire to go through everything for the product, the approach of consor-
tium network will apply. Thus, the participants were able to read product data, but
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TABLE 14.1

Difference between Blockchain’s Categories

Property Public [17] Private [18] Consortium [18]

Type of governance Public Single owner Set of owners

Example Ripple, Bitcoin, Hyperledger, Multi-chain
Ethereum Quorum

Consensus algorithm PoW, PoS, etc. PoA, PBFT, etc. Tendermint, etc.

Infrastructure Highly decentralized Distributed Decentralized

Transaction reading Any node Any node/list of Any node/list of predefined

predefined node node

Immutability of data Yes Yes Yes

Network scalability High Low to medium Low to medium

Throughput of transaction Low High High

make sure that only authentic participants, such as the vendor, the manufacturing,
and the vendor for raw materials [19].

14.3 OVERVIEW OF DRUG TRACKING IN
THE HEALTHCARE DOMAIN

The focus of this section is on issues related to drug traceability in the PSC. A
PSC follows an end-to-end supply from collecting the raw material to supplying
the final product to the end-user (patients). The main objective of the supply chain
is to deliver correct and good quality drugs at the right time as the lives of people
are at a safe stage. Many loopholes exist in the current PSC and also it lacks trace-
ability and transparency. There is no clear ownership due to non-uniformity in
stakeholders and also it makes verification of transactions more difficult. There
is no single view of the whole system, which leads to the involvement of central
authority to manage the whole system [20].

The PSC consists of a number of processes from storing, packing, unpacking,
repacking, and several stakeholders from vendors, manufacturers, dealers, sales-
persons, drug stores, and patients, which makes drug traceability difficult. There
are many factors that contribute to tampered drugs in the system of the supply
chain; there are some examples of buying substandard drugs from other countries
without taking the permission of administrative authority, bad manufacturing and
storage custom, stealing, and leakage of inadequate drugs [21]. A huge number
of remedies have been applied for improving the traceability and transparency
of the supply chain like serialization, bar codes, Radio Frequency Identification
(RFID), etc., but they all have some limitations when it comes to privacy, security,
and transparency.

Wide use of blockchain is found in the supply chain, transport, logistics, and
traffic control systems as it delivers an unchangeable, secure, verifiable, and
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FIGURE 14.1 Relationship between stakeholders of the drug supply chain.

transparent environment to store transaction data among mistrusting stakehold-
ers [22]. The main feature of blockchain is the connectivity of blocks containing
transaction data with the previous block using a hash function. This ensures the
immutability of the data and facilitates traceability. Blockchain technology pro-
vides a structured and economical solution that can find many different types of
drug tracking functions and approach to make sure of proper finding, tracking,
and training. The benefit of blockchain technologies can be merged with already
existing anti-fake solutions with RFID, Near Field Communication (NFC),
Quality Risk and Compliance (QRC), and e-pedigree to deliver interoperable and
improved integrated solutions [23]. Figure 14.1 shows the relationship between all
the intermediate stakeholders in the supply chain system of the drug.

Blockchain technology permits an authorized private network to trail and track
the events within the PSC and deliver the time-sealed history of every transaction.
Samples of events consist of execution, owner, time, location of the transaction,
and concerned stakeholders [24]. This maintains the reliability, integrity, validity,
transparency, and security of drugs. This method depreciates the impediments
in the drug system of the supply chain, enables collaboration among reciprocally
mistrusted stakeholders, and creates a secure and tamper-proof distributed drug
tracking system [25]. These edges provide standardization and directive oversight
over numerous countries and drug restrictive authorities by shared knowledge
exchange, to attain practical solutions supported by many regulators like Food
and Drug Administration (FDA) and the European Medication Agency (EMA).
In the next part, there is a comparison and explanation of three architectures
of blockchain for product tracking within the PSC. The extended acceptance of
blockchain technology-based explanation in the industry of pharmacy is distinctly
based on some current projects that involved primary stakeholders as shown in
Table 14.2.
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TABLE 14.2
Traceability of Drugs Products Including Initials Participants Based on
Blockchain

Products and Initials Solutions Types Based on Blockchain

Participants [26] [26] Platform [26]

SAP multi-chain Merck, Authentication of copies along with Multi-chain
Ameri-source, Bergen, GSK, tracing of profitable revenues

Amgen, Boehringer Ingellheim,
McKesson, Novo Nordisk

IBM, KPMG, Merck, Walmart ID  Proper tracking and authentication of Hyperledger private

Logiq intelligent medication managementona  platform
regular basis

Indiana university health, Tracking of special medicine inside as Private platform
Wakemed health, and hospitals well as outside of providers or networks

Ledger Domain, University of Provide detection and solution for extra or Hyperledger
California Los Angeles health fake copies

Medi Ledger-AmerisourceBergen, Authentication and validation system for ~ Permission
McKesson, drug manufacturer profitable revenues enterprise
Genentech, Pizer, Gilead Ethereum

Trace Link above 25 participants A solution including digital recollections ~ Hyperledger
(producer, suppliers, etc.) and interoperable

14.4 ARCHITECTURES FOR DRUG TRACKING
BASED ON BLOCKCHAIN

This section introduces and deliberates the construction of three blockchain
architectures to meet the key requirements of drug tracking. These structures or
architecture are based on three distinct platforms of blockchain: Hyperledger fab-
ric, Hyperledger besu, and Ethereum. As it offers a high level of reliability, power
allocation, clearness, confidentiality, safety, data reliability, arrangement, and
failure as equated to other blockchain platforms. These are the major blockchain
architecture that is used for generating an approved private/public blockchain in
which producers, contributors, and end-users are recorded. The three structures
and flow of transmission are defined in the succeeding subsections [27].

14.4.1 HyrerLEDGER FABRIC BLOCKCHAIN-BASED ARCHITECTURE

Hyperledger fabric blockchain-based architecture is a Distributed Ledger
Technology (DLT) with a linked structural design that provides the max point
of secrecy, robustness, and elasticity. It’s a blockchain-based business DLT that
employs smart agreements to impose confidence among numerous contributors.
It does away with the idea of mining while retaining the benefits of a tradi-
tional cryptocurrency based on blockchain technology, like unassailability of
the block, event’s order, and protection of double-spending. Hyperledger fabric
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has been proven to provide higher transaction throughput, with thousands of
transactions per second [28]. Hyperledger fabric is an excellent customer for
complicated supply chain networks with numerous procedures and contribu-
tors because of these properties, as well as others that will be discussed further
down. The adoption criterion for smart contracts is lower than for other tech-
nologies that use specific programming languages like Java, Go, and NodelJS
[29]. The Hyperledger fabric blockchain-based drug tracking architecture is the
first draught of a business-level supply chain system based on blockchain, in
which dissimilar shareholders inside PSC remain recognized and associations
among them are implemented by various stations to ensure an extreme level of
secrecy, authority along with full protection of data. Hyperledger fabric is the
first to introduce the concept of channels. Channels allow unlike shareholders in
identical networks to separate their business logic and data privacy standards. It
also delivers a protected and clear smash fault lenient deal gathering, confirm-
ing unavoidable event records, protected transmission, and dependable medical
conversation among a group of distrustful shareholders. This contributes to the
development of a standardized track attribution mechanism in PSC [30]. The
suggested blockchain design employs a unique modular method to allow maxi-
mum points of tractability, adaptability, and anonymity. The architecture cre-
ates a restricted blockchain system in which the Health Authority (HA) uses the
Membership Service Provider (MSP), a factor of the architecture to identify and
register all participating organizations and their end-users. The MSP factor of
Hyperledger fabric could provide the Certificate Authority (CA), or the provided
CA can be an external such as the certificates of OpenSSL, in co-operation with
active directory. The architecture requires the use of an MSP to produce a confi-
dential atmosphere among distrustful parties [31].

Finally, the Ordering Service (OS) and peer nodes are at the heart of the
Hyperledger fabric design. Hyperledger fabric peers maintain replicas of the led-
ger, run smart agreements (also known as chain code), endorse, and commit trans-
actions. The operating system takes authorized transactions from client apps and
organizes them as blocks with the endorsing parties’ encrypted digital signs of
the approving nobles, as well as lastly forwards these blocks to promising nobles
into the system for the authentications in contrast to the authorization strategies
[32]. Figure 14.2 shows the architecture of Hyperledger fabric blockchain-based
architecture.

14.4.1.1 Drug Tracking Flow with Hyperledger
Fabric Blockchain Architecture

A business deal proposal is given by the manufacturers, this proposal is shared
with all the peers of the networks as per the endorsement policy of the block-
chain. Endorsement policies are a pre-specified set of policies that specify the
extent to which peers can sign/check every transaction. These transaction propos-
als are executed via a total number of nodules as specified in the endorsement
policy. The outcomes of the transaction proposal, also known as endorsements,
are shared with the endorsement peers’ digital signature, Read/Write (RW) sets,
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and then sent back to the user/client app as an acknowledgment of submission of
the proposal. When enough responses reach the user app, it checks them to find
whether RW sets are the same or not, to make sure that the blockchain is not up
to date with the proposal and certification stages. After this, the user app will
broadcast the proposals and their reactions inside a business note to the OS. For
the proper estimation and maintaining of the implementation sequence of the
business transaction that is forwarded by each channel, a consensus algorithm is
used by the dispersed OS. The sorting facility sorts numerous transmissions of
the drug in a block in chronological order and links the block hash to the previous
block. Then, the operating system forwards all the freshly block to the foremost
nodule on architecture. The task of the leader node is to use the conversation pro-
cedure to spread the block to further participating nodes in the organization. Top
nodes are selected by the association then also received to the subscription facil-
ity. The endorsement is legal and agreeing by chaincode’s certification strategy”
is done by peers, also verifies that the RW set has not remained despoiled mean-
while the last verification. If some endorsements are unacceptable or do not match
by RW set, then the operation is mentioned as illegal. Or, the record is efficient,
in addition, all peers add transactions to the channel ledger in a predefined order
to ensure accuracy. A valid transaction will update the state of the world. Invalid
ones will remain in the ledger, but the world status will not be updated. Finally,
the customer application that sends the deal offer will be informed through every
peer on the system that the occurred business deal was successful [33-35].

14.4.2 HyYPERLEDGER BESU BLOCKCHAIN-BASED ARCHITECTURE

To generate a licensed blockchain with private access for PSC, Hyperledger besu
blockchain-based architecture permits the use of linked network accounts to
create specific organizations and their users. Hyperledger besu uses an inherent
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infrastructure-based public key to digitally sign along with authentication of
businesses deals/transactions, address of each nodule is used for the distinctive
recognition of intermediate nodule. For distinction of stowage procedure, admin-
istration procedure, and logic of business, it is suggested to use EthSigner con-
junction with Hyperledger besu blockchain-based architecture as a third-party
supplier of wallet facility. After acceptance of the deal, EthSigner platform will
use the stored private key to generate a signature and broadcast the business deal
through a completely legal sign to the customer of Ethereum for the purpose of
adding in the blockchain [36-38].

In order to preserve the dealings among the shareholders, a Private Transaction
Manager (PTM) like Orion is used by the architecture. PTM, which complies
with the Enterprise Ethereum Alliance (EEA) 42 customer specifications, allows
the common logic of corporate in smart agreements to the remote and restricted
count of contributors so that each business dealing and state related to these
smart contracts is also private. Orion, the native besu of Hyperledger is a PTM
[39]. Finally, in order to grant admittance to dissimilar consumers along with the
access of their personal accounts in the system, it provides on-chain as well as
off-chain permissions. Authorize the system to enable nodules and ledger permis-
sions for access, and restrict network access to only specific nodes and accounts.
In addition, the permission function of Hyperledger besu allows real-time suspen-
sion of accounts, denial of access to damaged smart contracts, and restriction of
operations on the basis of required details of the group [40] (Figure 14.3 shows
the Hyperledger besu blockchain-based architecture).

14.4.2.1 Drug Tracking Flow with Hyperledger Besu
Blockchain-Based Architecture

This section describes exactly how to execute and communicate drug-related
traceability transactions among dissimilar shareholders in the Hyperledger besu
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blockchain-based system. When organizational users want to perform transac-
tions, they will initially send signed private transaction requests to Hyperledger
besu Electronic Voting Machine (EVM) nodes through a Distributed
Application (DApp). The signed transaction includes the recipient’s address list
or secrecy of the unique ID of the group, the source’s address, transaction type,
transaction medium, etc. To explain the confidentiality of the group, all inter-
mediate nodes are recognized by Orion by a matchless confidential ID of the
group. Orion uses a privacy group ID to store each private transaction. Nodes
of Hyperledger besu blockchain-based architecture maintain the public world
state of the blockchain and the private state of each privacy group. The private
state contains data that is not shared in the globally replicated world state. The
privacy group only allows one set of accounts/nodes to access certain data.
The app operator interface performs transaction sending task by JSONRPC to
Orion via Parathyroid Hormone (PTH). Orion allocates the transaction to fur-
ther Orion nodules identified through the private group ID or the receiver’s
address. Once the Orion node receives the transaction, it stores it in the record
of state also returns the hash function of the transaction to PTH. In addition to
private transactions, PTM also created a privacy token for transmission of PMT
that is excavated in the blocks of ledger and transmitted. The main-net trans-
mission workstation on each node of a system will process the PMT and pass
the transaction to the contract for execution on the node containing the consis-
tent private pre-assembled smart agreements. The contract uses the transaction
hash value to query Orion for private transactions and hand over the business
deal to the reserved or private business deal workstation, it implements the deal
and sends the RW processes to the reserved stage for updation of remaining
contributing nodules. Nodules lacking pre-compiled contracts will disregard
flagged transactions [41-43].

14.4.3 ETHEREUM-BASED ARCHITECTURE

Ethereum is unauthorized public blockchain technology, and it can be able to
be edited by any person [44]. The smart agreement was inscribed in a tough
language, the testing as well as compilation is completed via Remix Integrated
Development Environment (IDE). For implementing and debugging the smart
agreement codes, Remix a web-based tool is used and it can also check the tough-
ness of codes. The smart agreement will be submitted by the producer and that
agreement includes all the facts of the produced drug lot containing clarification
and announcing the event in the supply chain environment. Whenever new mem-
bers are supplementary to the system, they will be able to use the actions as they
are fully stowed in the distributed ledger so they could easily observe the past
transactions of some produced drug lot. The producer has the choice of uploading
a picture of the drug lot to the InterPlanetary File System (IPFS) so that contribut-
ing individuals can easily access and view the drug lot tree. For the sale of drug
lots in previous times, it must be crowded first then the producer will pronounce
to other contributors that the freshly acquired drug lot is accessible for trade by
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posting an event. Contributing producers who want to buy newly acquired drug
lots will need to find a special job in marketing of drug lots, and when the work
is completed, the event will inform the contributors to announce a new drug lot
owner [45]. The producer will not be able to submit a smart agreement of drug lot
until it is permitted through the FDA but then again due to ease, this authorization
has not been submitted in the smart agreement (Figure 14.4 shows the Ethereum
based blockchain architecture).

14.4.3.1 Flow of Drug Tracking with
Ethereum Based Architecture

The smart agreement will be implemented by the features such as holder ID, with
the location of Ethereum of the recent agreement holder [46]. The key point to
be noted is that the holder ID is the main location as well as not mapping since
the lot smart drug agreement can have only a single holder ID and whenever the
holder ship has changed the transaction/action will be released and stowed in the
blockchain, these actions are using to track the initials of drug lot [47]. A smart
agreement denotes a certain lot of drugs, also having other characteristics like the
name of the lot, the worth of the lot, the total count of boxes, the price of each
box, and its real photo [48]. In addition, the three required mapping of certified
attributes permitted the admittance of services inside a smart agreement such
as producers, suppliers, and pharmacologists. A smart agreement has numerous
roles that are required to perform the production procedure as well as the sale
procedure of drug lots [49]. Furthermore, a generated drug lot’s information is
proficient with details of drug lot activity as input parameters, including name of
the lot, worth of the lot, the total count of boxes, price of each box, and its real
photo. Moreover, the producer has the choice to upload the photo on the IPFS,
and the hash function of the IPFS photo is stored as well as retrieved by another
attribute. The connection among smart agreements as well as IPES is a ratio of 1:1
as each drug lot will have to upload a photo over IPES at a time [50].
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14.4.4 CompariSON OF HYPERLEDGER FABRIC, HYPERLEDGER
Besu, AND ETHEREUM ARCHITECTURES

This section elaborates a deep and practical evaluation of three discussed
blockchain-based platforms, emphasizing their pros and cons. While Ethereum
may be set as a private system, this association will emphasize it as a societal web.
Comparative features were aggregated, constructed on suggestions from previous
research and expansion, and real literature, and a few continuing projects [51].

As paralleled to Ethereum-based architecture, in cooperation with Hyperledger
fabric-based architecture and Hyperledger besu-based architecture are intended to
be used as independent, valid commercial-to-commercial systems. Ethereum is a
slightly commercial-to-consumer concerned approach, without the natural mainte-
nance of confidentiality or personal records/transactions deals. Hyperledger fabric and
Hyperledger besu sustenance rapid understanding and provide a high rate of transac-
tion toward speed. The smart agreements in Hyperledger fabric can be easily upgraded
because they use standard software designing languages, unlike Hyperledger besu
blockchain-based architecture along with Ethereum blockchain-based architectures,
which use exact territory phonology. Hyperledger fabric blockchain-based architec-
ture does not have the appropriate agreement of improved structure that is accessible
for both besu and Ethereum. System arrangement, format, and distribution are very
high on Hyperledger fabric, but they are easy to accomplish and upgrade because all
modules are dockerized. Utilizing Hyperledger fabric blockchain-based architecture
likewise arises through improved customer request function; however, it increases the
number of controllers over the consumer end. Hyperledger fabric blockchain-based
architecture is better as compared to Hyperledger besu blockchain-based architec-
ture and Ethereum blockchain-based architectures for proprietary administration
and admittance that regulate by containing both physical and logical, to manage. In
the treatment schedule, both Hyperledger fabric blockchain-based and Hyperledger
besu blockchain-based offer some of the best replacements and structures of an
active tracking solution [52]. Table 14.3 aims to provide in-depth details on the com-
parison effect of the above-discussed architectures.

14.5 DISCUSSION AND OPEN CHALLENGES

This section describes the significant discussion and open challenges in imple-
menting blockchain-based origin and track resolutions in the pharmaceutical
business (Figure 14.5 highlights the open challenges in the drug tracking system).

14.5.1 STAKEHOLDER AGREEMENT

Blockchain setup is a dispersed platform, wherever all the pharmaceutical service
providers stock their essential commercial records, as well as everybody takes
admittance to given secretive records over the blockchain platform. Participants
may be unwilling to contribute to these systems as it may result in the loss of their
economic benefit, particularly while numerous commercial participants are on
the identical supply list [54].
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TABLE 14.3

Comparison of Above Discussed Three Architectures

Category

Network configuration
complexity

Deployment of network

Storage option
Multiple ledgers
Running cost

Size
Transaction

Consensus protocols
Cost

Support of TLS

Privacy of data

User and node

Identification of
management and
generation

Smart contract
execution platform

Language

Lifecycle of smart

Hyperledger Fabric
[53]

High

Used docker and
docker-compose

LevelDB, CouchDB

Yes

Depend on the size of
the dynamic ledger

14 GB

Unique execute order
authenticate approach
Kafka, Raft

Running cost only

Yes

Yes
Organized
Based on PKI

Isolate inside docker

Java, Go, NodejS
Require installation

Hyperledger Besu
[53]

Low

Can be used docker
and docker-compose

File storage

No

Depend on the size of
the dynamic ledger

1-8 GB

Order execute
approach

IBFT PoA and clique

The extra cost required
along with the
running cost

Yes

Yes

Organized

Based on public key

EVM

Domain-specific
Immutable

Ethereum [53]

Always ready to use,
very easy

Publically available,
setup is optional

File storage

No

Depend on the dynamic
ledger size

4TB, 350 GB full node,
10 GB light node

Order execute approach

Ethash PoW

The extra cost required
along with the running
cost

Yes

No

Not organized

Based on public key

EVM

Domain-specific
Immutable

contract again and again
Tokenization No native support Native support Native support
Cryptography Pluggable Secp256kl Secp256kl
Contributors ~220 ~70 ~475
Manner Private, permissioned Semi-private Public
Maturity High level Middle High level
14.5.2  INTEROPERABILITY

It is well-defined as the widespread acceptance of commercial software and plat-
forms through numerous governments to offer effective incorporation of policies.
It works as a way for users of dissimilar software and platforms to interrelate and
create sensible business activities freely. The remaining drug tracking resolutions
like series, bar codes, RFID tags, solutions based on blockchain technology, and
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Attacks and
vulnerabilities

Lack of
standardized
regulations

Implementation
cost

Stakeholder
agreement

FIGURE 14.5 Discussion and open challenges in the drug tracking system.

platforms fail to work fully as there are no proven solutions to make combina-
tion, flexibility, and simplicity. In addition, dissimilar blockchain-based platforms
further down the Hyperledger umbrella, deal with the challenges of providing
collaboration, ensuring high scope and flexibility to allow interior and exterior
communiqué among commercial administrations [55].

14.5.3 IMPLEMENTATION CoOST

Scheming a good blockchain system is not an easy job, as many of the surviv-
ing resolutions are still being established. Confidentiality, failure, and collabora-
tion challenge similarly pay significantly to this problem. The cost of execution
and energy efficiency is one of the important challenges facing most businesses,
as well as the provision of the medicinal industry based on the supply chain.
Surviving platforms and inherited software programs are incompetent and cen-
tral to transaction processing, which creates significant costs for start-up and
preservation overheads. For instance, Hyperledger fabric-based architecture that
can be able to make further 4000 trades for each second along with its command
depletion is meaningfully condensed as related to Ethereum, because of various
consensus protocols [56].

14.5.4 ATTACK AND VULNERABILITIES

The main benefit and drawbacks of blockchain-based networks or technology
are its ability to combat numerous categories of attacks, counting cyber-attacks.
A current cybersecurity record enlightens a number of security threats, like
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malicious attacks on a centralized network, involvement in a blockchain net-
work, and revealing network vulnerabilities. The recent use of blockchain is
leaving the environment and bugs because of the growth of undeveloped pro-
cedures and organizations. Fraudulent theft of sensitive information, techno-
logical susceptibility, execution, and malware, because of the absence of ethics
and processes, are currently major concerning challenges in order to move
forward [57].

14.5.5 LACK OF STANDARDIZED

The part of drug supervisory experts contains quality inspection, quality moni-
toring, security, and efficiency as well as monitoring the post-sales of pharma-
ceutical goods. It also supervises the production, circulation, and stowage of
pharmacological goods hence unlawful acquisition, as well as trafficking in fake
drugs, could be achieved rapidly and sufficiently. The key role of supervisory
frameworks becomes more relevant and compound as it becomes too difficult
for these organizations to describe the authorized and ecological limitations of
blockchain technology. For example, whenever any new actions or transmissions
are performed over a network, it is quite tough for these experts to undoubt-
edly explain the authority and to make right the legitimate compulsions of the
attached shareholders. An additional challenge is to address future regulatory
needs like FDA, QRC, DSCSA, and interest in blockchain-based systems.
Hence, blockchain-based technology does not comply with the latest rules and
guidelines about the provision of medicines [58].

14.6 CONCLUSION

Healthcare supply chains are intricate infrastructures that cross many administra-
tive and territorial restrictions, offering essential support to essential facilities in
daily life. The natural difficulty of these systems can lead to contaminations that
contain imprecise data, ambiguity, and the provenance of limited data. Counterfeit
drugs are a key sign of such restrictions contained by the surviving supply chains
that not only have a devastating influence on human health but also lead to signifi-
cant monetary losses in the healthcare industry. As a result, current research has
highlighted the need for a vigorous, end-to-end tracing program and tracking of
drug supply chains. The end-to-end tracking of goods through the pharmaceuti-
cal industry is critical to guaranteeing the security of goods and the removal of
fake requests or unauthorized access. Furthermost, the surviving tracking sys-
tems are intermediate that lead to data confidentiality, visibility, and legitimacy
in healthcare chains. The paper discovers the overview of blockchain with its dif-
ferent nature. Moreover, the paper discussed how blockchain technology can be
applied in drug tracking and drug delivery. Additionally, the paper deliberated the
most important and concerning the topic of today’s research that is an overview of
drug tracking in the healthcare domain. Furthermore, the paper enlightened the
essential architectures for drug tracking systems based on blockchain. Hyperledger
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fabric, Hyperledger besu, and Ethereum based architectures are discussed with
their drug tracking flow. These architectures offer a shared, reliable, authorita-
tive, and community-based platform for maintenance as well as communication
between the various drug supply shareholders in a way that can meet important
needs or features counting safety, confidentiality, availability, limpidity, and scal-
ability. In addition, evaluation of these three discussed platforms has been shown
via table. Finally, this paper observes some open challenges and discussions that
describe the many employment challenges that hamper the widespread acceptance
of blockchain-based technology for real drug tracking. As a future reference, we
plan to build smart contracts, by installing all parts of the system and creating a
DApps user interface for the proposed properties.
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15.1 INTRODUCTION

Industry 4.0 has revolutionised human society by providing services offered
using technologies with low latency, higher throughput and real-time monitor-
ing. healthcare 4.0 branched from Industry 4.0 and made the healthcare system
more successful as it constitutes Internet of Things (IoT), Artificial Intelligence
(AI), Embedded Systems (ES) and various other recent technologies. These tech-
nologies have helped healthcare 4.0 to be more efficient, precise and provide pre-
ventive measures to various diseases and ailments. The heterogeneous nature of
healthcare 4.0 attracts adversaries to perform malicious activities for financial
gain and other disruptive intent [1]. Thus, it is vital to protect and secure health-
care 4.0 to restrict adversaries. In addition, when the availability of information
is to be guaranteed to end users in a healthcare 4.0 network, security implemen-
tation becomes a major concern [2]. The below subsections explain various ele-
ments that are discussed to analyse healthcare 4.0 components, vital information,
vulnerabilities and their resolution.

Healthcare is transforming the healthcare domain into a more inter-related
information-driven one. Moreover, it is exceptionally directed, capital inten-
sive and fulfils educational necessities for the individuals who are a part of
the healthcare system. Accordingly, changes in healthcare are slow, although
the changes are significant enough. From the last century, techniques such as
sedation, anaesthesia and antiseptic surgery have been introduced in health-
care. With time, antimicrobials as well as antiseptics were having a tremendous
effect on wellbeing and life span. Presently in the 21st century, the progress
is driven by innovation [3]. In the future, by 2030, we are probably going to
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witness sensational changes in how medical services or healthcare is delivered
due to the expanded admittance to information, added substance assembling,
Al as well as wearable and embedded gadgets to monitor humans’ wellbeing to
fight diseases [4].

Currently, almost every healthcare services’ framework possesses electronic
records, and even reception at small country healthcare frameworks is huge in
number. There is an enormous amount of information, which can assist with diag-
nosing infection, assess the adequacy of treatment, and even give an endorsement
for care. When electronic records and information are combined with the features
of Al one can optimally imagine the future of healthcare. Soon, Al can turn into
an advanced assistant for doctors or physicians, effectively gathering the data for
medicine requirements, treatments as well as diagnostics. It can provide relevant
data on request to a doctor or healthcare personnel [5]. Finally, numerous deci-
sions made by doctors and individuals at present can be taken over by intelligent
machines. As of now, Al can determine cellular breakdown in the lungs with
far higher accuracy than humans. Al can assist with tracking and monitoring of
patients’ health through information examination and data analytics. Al has been
a breakthrough in enabling safe, convenient, connected living and healthcare for
human society [6].

Data plays a crucial role in healthcare. Thus, collection, maintenance and
analysis of data are emphasised, when healthcare 4.0 is introduced. Patients’
health status, illness and diseases can be instantly monitored by making use of
specialised IoT sensors. Moreover, sensors are able to alert the healthcare per-
sonnel in emergency situations, such as patients’ critical health or detection of
some anonymous symptoms [7]. Raw data collected from sensors is processed
and then analysed for respective purposes in healthcare as well as other domains.
Along with IoT, industrial IoT (IIoT) also affects healthcare 4.0 positively within
a decentralised network, by making use of cognitive computing, fog computing
and edge computing [8]. IoT is also an important aspect for storage of the personal
data of patients and keeping the records conveniently.

Since healthcare 4.0 deals with newer technologies and collection and man-
agement of sensitive data, security has to be preserved. Moreover, an increasing
number of users pose a threat to healthcare systems when data is to be managed
over the cloud servers [9]. Advancements in medical sciences such as nanotech-
nology and synthetic biology require the use of embedded devices in computing
the health data from biological cells [10]. Thus, ensuring security while imple-
menting healthcare 4.0 is a high-priority task. The risk of exposure of sensitive
data outside a network is a possibility while implementing IoT, Al and other tech-
nologies in the healthcare domain. Sensors and devices in a decentralised net-
work require patch updates for their consistent functioning, but few devices do
not have the functionality to update themselves. Moreover, while receiving the
updates, there is a need to monitor intrusions and malicious activities within the
network. Any compromise with the patients’ data or personal data of healthcare
personnel and hospitals ought to be prevented and protected from being inter-
cepted or modified.
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This paper tries to analyse and present the most important features of block-
chain that could make healthcare 4.0 more secure and resistant to cyber-attacks.
The paper tries its best to investigate vulnerabilities in healthcare 4.0 and pro-
vides blockchain as one of the important solutions for the same. In summary, the
major contributions of this paper are as follows.

» This work presents the heterogeneous nature of healthcare 4.0 and its
components.

» This work presents blockchain features that are vital to achieve privacy
and security in heterogeneous systems.

» This work presents the role of cyber security in healthcare 4.0.

» This work presents blockchain as one of the concrete solutions for pro-
tecting and securing healthcare 4.0.

The remainder of this paper is organised as follows: Section 15.2 presents health-
care 4.0 and its components. Section 15.3 describes the features of blockchain.
Section 15.4 presents cyber security and its relevance in healthcare 4.0. Section
15.5 presents blockchain as a solution for privacy and security issues in healthcare
4.0. Finally, Section 15.6 concludes itself followed by future research directions.

15.2 HEALTHCARE 4.0

Healthcare 4.0 is a major transition in the healthcare sector. With the advent of
Industry 4.0, features of current technologies in healthcare have transformed the
complete view of the medical industry. Enhancement in medical care convenience
is at its initial stage, and is accompanied by new technologies including Al, IoT,
cloud computing, big data and advanced data analytics. Tissue implants by mak-
ing the use of 3D printing technology can be considered an instance of health-
care 4.0 [11]. Newer technologies are enabling transmission and storage of data
efficiently, and automate most of the functions in the healthcare domain, thereby
reducing manual efforts. Constant monitoring of medical data is helped with the
advent of healthcare 4.0 [12]. Real-time data analysis in the healthcare domain is
yet another plus point of healthcare 4.0. Healthcare 4.0 can be considered a useful
application of Industry 4.0, which has helped develop the methods of monitoring
patients’ health, maintaining and analysing personal data [13].

15.2.1 EvoLutioN oF HEALTHCARE

The emergence of the new concepts in healthcare led to revolutionisation of the
healthcare industry with the introduction of silo Information Technology (IT).
This emergence was termed healthcare 1.0 [14]. Healthcare evolved further with
the introduction of networking as well as the Electronic Health Records (EHRs)
integrated with medical imaging. This period was referred to as healthcare 2.0
[15]. Post healthcare 2.0, the year 2000 witnessed the development of genomic
data along with the rise of wearables and implantables as well as networked
EHRs of patients. However, because of data incompatibility and resistance to



Securing Privacy and Integrity of Data 301

healthcare providers in a large healthcare network, acceptance of IT projects
in healthcare 3.0 rarely led to serious advancements in society. At present, a
new era of healthcare and science called healthcare 4.0 is being observed in the
healthcare and scientific domain. The purpose of healthcare 4.0 is to implement
the principles of Industry 4.0 by merging IoT and emerging technologies for
information collection and processing. To mention a few applications, healthcare
4.0 supported augmenting the utilisation of Al and using blockchain for secur-
ing medical records of the patients. Focus on integration of advanced methods
has made healthcare more speculative and customisable [16,17]. The improved
amount of information available from doctors is a benefit provided by health-
care 4.0. Moreover, the benefit can be extended to extraction, computation and
storage of data using blockchain. Data handling can permit patients as well as
doctors to receive information anytime, anywhere. A better insight can allow
various sorts of analyses for clinical response estimation as well as constructing
and upgrading methods for detecting new diseases [18]. Healthcare 4.0 enables
information to be utilised productively, and possibly identify domains for devel-
opment and empower humanity to witness further advancements. It is driving
the entire healthcare industry through an efficient and focused service billing
system to a system that is based on value, which determines results in addition
to promoting efficiency. Table 15.1 demonstrates the progress of methods and
technologies from healthcare 1.0 to healthcare 4.0.

TABLE 15.1
Significant Changes in Healthcare from Healthcare 1.0 to Healthcare 4.0

Healthcare 1.0 Healthcare 2.0 Healthcare 3.0 Healthcare 4.0

Principle aim ¢ Further develop ¢ Further ¢ Provide ¢ Provide
productivity and develop patient-centred capability to
lessen information arrangements track real-time
paperwork sharing with and reaction

productivity arrangements

Specialty Straightforward e Availability to ¢ Collaboration » Coordinated
robotisation different with patients ongoing testing

organisations of health with
Al support

Data sharing Within an e Within a * Within a * Worldwide

organisation bunch of country medical
medical services store
services network

Key Regulatory ¢ Cloud ¢ Wearable e Data analytics,

innovations frameworks and computing gadgets, Al Blockchain
utilised laboratory and electronic electronic

information data medical

management interchange records, big

system (LIMS)

data
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15.2.2 DRIVERS FOR HEALTHCARE 4.0

Several features contribute to the development of better healthcare. First, many
evolved countries including Singapore, the USA and the UK have raised the
domestic “backbone” of IT that can encourage the integration of electronic med-
ical records, making them more manageable. The government organises pro-
grams that are crucial in meeting community goals such as improving access
to healthcare along with the provision of better patient results [19]. Secondly,
healthcare consists of pathologists, doctors, specialists and emergency units and
hence, healthcare 4.0 gives more precise results for all of them and is a key to
implementing efficient treatment methods [20]. The third feature is openness of
coordinated consideration [21]. Considering the features of healthcare 4.0, the
patients can monitor their vital concentration and note guidelines to be followed
during treatment. Family history in databases can help with identifying the
patients’ health data. Looking at the mentioned aspects, present healthcare sys-
tems seem to emphasise contributing quality care by empowering and organising
the medical domain. They are efficient in taking care of people with sympathy
as well as respect. Healthcare 4.0 drives a major change in healthcare that deals
with data conversion occurring in several countries. The designed approaches in
healthcare 4.0 result in less expensive, faster data communication due to private
sector involvement and allow doctors as well as patients from small townships to
get benefitted by the advantages of healthcare 4.0. To summarise, the centre of
attention shifts to the combination of resources and integrated care.

15.2.3 HeALTHCARE 4.0 AND ITs MAIN TECHNOLOGY

The advancement of healthcare using Information and Communication
Technologies (ICT) began with the internet when forums about general wellbeing
and diseases were first introduced. The advent of organisation-empowered and
IoT-EHR frameworks incorporated with information logic followed ICT. ICT has
now reduced the openness of EHRs alongside portable-based and cloud-based
synergistic projects. These days, we witness the openness of healthcare 4.0 that
gathers the entirety of mechanisation, in accordance with continuous information
coordination. The primary objective of healthcare 4.0 is to associate patients,
clinical suppliers with clinical gadgets, centres and emergency clinics. Medical
service providers are providing services using networks for real-time coordina-
tion. The points below explain ICT progression by healthcare 4.0.

e IoT: IoT connects clinical gadgets to the web and includes testing clini-
cal projects associated with X-beam machines and different clinical gear
[22]. This IoT is known as the web of wellbeing offices, and more spe-
cifically Internet of Healthcare Things (IoHT).

* Internet Providers: They ensure the wellbeing of people through spe-
cialised gadgets, frameworks and associations. They are offered as pro-
gramming administration with an exact interface between people or end
users and the web and are known as the Internet of Services [23].
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e Clinical Cyber-Physical Systems (CPS): Medical CPS is known to
make successful correspondence in the real and the digital world through
consistent monitoring of health with administrative support [24].

* Wellbeing Cloud: Large cloud framework uses programming instru-
ments for wellbeing applications [25]. This can enhance the health-
care 4.0 efficiency via interaction between users and applications over
the cloud.

* Wellbeing Fog: Health Fog (or Edge) regions are useful for frequent
speed-up cooperation of clinical gadgets and frameworks with medical
care [26].

* Huge Data Analytics: A lot of data increments in medical care frame-
works on an everyday basis. Thus, it becomes hard to manage by the
administration in an efficient manner [27]. ICT helps to provide effective
data analytics, especially for big data.

* Versatile Networks (5G): 5G organisation mechanisation tries its best
to supply more developed characteristics of healthcare management; for
example, quick and low defer associations and information power [28].
This increases the real-time processing in healthcare 4.0.

* Square Chain: Healthcare benefits consistently by incorporating the
assortment, stockpiling and using delicate and sectioned information.
Healthcare requires dependable activity and arrangements with ade-
quate information on examining and guaranteeing consistency in the
system [29]. Square chain methods help to maintain consistency of med-
ical information in healthcare 4.0.

15.2.4 HEALTHCARE 4.0 APPLICATIONS

There are a variety of healthcare systems that have made good use of high-quality
ICT to achieve healthcare development goals. Designing and submitting applica-
tions to enable core functionalities of healthcare 4.0 need a clear vision of the
skills and assets which they provide. Additionally, it requires technical skills
along with design essentials to efficiently develop and use them. Healthcare 4.0
considers every single coordinated innovation, instruments, hardware, individ-
uals, and programming to convey top-notch medical care benefits such as the
application of custom-fitted assets. Applications in healthcare 4.0 can be classi-
fied into four main types based on their specific functionalities: patient services,
healthcare services, healthcare management system and resource management
applications. The available healthcare applications can assist with different iden-
tified uses. However, the discussion of the following sections provides a summary
of the types of applications in healthcare 4.0.

* Application for Patients: Effective healthcare systems should be able
to ensure copyright, better quality as well as experience. Healthcare 4.0
applications that provide patients’ medical information vary depending
on the purpose of the specific healthcare applications [30].
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* Application for Healthcare Professionals: People, except patients,
who participate in healthcare programs and contribute their services,
can benefit tremendously from the healthcare 4.0 application. These
programs can help to upgrade their working skills, perform repetitive
tasks and incorporate high-quality and quick services in their future
work.

* Application for Resource Management: Healthcare systems are gen-
erally large and include hundreds, perhaps thousands of assets. This
includes the construction of infrastructure and related services such as
water, energy, fire alarm systems as well as Heating Ventilation and Air
Conditioning (HVAC) and other amenities [31].

* Applications for Healthcare Management System: There exist dif-
ferent methodologies in the healthcare domain that help quality admin-
istration, control, arrangement and proficiency in the system including
healthcare 4.0. The approaches help in further developing the vitality of
the healthcare framework [32].

15.3 BLOCKCHAIN

As the term suggests, blockchain refers to blocks chained together in a manner
that they can store transactions using a public ledger and verifies each transaction
individually using cryptographic methods. All the mining nodes sign a transac-
tion. Each block is composed of a body and a header. They store the transaction
information using a reference hash. The block to which reference hash belongs is
called hash block, and the root block is called the genesis block.

15.3.1  Types oF BLOCKCHAIN

A blockchain system is classified into three broad types, based on authentication
schemes and control methods; private, public and consortium blockchain. These
are discussed in the below subsection.

15.3.1.1 Private Blockchain

Blockchain, which allows sharing of data privately among individuals or a group
of people using a decentralised network, is known as a private blockchain. Puthal
et al. [33] stated that private blockchain requires a dedicated team or individual
to control the mining process in order to restrict the access of unauthorised users.

15.3.1.2 Public Blockchain

Blockchain, which allows an individual to carry out mining without requiring
specific permissions, using a decentralised platform, is known as a public or
permissionless blockchain. A crucial role is played by consensus mechanisms in
allowing a node to consist of contradicting multiple blocks [34]. As participants
are unknown before mining and nodes are free to operate, public blockchain is
prone to Sybil attack [35]. However, it can be overcome using Proof-of-Work
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(PoW), an efficient consensus mechanism according to which an adversary must
hold 51% of the mining strength for controlling a transaction [35].

15.3.1.3 Consortium Blockchain

Consortium blockchain refers to a blend of private and public blockchain
wherein some specialised people are responsible for consensus and block
validation. Miner blocks are validated when the controlling node signs and
approves them and the mining takes place using multi-signature schemes.
However, a tampering attack makes consortium blockchain vulnerable when a
group of nodes may act maliciously, thereby compromising its immutable and
irreversible nature [36,37].

15.3.2  ARCHITECTURE OF BLOCKCHAIN

The architecture defines the working nature of the blockchain. Blockchain is con-
stituted by six layers which are detailed in the below subsections.

15.3.2.1 Data Layer

Wang et al. [38,39] stated that the data layer is responsible for the manipulation
of data of various types, collected from social, physical spaces as well as cyber-
space. Data blocks are time-stamped and encapsulated with the help of this layer,
which helps to trace blockchain data. Merkle tree is another component of the
blockchain ledger, which stores transactions in the form of a hash binary tree and
maintains data integrity.

15.3.2.2 Network Layer

It verifies, forwards and distributes transactions in a blockchain. A blockchain
network topology is constructed in a manner similar to a Peer-to-Peer (P2P) net-
work, where participants possess equal privileges. As soon as a transaction is
created, it is broadcasted to all neighbouring nodes to be verified. The transac-
tion is discarded in case it is found invalid. A digital signature mechanism based
on asymmetric key cryptographic methods is used for validating transactions’
authenticity [40].

15.3.2.3 Consensus Layer

Due to blockchain being decentralised, a protocol to ensure consensus among the
nodes is required to overcome the absence of a central authority. One of the prom-
inent consensus algorithms is PoW, wherein nodes make use of hash functions to
ease the validation process by other nodes. Other consensus algorithms include
Proof-of-Stake (PoS) [41] and Practical Byzantine Fault Tolerance (PBFT) [42].

15.3.2.4 Incentive Layer

This layer integrates allocation methods and the issuance of economic incentives
into a network. Based on the contributions of individual nodes in the network,
economic incentives, namely digital currencies are issued and distributed to the
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corresponding nodes. However, the layer is optional and serves as a driving force
for nodes to participate in data verification.

15.3.2.5 Contract Layer

This layer utilises specific algorithms, scripts and smart contracts to allow com-
plex blockchain transactions. A smart contract refers to a cryptographically signed
group of rules, used for expressing logic as well as formulating and controlling
participants’ rights. It is self-executing in nature and is verified by every node in
the network. In order to implement transaction logic, each blockchain system has
its own programming language; for instance, Bitcoin uses non-Turing complete
languages, whereas Ethereum uses Turing complete languages [43].

15.3.2.6 Application Layer

This layer is present at the client end and acts as soon as a transaction is initiated
by the client application. It is composed of business applications including the IoT,
digital identity, etc. The client application uses Software Development Kit (SDK)
or Command Line Interface (CLI) to enable communication among the nodes
in a blockchain network. The application layer facilitates interaction between
end-users and the blockchain network with the help of some specific frameworks,
Application Programming Interfaces (APIs), and scripts. The execution layer is
its sub-layer, which contains the actual code to be executed.

15.3.3 ConNsensus ProTocoLs

Consensus protocols are responsible for ensuring consensus among the nodes’
respective blockchain ledgers in a distributed blockchain network. Some of the
important consensus protocols are described in the below subsections.

15.3.3.1 Proof of Work

PoW is an algorithm based on proofs to identify nodes and is allowed to add the
newly-mined blocks at the end of an existing chain, provided there is a necessary
proof [44]. This algorithm resolves the issue of ambiguity on deciding nodes that
can put transactions into blocks.

15.3.3.2 Proof of Stake

PoS is an algorithm according to which miners emphasise on having a sufficient
stake in the blockchain, which also helps mitigate possible suspicious activities in
the blockchain network [45]. It highly emphasises energy efficiency.

15.3.3.3 Delegated PoS

Unlike the direct approach of PoS, Delegated PoS (DPoS) follows a democratic
approach in which delegates are elected by stakeholders to validate a block [46].
In contrast to PoS, it facilitates faster block generation and quick confirmation of
transactions. However, the delegates may vote themselves and manipulate other
participants to vote.
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15.3.3.4 Proof of Burn

The Proof of Burn (PoB) scheme is used for the destruction of cryptocurrencies
with verification. Two important functions constitute PoB; a function to generate
an address for cryptocurrency and a verification function to check if the address
is actually not spendable. PoB follows a coin-burning strategy as a result of which
fewer coins are used in blockchain, thereby increasing the coin’s value. PoB pos-
sesses three prominent properties; uncensorability, binding and unspendability.

15.3.3.5 Proof of Elapsed Time

According to Proof of Elapsed Time (PoET), a random number is generated by
each node for estimating the waiting time before it generates blocks. It does not
involve all users’ invalidation; instead, it elects a leader within the chain for cre-
ating new blocks. Every node has a random timer associated with it. POET is
efficient in tracing a malicious user if the same node is chosen to be the leader
again and again.

15.3.3.6  Proof of Capacity

The Proof of Capacity (PoC) scheme prefers the utilisation of nodes’ hard drive
spaces over the random generation of nonce values. Therefore, it is computation-
ally less intensive compared to PoW protocols. The node possessing more disk
space is eligible to own more stake as per PoC.

15.3.3.7 Practical Byzantine Fault Tolerance

When two communicating nodes in a network safely reach a consensus, even
when few misbehaving nodes are present, such a condition is called Byzantine
Fault Tolerance (BFT). Thus, PBFT is a replication algorithm in which nodes
are ordered sequentially with a leader node, and other nodes act as backups. The
integrity and origin of data are verified through voting. Three phases exist in
PBFT: pre-prepared, prepared and commit.

15.3.3.8 Proof of Authority

This protocol solves certain energy consumption as well as dependency problems
that occur in PoW and is used in a private blockchain. Li et al. [47] stated that
trusted nodes are given the authority to exploit the majority criteria of forming
the consensus and create new blocks. “N” trusted nodes in the chain are called
authorities, assuming at least (N/2)+ 1 out of N to be honest.

15.4 CYBER SECURITY IN HEALTHCARE 4.0

Cyber security issues are burgeoning in any technology if it consists of sensitive
and private data, heterogeneous structure and complex compliance. Healthcare
4.0 is a combination of the latest technologies that include IoT and AI, which
drive the working of healthcare in the most efficient manner. The heterogeneous
nature of healthcare makes the database, network, frontend more vulnerable to
cyber-attacks. There are various devices used in healthcare such as Closed Circuit
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Television (CCTV) and sensors, which do not have the capability to update them-
selves [48]. This makes them vulnerable to the attacks which are introduced in the
cyber world after their manufacturing. The below subsection deeply focuses on
various vital parameters that make healthcare more vulnerable to cyber-attacks.

15.4.1 NETWORK VULNERABILITY AND ATTACKS

A network is the backbone of healthcare 4.0. All the devices work together in
an interconnected pattern. These devices in healthcare fetch first input from
the field sensors or devices which further receive input from the surrounding
environment. The network of healthcare is vulnerable because of the lack of
patch update features in various devices. This results in making the network
vulnerable to various network-based attacks such as Denial-of-Service (DoS),
Jamming, Node Tampering (NT), Denial of Sleep, Spoofing and Flooding.
It can affect either foremost devices such as routers, switches, CCTV cam-
eras, sensors, or internal computation devices of healthcare such as web serv-
ers and database servers. The below-enumerated points furthermore explain
network-based attacks.

* The DoS attacks can shut down the network of healthcare 4.0 and make
it inaccessible to the employees, admins and patients in a healthcare
system. This attack crashes the traffic or makes it unavailable for the
intended users. The DoS attack either floods the network or crashes it.
Buffer overflow attacks, Internet Control Message Protocol floods and
SYN floods are the three main attacks the DoS uses to flood the health-
care network. Moreover, the crash is a result of DoS due to the exist-
ing vulnerability in the network or networking devices [49]. This attack
becomes more devastating when it is executed in a distributed manner
that is many devices attacking a single network.

* A jamming attack is another network-based attack that mainly targets
wireless network systems [50]. Since healthcare 4.0 consists of various
wireless communications and mostly for sensors, this attack has become
prominent in the healthcare 4.0 system. There are various types of jam-
ming attacks such as Deceptive jammer [51] and Random jammer that
can affect wireless communication in the network of healthcare 4.0.

e NT is highly probable in healthcare 4.0 as it is performed by physical
means. Many networking devices and field sensors of healthcare 4.0 are
left unattended and can be easily accessed by the adversary. The adver-
sary can replace the real node with its infected node (router, hub, switch,
etc.).

* Denial of Sleep targets those devices, which have batteries as a source
of power for their working [52]. These batteries have limited time; after
which they require charging. When the battery charges, the device goes
into sleep mode. The attack restricts the device from switching to sleep
mode and hence, the device permanently gets shut down.
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15.4.2 Poticy CHECK BASED VULNERABILITY AND ATTACK

The policy plays an important role in minimising the attacks that are triggered via
weak passwords, weak authentication mechanisms, weak Internet Protocol (IP)
scanning, and filtration mechanisms. The below points explain these parameters
in a detailed manner.

e User authentication is a highly crucial part of healthcare 4.0 as it
consists of data that are personal in nature. The user can ensure that
his identity is authenticated safely, especially in healthcare. Medical
data is accessed by healthcare personnel, patients and other staff. It
demands that emergency access to the data is guaranteed to the users
in case of criticality. The method to ensure user authentication is using
biometric security, being one of the most efficient mechanisms to
verify user identity. It can be effectively used in healthcare 4.0. Also,
biometric data can be fetched from the devices used in the medical
domain or healthcare sector [53]. The password management system
should be very intelligently covered in the policy so that authentication
bypass using brute force and other social engineering attacks could be
restricted.

* Another crucial parameter is device authentication, in which a personal
device or server needs to authenticate the identity before receiving the
medical data from sensors [54]. It is crucial because wrong data or any
miscommunication may result in critical issues while monitoring and
diagnosing patients’ health. Thus, in healthcare 4.0, authentication
methods should be implemented in a highly secured manner and be able
to ensure the integrity and confidentiality of personal medical data. In
healthcare 4.0, there should remain zero scopes for alteration of data to
prevent compromising the personal information of healthcare personnel,
patients and staff in the healthcare sector.

15.4.3 SENSOR, PHYSICAL VULNERABILITY AND ATTACKS

In healthcare 4.0, protecting medical data is a task of the highest priority. Thus,
the source of data from where the data is fetched needs to be secure. Sensors
are responsible for data collection. Hence, implementing security at the level of
sensors is crucial. The possible security measures emphasise carrying maximum
computation on personal devices and reducing overheads during data exchange.
Below are the solutions for establishing sensor-level security.

» Sensors, being physical in nature, possess the risk of being stolen and
tampered with by an adversary. It poses a threat to the healthcare sec-
tor while implementing healthcare 4.0. Thus, designing a tamper-proof
system that should not allow any third party to access the medical data
is important.
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* Localisation is yet another factor in sensor security [55], in which the
position of sensors is identified on the human body. However, identify-
ing sensor position on the human body is of importance to healthcare
personnel and hence cannot be eliminated. In such a scenario, there are
possibilities that devices may shift from the network range frequently. A
solution to resolve localisation issues is to design a real-time system to
detect intrusion in a healthcare 4.0 network, which can be able to effi-
ciently report malicious activities and alert users for the same.

 Security can also be ensured by self-healing methods. A self-healing method
can detect an attack within a healthcare 4.0 network, and apply security
measures on its own. However, each attack can be diagnosed in a different
manner; thus, self-healing methods should be designed accordingly [56].

* Healthcare 4.0 includes Over-The-Air (OTA) programming techniques
for updating nodes in a healthcare 4.0 network with a high number of IoT
nodes [57]. However, they may lead to a possibility that an attacker node
senses updates and impersonates legitimate nodes. So, it requires strin-
gent security mechanisms to be designed such that any malicious node
within the healthcare 4.0 network is not able to exploit other legitimate
nodes and affect the healthcare 4.0 system.

» Since sensors are physical devices, they may have faults introduced and
misbehave within the network, thereby affecting the data and commu-
nication in healthcare 4.0. Thus, ensuring security before and after the
transmission of data is highly important. That is, backward and forward
compatibility issues need to be properly addressed [58]. For the same,
OTA programming for the delivery of updates about the same can be used.

15.5 ACHIEVING PRIVACY AND SECURITY USING
BLOCKCHAIN FOR HEALTHCARE 4.0

In the current scenario, patients’ records and related healthcare data are digitised,
and the data are expanding each day. Moreover, the data are distributed on mul-
tiple devices, facilitated by cloud servers, and are not confined to a single device.
Specialised IoT devices and sensors are responsible for collecting and processing
data [59]. Also, there are multiple sources of information such as EHRs to deliver
healthcare information to required users [60]. A number of datasets of patients
contain sensitive and personal information. Thus, ensuring privacy and security in
healthcare is highly important and approaches for the same are required to be imple-
mented effectively. One of the suitable approaches to guarantee security of health-
care data is using blockchain. Blockchain supports changelessness and information
discernibility. However, if integrated with cryptographic methods, blockchain can
provide stronger security and consistency of healthcare data in a network [61]. The
difficulties related to the protection of data in blockchain are explained below.

* Identity Security: Safeguarding patients’ or users’ identity and sensitive
information.
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* Transaction Security: Guaranteeing secure exchange of information
and ensuring authorised and authenticated transactions (viewing or
modifying data).

Identity of any user can be sensitive and must not be exposed to an unauthorised
or illegitimate system or individual. Specifically, in healthcare 4.0, patients’ per-
sonal data may contain information such as individual enlistment number and
quantity of the charge card that the patient uses to make an installment in a pri-
vate organisation. Thus, protecting the identity of a user in healthcare is a prime
concern and cannot be overlooked. One of the strategies that assist with imple-
menting and ensuring identity security is zero-information evidence [62]. Other
robust security procedures include homomorphic cryptography, zk-snarks (as
interpreted from the zero-information evidence), Trusted Execution Environment
(TEE) and differential protection [63—66]. TEE can be used as one of the selec-
tive techniques to guarantee protection in the medical services and strengthen
healthcare 4.0 framework. In addition to security procedures, stringent laws of
data privacy can guarantee a noteworthy protection of healthcare 4.0 data. The
Healthcare Insurance Portability and Accountability Act (HIPAA) rule aids to
improve security in a healthcare 4.0 network with blockchain, with certain char-
acteristics; enabling secure data sharing, providing improved medical services,
enhancing public norms and securing individual healthcare information. The
HIPAA security rules cover the attributes of Business Associates (BA), health-
care 4.0, Clearing Houses (CH) as well as prominent medical services. With the
help of similar protection laws and rules, blockchain innovation can ensure qual-
ity and security of patients’ individual data in healthcare 4.0 [67].

Along with the identity, transactions of data in healthcare also need to be
secured and safeguarded. A secure communication environment needs to be set up
so that information exchange within a healthcare 4.0 network is not compromised
or affected by malicious activities. Blockchain is beneficial in transaction security
as well. Decentralised Sharing of Healthcare Records is a design that investigates
the idea of implementing security procedures for data as well as users in a health-
care 4.0 network [68]. In addition, alerts and warnings can facilitate security in
the network. That is, whenever an unauthorised entry or intrusion into the net-
work is detected, the network must be ready to resist the same. Another approach
to guarantee security in a healthcare 4.0 network is generating information access
logs in blockchain-based storage. Hence, information can be accessed directly
from the respective blockchain organisation. Additionally, blockchain can also
provide consistent quality assurance and security of big data [69]. Furthermore,
information protection can be achieved suitably with the help of a strong legal
base. Adhering to the data protection laws such as the General Data Protection
Regulation (GDPR) is also a contribution to ensuring transaction security in
healthcare 4.0 [70]. Implanting a watermark to strengthen copyrights is also a plus
to these laws, and implies that the information in the blockchain is changeless
[71,72]. Apart from laws, security and privacy issues in healthcare can be mod-
erated by methods of zero-information confirmation and trait-based encryption.
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Some updated security measures include using a blockchain-dependent differ-
ential security to further enhance and upgrade resistance to cyber-attacks in
healthcare 4.0 frameworks [73,74]. It is required to emphasise that information
protection is fundamental in a wellbeing setting, and blockchain innovation can
help with strengthening security in healthcare 4.0.

15.6 CONCLUSION AND FUTURE
RESEARCH DIRECTION

Healthcare 4.0 has become an essential part of human society where it cures and
prevents diseases to serve humankind. Healthcare 4.0 is a heterogeneous system
that consists of the most advanced technologies that include Al IoT and other rel-
evant recent technologies used for processing of data. The paper deeply discusses
healthcare 4.0, explains its evolutionary phases and tries to explain the heteroge-
neity nature of healthcare 4.0 because of adopting recent technologies such as IoT
and Al The paper also dives deep into the dominant features of blockchain and
its vitality. Moreover, the root cause of vulnerability in the various components of
healthcare 4.0 has been analysed and the attacks that become prominent because
of these vulnerabilities have been covered. The paper provides blockchain as one
of the best solutions to counter and prevent cyber-attacks on healthcare 4.0 to
preserve privacy and security.

The paper presents various vital components of healthcare 4.0 that could be
used as a reference to carry out future research work. The paper also emphasises
two distinct areas, that is, personal data and inefficient security patch manage-
ment present in healthcare 4.0. The security aspect of networks in healthcare 4.0
can be used precisely to enhance research work on network-based vulnerabilities
in healthcare 4.0. The inclusion of Al and IoT makes healthcare 4.0 a more hetero-
geneous system and hence can provide various elements for research. Hence, this
paper provides a platform for various future research directions.
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